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1. BBegeHue

1.1

OnucaHue fgoKyMmeHTa

[aHHbIN JOKYMEHT siIBNSieTCcs YacTblo «[lakeTa MHCTPYKUMIA No obcrnyxuBaHUio poyTepa iRZ» 1 cooepXuT

pa3bACHUTENTbHYO I/IH(bOpMaLI,I/IIO TOJIbKO O TEXHUYECKNX XapaKTEepUCTUKax poyTepa iIRZn HEKOTOPbIE NMPUMEDPDbI

HacTpowiku. [ns nonyyeHns 6onee nogpobHow nHpopmMauum cm. pasgen 1.2.

Bepcusa gokymeHTa Hata nybnukauumn
1.02 2013-10-29
1.2. O630p nakeTa MHCTPYKLUN

Ons nony4yeHuna I/IC‘-IepI'IbIBaIOLLI,eIZ I/IH(bOpMaLI,VIVI no 3aKcnnyartauuu, HeobXxoOAMMO O3HaKOMUTCS C MOSTHbIM

KOMMJ1IEKTOM AOOKyMEeHTauun no poyrtepam iRZ. Bcs OOKYMEHTauunAa Ha PYCCKOM A3blke OOCTynHa Ha caunte

www.radiofid.ru B pasgene «Mogoepxka».

CognepxaHue «NakeTa MHCTPYKLMIA Mo 0BCnyXmMBaHUO poyTepa iRZ»:

PykoBOACTBO Mo 3Kcnnyatauum poytepa iRZ;

OnucaHne cpeacTB ynpaBneHus 1 MOHUTOPUHIa poyTtepa iRZ;
OnarHoctrka n MeTobl yCTpaHeH s HeMCNpaBHOCTEN poyTepa iRZ;
PykoBoacTBO Mo HacTpoike poyTepa iRZ ¢ nomollbio USB-HakonuTens;
Mpumepbl pabounx KoHurypaumii poytepa iRZ:

# CospgaHvie BUpTYanbHbIX ceTel 1 TyHHenel cpegcteamu OpenVPN;
YnaanénHein goctyn k COM-nopTy poyTepa;

3awuTta nepegaBaeMbix gaHHbIX cpeacTBamm IPSec;

DynDNS 1 o6xoAa orpaHu4eHnin BHELLHero AMHamumyeckoro IP-agpeca;
O6benunHeHne ceten ¢ nomowbto GRE-TyHHenew;

OTKa30yCcTONYMBOCTb YPOBHS ceTu cpeactBamu VRRP;

OGecne4yeHne gocTyna k BHyTpMceTEBbIM cryx6am cpeactsamu PortForwarding;
# 3auwmTa nokanbHol ceTn U cepBUCOB cpeacTBaMm BCTpoeHHoro Firewall;

TexHuueckme ycnosus (TY);
lMpoTokon TeMnepaTypHbIX UCTbITAHWUIA;

[eknapaumsi 0 COOTBETCTBUM.


http://www.radiofid.ru/
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1.3. TepMUHbI 1 COKpaLLEeHUA

PoyTep — mapwpyTtusaTtop iRZ RUH3 Router.

3G — obuee onucaHne Habopa cTaH4apToB, onMchIBaOLWMX paboTy B ceTax UMTS n GSM: GPRS, EDGE,
HSPA;

CepBep — 3TOT TEPMUH MOXET ObITb UCMONBb30BaH B kadecTBe 0603HavYeHus Ans:

# cepBepHON YacTV NPOrpaMMHOro NakeTa UCMOSb3YEeMOro B BbIMUCIUTENBHOM KOMIEKCE;

# ponu KomnoHeHTa, NGO 06bekTa B CTPYKTYPHO-PYHKUMOHAMBHON CXEME TEXHUYECKOrO PELLEHWS,

pa3BépTbIBAEMOro C UCNOMb30BaHNeEM poyTepa;

# KoMnblOTEpa, NPEdOCTABISIOLEr0 TE€ UMW MHbIE CEPBUCHI (CETEBbIE CNyXObl, crnybbl 06paboTk U

XpaHeHUsi aHHbIX 1 MpoYne);

TexHu4yeckoe peweHne — uvaed, MO0 OOKYMEHT, OnucbiBaloliMe Habop TEeXHUYeCcKnx Mmep u/unu
MEPONPUATUIA, HanpaBieHHbIX Ha peanu3aumnio KOHKPETHOW 3a4aun, AN BOMOLLEHNS KOTOPOW UCMONb3YHTCA
PYHKUMOHAMNbHbIE BO3MOXHOCTU UCMOSb3yeMbIX B JAHHOM PeLLEHUN KOMMOHEHTOB, CBA3aHHbIX MeXay cobov n
B3aMMOAEWCTBYIOLLUX APYr C ApYrom onpeaenéHHbiM obpasom;

BHewHun |IP-agpec — IP-agpec B ceTn WNHTepHeT, npeaoCTaBneHHbIi KOMMNaHWen-npoBanaepom ycnyr
CBSI31 B MONb30BaHWe KIMEHTY Ha CBoém/ero obopyaoBaHum Ans obecneyeHns BOSMOXHOCTU NPSIMON CBSA3U C
obopyaoBaHveM KnmMeHTa Yepes ceTb VIHTepHeT;

®duKcMpoBaHHbIN BHewHUN |IP-agpec — BHewHui IP-agpec, KOTOpbIA HE MOXET M3MEHWUTbCS HU Npu
Kakmx ycnosmsx (CMeHa Tuna obopydoBaHUs KNMeHTa M Ap.) unu cobbiTusax (MepenoakroyeHne K cetun
npoBaviaepa n Ap.); eQUHCTBEHHOW BO3MOXHOCTbIO CMEHUTb (OMKCUPOBaHHbIN IP-agpec sBnseTca obpalueHne
B chopme 3asABNeHUs K KOMNaHUu-npoBangepy;

AyTeHTUdMKauma — npoueaypa NpoBepKM MOASIMHHOCTM Nonb3oBaTens/knveHTal/ysna nyTéM cpaBHEHUS
NpeaoCTaBMeHHbIX UM HAa MOMEHT MOAKMHYEHNS PEKBU3UTOB C PEKBU3UTAMW, COOTHECEHHBIMU C YKa3aHHbIM
MMeHeM Mosb3oBaTens/norMHom B 6a3e A4aHHbIX;

Web-untepdeinic poyTtepa — CpeacTBO ynpaBneHus, BCTPOEHHOe B poyTep M obecneumBaroLlee
BO3MOXHOCTb KOHTPONMPOBaTb W HacTpamBaTb ero (OyHKUMWM, a Tak xe HabnwogaTb 3a COCTOSHMEM 3TMX
YHKUUA;

YaanéHHoe yCTPOMUCTBO (yAanéHHbIN y3en) — YCTPOWCTBO, TEpPPUTOPUAnbHO yaanéHHoe oT MecTa, nibo

06beKTa/y3na, OGCy)K,D,GEMOFO B KOHKPETHO B3ATOM KOHTEKCTE.
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2. Uncpopmauumna o6 yctponcrtsee

2.1. Ha3HaueHue

PoyTep sBnsieTtcss MHOronpoumbHbIM PaguoTEXHUYECKUM abOHEHTCKMM YCTPOMCTBOM, paboTaroum B
ceTax cotoBon cBssu GSM/UMTS. PoyTep no3BonsieT pewate 3agady No nepegade, nNpuémy, 3awimre

MHbopMaLIMK 1 NoaaepKKe KOMMbIOTEPHON CETU.

2.2. CraHpapTbl CBA3U

@ HSPA (ckopocTb: nepeaauu - oo 5.76 Méut/c, npuema - go 7.2 Méut/c);
# EDGE;

# GPRS;

# USSD;

# SMS;

[

Wi-Fi (onuunoHanbHO, C MOMOLLbIO BHELLHEro agantepa).

2.3. XapakTtepucTUKM annapaTHOMW 4YacTtu

Ta6nuua 2.1. OcHOBHbIE XapaKTepUCTUKK

Tun Xapakrepucrtuka

npotieccop ARM920T

AnHamnyeckoe O3Y 64 Mb

o6beM flash-namsaTtn 8 MB + BO3MOXHOCTb paclumpenust oo 2 '
pa3bem Ethernet 10/200M6uT, 100BASE-TX, MDI

pazbem COM RS232 (TX, RX, GND)

paspbIBHOM KOHHEKTOP 9GPIO, RS422, RS485

pa3bem USB USB 1.1
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2.4. CooTBeTCTBME CTaHOAapTam

Ta6bnuua 2.2. CtaHgapThl

CraHpapt

OnucaHue

$IEEE

Ethernet (IEEE 802.x)*

AnnapaTHas 4YacTb, obecneuymBatoLlas paboTy poyTepa B KOMMbIOTEPHbIX ceTax Ethernet
BbINOMHEHa B COOTBETCTBUM C pekoMeHdaumMsaMi MexayHapoaHoro ctaHgapTa IEEE 802.

=/

Electronic Industries Alliance

A

RS232/ RS422/ RS485 (EIA-232 | EIA-422 | EIA-485)*

WHTepdeiic, ncnonb3yemoln B poyTepax Ans nepegayn norb3oBaTenbCkuX AaHHbIX
pa3paboTaH B COOTBETCTBUM CO CcTaHaapToM RS232 / RS485, pekoMeHO0BaHHbIM
MexxayHapoaHon Accoumauumn OnekTpoHHou MNpoMbiwneHHocTy - EIA.

s
=0

usB*

UHTepdperic Universal Serial Bus (Tekywiasn Bepcus — USB 1.1) npeaHasHayveH npexae
BCEro ANns nogknoyeHus k poytepy USB-HakonuTens. OTo No3BonseT yBenmuntb obbem
cnyebHol MHopMaLIMK, PErMcTpMpyeMoii poyTepoM B npoLiecce paboTbl (CUCTEMHBIN
XypHan, Status and log & System Log). Tak ke MOXeT ObITb UCMONb30BaH A4S
pacLumpeHusi pyHKLMOHana poytepa nyTém noakntodeHust k USB-nopty agantepos USB-
Ethernet n USB-COM.

* pagmMoTexHuyeckas peanusauns nHtepdencos Ethernet, RS232 / RS422 / RS485 n USB BbinonHeHa Ha OCHOBE MUKPOKOHTponnepa

npoussoacTea Atmel (cepusa 9200)




2.5. ®u3nyeckue xapakrepucTUKu

Tabnuua 2.3. dranyeckme xapaKkTepucTUKn
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Tun

XapaKTepMcwu(a

MabapuTHble pa3mepbl kopnyca (6e3 yu4éTta pa3beMOB)

He 6onee 162x110x37 mm. (OxLLUxB)

MabapuTHble pa3mepbl n3genust (C y4ETom pasbEMOB)

He 6onee 162x119x37 mm. (OxLLUxB)

Bec napenus

He 6ornee 310 rp

[JunanasoH pabounx Temnepatyp

ot -30°C pgo +65°C

[Junana3soH Temnepatypbl XpaHeHus!

ot -40°C pgo +85°C

D,OI'IyCTVIMaFl BNaXXHOCTb

YCTPOWCTBO COXpaHseT cBOoK paboTocnocobHOCTb Npu
OTHOCUTENbLHON BraXkHOCTU He Bornee 80% npwu
Temnepatype 25°C

2.6. YcnoBusi xpaHeHUs1 U IKcnsyaTauum

yCTpOIZCTBO OOJDKHO XPaHUTCA B CyXOM, BnarosalimeéHHOM MecTe. [omnmkeH ObITb WUCKIMOYEH PUCK

BITMAHNA CTATU4E€CKOro HanpaxeHund (MOJ’IHI/I‘/'-l, OblTOBas CTaTl/IKa).

Knacc 3awwmTbl oT NnpoHnKHOBeHUs cooTBeTcTByeT IP20 TOCT 14254-96.

Honyctmasn Bnbpaums:

yCTpOIZCTBO MOXET COXPaHATb NMPOYHOCTHbIE XapaKTePUCTUKN npu BO34ENCTBUN MEXAHUYECKNX Harpys3ok,

COOTBETCTBYHOLWMX 15 CTeneHn XecTkocTn Ans cuHycougansHon Bubpaumm TOCT 30631-99: B annapatype,

pa60Tarou.|,e|7| Ha Xoay, yCTaHaBﬂI/IBaeMOIZ Ha TpakTopaxX W TryCeHU4HbIX MallkhHaxX WU BOOAHOM TpaHCNopTe

(6bICTp0XOﬂ,HbIe KaTtepa, cyaa Ha noABOAHbLIX KPbbAX U T.I'I.), a TakKkKe Ha TEXHOIorm4eckom O60pyﬂOBaHI/II/| n

CYXOMyTHOM TpaHcnopTe, ecnv YactoTa Bubpauum npesbiiaeT 80 Iu.

BI/I6pOI/I30.I'I$|LI,I/IOHH bleé 3y1eMeHTbl OTCYTCTBYIOT.

2.7. dneKkTpuU4eckue xapakTepUCTUKM

PaGouune xapakTepucTuKM aNeKTPONmUTaH1s:

# HanpspkeHve nuTaHus oT 8 Ao 30 B (MOCTOSAHHEIA TOK);

# Tok noTpebrneHus He Gonee:

# npuv HanpsbkeHU NuTaHnsa +12 B - 800MA,;

# npuv HanpsbkeHU NUTaHnsa +24 B - 400mA.

MakcumansHoe pabodee HanpsikeHne — 35 B (MOCTOAHHbIN TOK)
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2.8. Xapaktepuctukn GSM/3G-ycTponcrtBa

Tabnuua 2.4. nanasoH pabdo4ynx yactot GSM/3G-Moaynsa poytepa

Pexum paboTbl YacrtoTta(bl), MI'y
GPRS/EDGE 850/900/1800/1900
HSPA (3G) 850/1900/2100

2.9. Mepbl NpegoCTOPOXKHOCTH

OrpaHVNeva Ha 1NCnosb3oBaHUA yCTpOIZCTBa BONM3N OPYIrnx aneKTpOHHbIX yCTpOVICTBZ

BblKNoYanTe poytep B OonbHMUAX uNM BONU3M OT MeguuUMHCKOro oGopyaoBaHWs (Hanpumep:
KapaMOCTUMYNMSTOPOB, CrYXOBbIX annapatoB) — MOryT c€o34aBaTbCs MOMEXW Ans MeAULMHCKOro
obopynoBaHus;

BbIKITIOYaNTe poyTep B camorieTax; NpUMUTE Mepbl MPOTUB CIy4aiHOro BKMHOYEHNS;

BbIKNOYanTe poyTep BONM3M aBTO3anNpPaBOYHbLIX CTAHUWA, XUMWUYECKUX MPEanpusiTUiA, MecT
npoBeAeHUs B3pbIBHbIX paboT. MoryT cosgaBaTbCsl MOMEXN TEXHUYECKUM YCTPOWCTBAM; Ha GRU3KOM

pacCcToAHN MoaemM MOXeT co3aBaTb NOMEXU AIA TeneBn3opoB, pagnonpmemMHUKOB

Cne,u,yeT npenoxpaHATb poyTep oT BO34EMCTBUS MbiNn 1 BRaru.

Heobxogumo cobntogaTb 00MyCTUMbl€ HOPMbI NUTaHNA N BVI6paL|,VIVI B MeCTe yCTaHOBKMU yCTpOIZCTBa.

2.10. dyHKUMOHaNbHas cxema ycTpoucTBa

OcCHoBHbIe beHKLI,I/IOHaJ'IbeIe y3nbl poyTepa:

pa3bem nNuMTaHus;
npeobpasoBaTernb HanpsXeHns;
GSM/3G-mogyns;

SMA-pa3beM Ansi BHELWWHEN aHTEHHbI,
MukpokoHTponnep (MK);

USB-A;

nHTepdenc RS232;

coBMeLLeHHbIN 6ok GPIO ¢ nHtepgericamm RS422 n RS485;
Ethernet-uHtepdeiic;

aepxatenb SIM-kapTbl Nel;

aepxatenb SIM-kapTbl Ne2;

OnoK MHaMKauum pa6OTbI — cBeToanoabl.
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p| SMA-Da3LEM |g— ! AHTEHHA

PoyTep

Y
g:m; GSM/3G- » Ethernet-
MoAynb nHTepdenc
‘ I
g
Baipk MK USB-A
vHOovKaumm [ -
| > ﬁ
RS232 -
I Flash
RS422 | RS485 |-
RTC
GPIO (9 KOHT.) |-
T RAM
MNpeobpa3zoeatens Pastém
HaNpPsHeHUs [ NUTaHUsA

Puc. 2.1. dyHKumMoHanbHas cxema poytepa RUH3
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3. BHewHnn Bua n uHtepdencsl

3.1. BHewHun BUA

3.1.1. Pa3beMbl U BHELLHMe 3NeMeHTbl

PoyTep MCNOJIHEH B NPOMBbILLITIEHHOM BapmnaHTe — npo4HoOM ” NErkKom nnacTuKoBOM Kopnyce.

6

38

_\ 7
==

_-\\\ USR1 | USR2 :gns :P; .' /

SIM 1 SIM 2 /
0 N

: 5

I

et

Puc. 3.1. Bug co cTopoHbl SIM-kapT

Ha pucyHke 3.1 undpamm 0603Ha4EHO:

1. notok SIM-kapTbl Nel;
KHOMKa nssreyeHuns notka SIM-kapTbl Nel;
nHankatop padotbl SIM-kapTel Nel;
notok SIM-kapTbl Ne2;
KHOMNKa nsBreyeHuns notka SIM-kapTbl Ne2;
nHankatop padotbl SIM-kapTbl Ne2;
yHuUBepcarnbHbI pasbém USB Host;

MHOMKaTOp npmnema curHana,

© ©® N o g &~ DN

naHesnb NHANKaTopoOB,

12
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LI N N O
N\ \ \ /

ANT ® o \ GPIO | - RS485/422 Lan_/ _POWER
' BANANANAN AN AN | QUL
RS232 1234516789 ABShzy RESET

Puc. 3.2. Bug co CTOpOHbI aHTEHHOrO pasbema

Ha pucyHke 3.2 undpamm 0603Ha4EHO:

10. aHTeHHbIN pa3bém SMA (Female), nogknioueHne GSM-aHTEHHbI;

11. nHTepdencHbin pasbém DB-9, nogknoyeHne KOMMYHMKaLMOHHOTO Kabenst
(nHTepdenc RS232);

12. pa3pbIBHOW KOHHEKTOp, 9 KoHTakToB GPIO, nogkntoyeHne KOMMYHMKaLUMOHHOIO kabens
(nHTepdencel RS422, RS485);

13. KHorka cOpoca HacTpoek;

14. ceteBon paszbém Ethernet;

15. pa3béMm nutaHua 6P6C;

/ \ ™

N ]
— —— ]

Puc. 3.3. Bug co CTOPOHbI KHOMKa OTKINOYEHMSI/BKITIOHMEHNS] MHTepHeT-COG,D,I/IHeHMH

Ha pucyHke 3.3 undpont 0603Ha4eHO:

16. KHOMKa OTKIMHOYEHUS/BKNIOYEHMS MHTepHeT-COGD,I/IHeHVIFl.

KHonka @ coBMelleHa C MHOMKAaTOpOM U CIyXWUT Ond OTKINIOYEHNS/BKMIOYEHUS MHTepHeT-COGDMHeHMH

6e3 HeobxogMMocCTH nepesarpys3km camoro poyrtepa.

13
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=
N

g
@

.

(o=

Puc. 3.4. Bug ceepxy (OCHOBHasi naHenb MHAUKaLmm)

3.1.2. PacwudpoBKa 3TUKETKM YCTPOUCTBA

CEPHIHEIA HOMEP

3ABOOCKOW IP-ALQPEC
NOTWH

NAPONE

MAC-AQPEC

BEPCHA YCTPORCTEA
HAMPAMKEHWE NATAHWA
TOK NOTPEBNEHWA

iR&

-

| WORY ORPE VA WY 0L A N OMEC AR RN LN O
RUH3 3G Router

QC1

=IPF: 192.168.1.1
= Login: root

= Password: root
=MAC: 01:23:45:67:89:AB
HW Ver.:
~ Supply Veoltage: 8-30 V DC

= Supply current: 800 mA @ 12 V, 400 mA @ 24 V

123456789012345

€AX

A

Puc. 3.5. 3TukeTka nsgenus



3.1.3.

Unaukauusa poyTtepa

Wireless solutions
for M2M world

MHavkaumsa poyTepa pacrorioXeHa B BepxHeit YacTu kopnyca (Ha pucyHke 3.1 o6o3sHadveHa undpoin «9»,

cM. Tarke pwuc. 3.4), Ha cTopoHe C SIM-kapTamm (Ha pucyHke 3.1 — «3», «6», «8») M y KHOMKK

OTKIMIOYEHUS/BKINIOYEHNS VIHTEpHET-coeamHeHus (pyc. 3.3 — «16»). PasbsCHEHNS 3HAYEHWI CUTHaNOB U LiBETOB

MHONKaTOPOB NpuBeOEHLI B Tabnuue 3.1. B FlepBOIZ KOJIOHKE A5A KaXXgoro nHankatopa npmnBoanTcA Ha3BaHue

N KpaTKoe ornncaHme ero HasHa4yeHue.

Tabnuua 3.1. PaclwumndpoBka nHaMKaLmMm OCHOBHOW naHenu poytepa RUH3

BHellHAs1 OCHOBHasA nHAuKauua poytepa RUH3

MuraHue
LUBeT L 5
OnucaHue S KpacHbii (seneHbI unu He roput
KpPacHbIN)
l PWR niTaHve BKIIOYEHUE
. HET NUTaHus
nuTaHue NOAKITK4YEHO ycTpoucTea
LAN ceTeBoW kabenb ceTeBoW kabenb
nepegava gaHHbIX
nokarnbHas ceTb LIOAKIIFOSEH] OTKIIOYEH
® USR1
n nonb3oBaTenb- 3ape3epBrpoBaHO A4S NOMb30BATENBLCKUX (OYHKLIMIA
CKUI pexum 1
® USR2
E Nonb30BaTenb- 3ape3epBrpoBaHO A4S NOMb30BATENBLCKUX (OYHKLIMIA
CKUI pexum 2
® USR3
ﬂ NONb30BATEN b 3apesepBrpoBaHO Ans NOMb30BaATENbCKNX yHKLMIA
CKUI pexum 3
PPP UHTepHeT-
WHTepHeT-coeamHeHne
. coeanHeHve
VikTepHet oTCyTCTBYET
ceanHeHve NoaKIo4EHO
2G-coeanHeHne, nnbo
3G paborta B 3G-
3G GSM/3G-mogem
pexvme
pexim 3G BbIKITOYEH
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Tabnuua 3.2. PaclumndpoBka AOMNONHUTENBHON UHAMKAUMK B poyTepe RUH3
BHeluHss1 gononHUTenbHasa uHgukauus poyrtepa RUH3
LBer ..
3enéHbin He ropur
OnucaHue
ignal . . mMogem
...' S g OTJINYHbIN Xopowunn YOOBMNETBOPU- HeT curHana/ A
YpPOBEHb BXOAHOTO curHarna nprem npvem TenbHbIA nrioxoi EERITER
npvem npvem

SIM1

NoKanbHaaA CeTb

BbibpaHa SIM 1

SIM 1 He ucnonb3yeTcs

SIM 2

NoKalnbHaA CeTb

BbibpaHa SIM 2

SIM 2 He ucnonb3yeTcs

n HTEepHeT-CeanHEeHne

n HTEepHeT-coeanHeHne yCTaHOBNEHO

n HTEepHeT-CoeQNHEHNEe OTCYTCTBYET

* — MIHOWKaTOpP COBMELLLEH C KHOMKOM, CM. puc 3.3.
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3.2. WHTepdencol

3.2.1. TMwuTtaHwne

MutaHne poytepa IRZ RUH3 pomkHO ocCyLlecTBNSATbCA OT CTabunmManpoBaHHOrO 6Gnoka nuMTaHusa C
NMOCTOSAHHLIM HanpsHXXeHneM Ha BbixoAe B AnanasoHe 8-30 BonbT U MakcuMarnbHbIM TOKOM HE MeHee:

# 800 MA npu HanpskeHUW NuTaHus +12 B;
# 400 MA npuv HanpsKeHUW NUTaHus +24 B.

B kavecTBe pazbéma NUTaHUsA MCNomb3yeTcsa CTaHdapTHbIN pasbeM 6P6C («RJ-25»). OnncaHue BbIBOAOB

pa3béMa npeacraBneHo B Tabnuue 3.6.

3 4
2

—_

Puc. 3.6. Pazbem nutanusa

Tabnuua 3.3. HasHadyeHne KOHTaKTOB pa3beMa NUTaHUS

KoHTakT CurHan HasHa4veHue

MonoXWUTenbHbIV NOMOC NOCTOSIHHOTO HAMNPsXKeHWe NUTaHNs. 3aluLLeH
1 + U nut. npenoxpaHUTeneM 1 CXeMoW 3aLuMThl OT NepeHanpsbxeHuii (Mpy nogaye Ha BXxof,

HanpsxeHus 6onee 30B) u HenpaBUNbHOM NOMSAPHOCTH

2 He 1ucnonb3yeTcs -
3 He ncnonb3yercs -
4 He 1ucnonb3yeTcs -
5 He ncnonb3yercs -
6 GND Kopnyc cuctembl (oTpuuaTtenbHbIA NOMC « — »)

17
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3.2.2. TMocnepoBaTtenbHbIn nopT (COM-nopT, pazbem DB-9)

MocnenoBaTenbHbIN NOPT onpeaenseT yHKUMOHaN poyTepa v No3BonseT pelwaTtb 3ajaun TenemeTpum u
TenemexaHukn. OH MOXET ObITb UCMONb30BaH ANs:

@ cbopa [OaHHbIX WM ynpaBneHuss obopydoBaHWeM MO CeTU CcpeacTBaMu  OOMOSHUTENBHOMO

nporpaMmmHoro obecrneveHus;

# coeavHeHve AByX yaanéHHbix ycTpoicte ¢ COM-uHTepdelicamm Yepes ceTb Internet.

B poytepe RUH3 nocnenosaTensHble NOPThI peanu3oBaHbl B BUAe nHtepdencos RS232, RS422, RS485.
Ona nogkniodeHns COM-nopTta no nHtepdency RS232 ncnonbsyetca pasbém DB-9 (puc. 3.7), HazHavyeHue
€ero BbIBOAOB npeacrtaeneHo B Tabn. 3.4. Mpo ucnonb3oBaHne uHTepdencos RS422 n RS485 cmotpute

pasgen 3.2.3.

MpumeyaHme: C nomoLbio BHeLWHMX NpeobpasoBaTernei MoXeT GbiTb NornyyeHa CBA3b C BHELUHUMM
ycTponcTBaMmu no nHtepency RS422, RS485, CAN

BHUMAHME! Moakniouats ycTpoicTBa K nocriefosaTenbHOMY MOPTY poyTepa paspeluaeTcsl TOMbKO
koraa oba yCTPONCTBA HAXOAATCA B BbIKIMOYEHHOM COCTOSIHUM

Puc. 3.7. NHTepdencHbIn pasbém

Tabnuua 3.4. HazHadyeHue BbIBOOOB MHTEPENCHOMO pa3béma

BeiBoa CurHan HanpaBneHue HasHauyeHune

1 He ncnonb3yercs - -

2 RS232 - RXD Device — Router MpuemM gaHHbIX
3 RS232 - TXD Router — Device Mepenaya gaHHbIX
4 He ncnonb3yeTcst - -

5 GND obwnin Kopnyc cuctemsbl
6 He ncnonb3yeTcst - -

7 RS232 - RTS Router — Device -

8 RS232 - CTS Device — Router -

9 He ncnonb3yercs - -

18
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3.2.3. Pa3pbIiBHOW KOHHEKTOP

PaspbiBHOM KOHHEkTOp (cM. puc. 3.8) B poytepe RUH3 ucnonb3yetca ansa BbiBoga koHTaktoB GPIO, a
Takke nocrnegoBaTenbHO nopta B Buge wuHTepdencoB RS422 n RS485. OnucaHne BbIBOAOB pasbeéma

npeacTtaeneHo B Tabnuue 3.5.

GPIO RS422 | RS485
3 4 5 1L 8 9 A B Sh Z Y

Puc. 3.8. Pa3pbIBHON KOHHEKTOP

Ta6nuua 3.5. HazHayeHWe KOHTaKTOB pa3pbiBHOTO KOHHEKTOpa

KoHTtakTt HanpaBneHue Ha3HauyeHue
1 Router «» Device GPIO1
2 Router «» Device GPIO2
3 Router «» Device GPIO3
4 Router «» Device GPIO4
5 Router «» Device GPIO5
—é— GND Kopnyc cuctemsl
6 Router «» Device GPIO6
7 Router «» Device GPIO7
8 Router «» Device GPIO8
9 Router «» Device GPIO9
npu ucronb3o8aHuU uHmepgeltica RS422
A Device — Router Mpuem Rx-
B Device — Router Mpuem Rx+
Sh - OkpaHupoBaHue
Router — Device Mepepava Tx+
Router — Device Mepepava Tx-

npu ucrionib3osaHuu uHmMepgetica RS485

Device — Router nonyAynnekcHbln obmeH B cBa3ke ¢ Y
B Device — Router nonyaynnekcHobl obmeH B cBsi3ke ¢ Z
Sh - OkpaHupoBaHue

Router — Device nonyAaynnekcHbIn obmeH B cBs3ke ¢ B
Y Router — Device nonyAynnekcHbIn obMeH B cBsi3ke ¢ A
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Ha pucyHkax 3.9 n 3.10 nokasaHo nofkmnoyeHne dyepes uHtepdencsl RS422 n RS485. B atom cny4ae,

UCMONb3YHTCA KOHTAKTbl MPaBOi CTOPOHbI Pa3pbIBHOIO KOHHEKTopa (CcM. puc 3.8), 0603HaYeHHble «A», «B»,

«Z» N «Y». bornee nogpobHO 06 3TUX KOHTaKTax cMOTpuTe B Tabnuue 3.5.

PoyTtep
(RUH3)

PoyTtep
(RUH3)

Sh

Sh

L=

Puc. 3.9. NogkntoveHune Yepes nHTepdenc RS422

_/\/\ Monyaynnekc

\

YcTpouncteo

Ycrpoucreo 1

SXSN

Ycrponcteo N

Puc. 3.10. lNogkntoveHune Yepes nHTepdenc RS485
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Ha pucyHkax 3.11 n 3.12 nokasaHbl cnocoObl 3KpaHMpoBaHus Ans uHtepdencos RS422 n RS485. Onsa

3KpaHMPOBaHMS UCMONb3YETCs KOHTAKT «Sh» Ha pa3pbIBHOM KOHHeKTope (CM. puc. 3.8).

B
Sh—@

Y

Puc. 3.11. OkpaHupoBaHue (MHTepdenc RS422)

B
Sh—Y

Puc. 3.12. OkpaHupoBaHue (MHTepdenc RS485)
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3.2.4. WHTepdhenc Ethernet

UHTepdenc Ethernet BbINOMHEH € MCNoNb3oBaHWEM cTaHAapTHoro pasbéma 8P8C («RJ-45»). OnucaHne

BbIBOJIOB pa3bEéma npeacrasneHo B Tabnuue 3.6.

Puc. 3.13. Ethernet-pasbem

Tabnuua 3.6. HasHadeHune koHTakToB Ethernet-pasbéma

KoHTakT CwurHan HanpaBneHue HasHa4veHue

1 ETX P Router —» PC Mepenaya, NONOXUTENbHbIN NOMOC
2 ETX N Router —» PC Mepenaya, oTpuuaTenebHbIN NOMOC
3 ERX P PC — Router Mpuem, NoNoXnUTENbHbIN NOMC
4 He ucrnonb3yeTcs - -

5 He ucrnonb3yeTcs - -

6 ERX N PC — Router Mpuem, oTpyuaTenbHbIM NOMOC

7 He ucrnonb3yeTcs - -

8 He ncnonb3yercs - -
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3.2.5. USB-uHTepdeic

USB-uHTepdeiic BINOMHEH C UCNONb3oBaHNeM cTaHdapTHoOro pasbéma USB-A «female», un paGoTaeTt B
COOTBETCTBUM CO creundmkaumein ctaHgapta USB 1.1. OnucaHve BbIBOAOB pasbéma npeacTaBlieHo B

Tabnuue 3.7.

3 2
4 1

-~~~

Puc. 3.14. YHuBepcanbHbI pasbem

Ta6bnuua 3.7. HazHayeHMe KOHTaKTOB YHUBEPCAIbHOMO pasbeéma

KoHTakT CurHan HasHauyeHune
+
1 VBUS S BOTbT N
AN NUTaHns NnepudgepuinHbIX YCTPONCTB
2 D- auddepeHumnaneHbIN cUrHan gaHHbIX
3 D+ auddepeHumnaneHbIN cUrHan gaHHbIX

Lienb «kopnyca»

4 GND . .
ANsi IUTaHUs NepucepUnHBIX YCTPOICTB

3.2.6. AHTeHHbIN pa3béM SMA, GSM/3G-aHTeHHa

[N noaknioyeHnsl aHTEHHbI HA poyTepe NpeaycMoTpeH pasbém Tuna SMA.

Mpu BbIGOpEe aHTEHHbI, Npexae Bcero, cnenyet obpaTtuTb BHMUMAaHWE HA MO3WLMK, OPUEHTUPOBAHHbIE AN
paboTbl B cetn UMTS, T.k. poytep RUH3 paspaboTtaH npexge Bcero ans pabotbl B cetax UMTS. Mogenu
OPYIMX aHTEHH, Takke obecneyaT HOpManbHyl0 paboTy B CETAX ONepaTopoB COTOBOW CBSA3W, HO HE CMOTyT
obecneunTb MOMHOLIEHHOE UCMONb3oBaHMe yHKLMOHana poyTepa, U KaHanbl CBA3W OyayT orpaHunyeHbl Mno
CKOpOCTH.

OOHMM M3 BaHbIX MOMEHTOB, BIUSIIOLLUMX Ha Ka4vecTBO paboTbl BbIYUCIIMTENBLHOIO KOMMMeEKca,
NMOCTPOEHHOro Ha Gasze GSM-poyTepoB, ABNSAETCA MPOLECC MOLKMHOYEHUSA aHTEHHbI K yCcTponcTBy. [epen
NOAKIMOYEHNEM aHTEHHbI PEKOMEHOYETCS YCTAHOBUTL/MPOBEPUTL CrieaytoLine napaMmeTpbi:

# KayecTBO UCMOMNHEeHUs pasbéma aHTEeHHoOro kabens;
[ AnvHa kabens n YYBCTBUTEJIbHOCTb aHTEHHbI,

# HasHayeHve aHTeHHbl (HanpuMep, MiNiGSM-aHTeHHbl He Bcerda noaovayT AN pelleHus 3adad,

TPebyoLMX LUMPOKYIO MPOMYCKHYK CMNOCOBHOCTb KaHana).
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Puc. 3.15. SMA-paszbeM 1 aHTEHHbI

Ons ynpowlieHuna npouecca onpeneneHnda kav4ecrtesa CBA3N B Tabnuue 3.8 npmuBegeHa npmMepHaa oueHkKa

ypoBHs GSM/3G-curHana.

NMpumeyeHMe: He pekomeHOyeTCs MCMONb3OBATh CIMILKOM ASIMHHBIA  @HTEHHbIM Kabenb. [Mpu
ncnonb3oBaHun kabens RG-58U crnegyeT yunTbiBaTbh KO3A(HOUUMEHT 3aTyxXxaHUsA curHana B HEM, U3 pacyéta
~1 dB Ha meTp

HanomuHaHue: Ecnin npu akcnnyartauum yposeHb CUrHana HU3KMIA, MO0 BO3HUKAIOT I'Ip06ﬂeMbI Cco
CBA3blO, TO CcrieayeTt 06paTI/ITbC$-| K JOKYMEHTY «[unarHoctuka n metogbl yCTpaHEeHUA HeMCHpaBHOCTeVI>>
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4. MoproToBKa K paboTe

4.1. MNopkntoyeHue SIM-KapTbl

[ns obecrieyeHnss BOSMOXHOCTU NMOAKMIOYEHMs1 poyTepa K VIHTepHeT Yyepes COTOBYIO CBA3b NoHanoGuTcs

SIM-kapTa, npu HeobxogmmocTu copocbTe PIN-kog,.

Ons obecneyeHnss BO3MOXKHOCTU MOAKMIOYEHUSI poyTepa K CeTU MHTepHeT uepes COTOBYH CBA3b

Heo6X0ANMO BbINOMHUTL cnenywouine DEencCTBus:

1. BblHbTE NOTOK U3 YCTPOMCTBA, HAXaB Ha COOTBETCTBYIOLLYIO KHOMKY;

2. TlonHOCTbIO U3BMEKUTE NOTOK, NMOTSAHYB ero Ha cebs;

3. [Nomectute SIM-KapTy B NOTOK;
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4. BctaBbTe noTtok ¢ SIM-kapTon B cnoT agns SIM Nel (npopesb Ha Topue poyTepa).

I'Ipvl HeobxoamnmocTn pe3epBnpoBaHnA MHTepHeT-COG,D,I/IHeHVIFl, noBTOpUTE BCE DEencTBms co BTOp0I7I

SIM-kapTon n noMmecTuTe €€ B fioTke B cnot Ans SIM Ne2.

NMpumeyaHune: Ecnu sbiknodeHne nposepku PIN-koga Ha SIM-kapTe HexenaTenbHo — oBpatuTech K
pa3geny HacTpoek MIHTepHeT-coeguHeHusl B JOKyMeHTe «OnvcaHne CpefcTB ynpaBrneHus poyTepom iRZ»

NMpumeyvaHune: Ecnn nposepka PIN-koga SIM-kapTbl He 6bina BbIKMOYEHa CBOEBPEMEHHO 3TO Bceraa
MOXHO cpenaTtb Jepe3 web-uHTepdenc poytepa. [Ons atoro obpatuteck k pasgeny «Disable PIN»
OokymeHTa «OnucaHvne cpencTs ynpaBneHust poytepoM iRZ»

BHUMAHME! Creayer nomMHuTh, 4TO NOTOK, nNomellaemMblii B cnot Ans SIM-kapTel Nel gorkeH 6bITb
nepeBEpHyT Tak, YToObl KOHTaKTHas nnowagka SIM-kapTel cMoTpena BHM3. O6paTHOe npaBuio OencTByeT
ans cnota BTopoun SIM-kapTbl: Npu yctaHoBke SIM-kapTa JormkHa CMOTPeTb KOHTaKTHOW MroLLaKon BBEPX.
HecobntogeHne aToro npasuna MoOXeT NPMBECTU K nopye crnoTta SIM-kapTbl 1 noTka
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4.2. [ocTtyn K yCTPOUCTBY

,D,OCTyI'I K yCTpOIZCTBy MOXHO OCYLLEeCTBUTb y/J,aJ'IéHHO (qepea MHTepHeT, nocrne Toro Kak poyrtep yCtaHOBUT

cBaA3b No GPRS/EDGE/3G) u nokanbHo (ucnomnb3yetca kabenb Ethernet), coeguHyB Hanpsmyko poyTtep C

KOMMbKTEPOM.
) ]
|
cogduHEHWE '\-Il;_?p[:;i
I I | cross-over CAT 5e kabene - )
Mo TEXHONOMN noﬂ'}t’eﬂ”HEHHe h
Ethemet 100BASE-TX Slo-EHTEHHE
-} P ' -} -
o
Komnbiotep (TepmuHan) Poytep AHTEHHa

Puc. 4.1. briok-cxema paboTbl ycTpoicTea
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4.2.1. AocTtyn Kk web-untepdency

[nsa nonyyeHus gocTtyna k web-nHtepdency poyTtepa Tpebyetcst nobon ctangapTHel MIHTepHeT-0pay3aep,
nogaepxusatrownin HTTP 1.0, Hanpumep, Opera, Firefox, IE, Chrome.

OTkponTe Opay3ep 1 BbINOMHUTE CriegyroLme warmn:

1. Beegute IP-agpec poyTtepa B agpecHyto CTpoky bpayaepa;

Jkcnpecc-naHenks - Opera

m BB ZKcApecc-NaHenk 1 +

) http:/i192.168.1.1

MpumeyaHme: IP-agpec goctyna K HacTpoiikam poyTepa, UCMosb3yeMbIi Mo YMOMYaHu o, ykasaH Ha
HaKnerke Ha HXXHEN CTOPOHE Kopnyca poyTtepa.

Ecnu poyTep BKNIOYEH, TO JOMKHA NOABUTLCA CTpaHULLa NPUBETCTBUS.

CTpaHvua npuBETCTBUS COAEPXMT KpaTKyld WMHAOPMAaLMIO O COCTOSIHUM YCTPOMCTBA M CETU: MMS
ycTtponctea (UNIT NAME), BpeMa paboTbl yCTpOWCTBa Mocre BKIYeHMs (uptime), HasBaHue oneparopa
cotoBou cBA3u, TMN GSM-cBsa3u, ypoBeHb GSM-curHana, IP-agpec, CKOpOCTb COeAMHEHUSs, KONMM4ecTBO

nepegaHHoOn 1 NoNyyYeHHoW MHopMauun 1 Tak fanee

2. BBepguTe norvH v napons;

¥ nNoxanyicra, aBropvayiFtecs

Cepeep: & 192.168.1.1

CoofuLeHHE IRZ-RUHZ-ROUTER

IMA NoNB30EaTENA: | roak j
Maponk: I"u

Maponk Gy A48T NEpEAaH HESAWHMbPOESHHEIM

OTApAEMTE I OTHEHS |

Ecnu noruH n napornb BeprIVI, TO OTKpbiBaeTCA AO0CTyn K OCHOBHOMY MHTepcbeVlcy ynpaslieHus

YCTPONCTBOM.

MpumeyvaHune: Ecnv naponb 3abbIT Unu yTepsiH, crieayeT obpaTtutbcs K pasaeny 4.3 «Boaspar K
3aBOACKUM HacTpoMKaM», aHHOTO PYKOBOACTBA.
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4.2.2. WuTepHeT coeauHeHue no 3G/GSM-kaHany

[ns nogknoyeHns poyTtepa k cetu VIHTepHeT TpebyeTcs:

W 3G-aHTeHHa, pa3bEéM aHTeHHoro kabens SMA;

# SIM-kapTa c nakeTom JocTyna K VIHTepHET, a Takke OKYMEHTaLMs Mo HacTpoikaMm;

# JloTtok SIM-kapTbl (MOCTaBNSETCA C POYTEPOM).

MpumeyvaHune: Ecnu nnanmpyeTcsa nogknodeHne poytepa k MHTepHeT Yepes Ethernet-pasbém, To MoxeT
notpeboBaTtbcsa kabenb (kenatensHo CAT 5e) ans coeguHeHust ycTponcTea ¢ 00opygoBaHUeEM npoBangepa

PekomeHaauuns: Bo nsbexaHne HEOXWIaHHON NOTEPU CBSA3M C POYTEPOM MO MPUUMHE OBHYNeHMs
©anaHca HeobX0AUMO 3aKM4YUTb KOPrNopaTMBHbLIM LOroBOP C ONepaTOpPOM COTOBOW CBSI3W C NOCTOMNNaTHOM
CUCTEMOW pacyETOB

[nsa Toro 4ToObl poyTep NOAKMIOYMIICA K ceTU VIHTEpHET A0CTaTOYHO BLINOMHUTL Psig AEACTBUNA:
1. Tlomectute SIM-kapTy B notok Ana SIM-kapT;

MomecTtuTe notok B cnot ansa SIM-kapT (Mpopes3b Ha TopLe poyTepa);

MoaknounTe aHTEHHY;

Bkrounte nutaHne ycTponcTBea;

a M 0D

MopoxauTe OT 2-X A0 5-TU MUHYT.

Mocne atoro poyTep AOmKeH NoAknouuTbcs K ceTn WMHTepHeT. [Ons nomnyyeHnus goctyna B WHTepHeT
coeguHUTE KOMMbOTEpP C poyTepoM 4epe3 Ethernet-uHtepdpeiic (IP-agpec GyaeT BbigaH aBTOMaTMYeCKU Mo
DHCP).

4.3. Bo3BparT K 3aBOACKMM HacTponKkam

[lns Bo3BpaTa 3aBOACKMX HACTPOeK HeoBX0AMMO NpoaenaTh CreayoLLyo NpoLeaypy:

OTkntounte nuTaHue (poytep LOMKEH ObITb BbIKIIOYEH);

MogkntoumTe NUTaHKe, BKITIOUUTE poyTep;

3axmunte n gepxuTe HaxaTomn kHonky «RESET» (Ha pucyHke 3.2 obo3HauyeHa undpon «13»);
B TeueHue 25 cekyHf, ceetoaunoabl «USR1», «USR2» n «USR3» OOMmKHbI MOPrHyThL 3 pasa;

a M w0 Dnh e

OTO O3HaYaeT, YTO HACTPOMKM U3MEHEHbI U MOXHO OTMYCTUTb KHOMKY «RESET».

Mocne aToro, Ha poyTep GyayT ycTaHOBMEHbl 3aBoAckue HacTporiku. Obpatute BHUMaHue, 4To |P-agpec

poyTepa B 3TOM crniydae — 192.168.1.1
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4.4. MoHTax ycTpomncTBa

Poytep RUH3 umeeT B HWXHEN 4YacTu Kopriyca cneuuanbHble nasbl, MO3TOMY OH KpenuTcs Ha DIN-peiky

6e3 KaKMx-NMbo AOMONMHUTENbHBIA MPUCTIOCOONEHNIA:

1. BosbmuTe poyTep 1 NPOCTO 3allieNkHUTE HKHE ero YacTbio Ha DIN-peitky;

BTopoii BapuaHT MoHTaxa npeanonaraeT 6onee koMnakTHoe GOKOBOE KpenreHne poyTepa (CM. Janee).

Ha pucyHke nokasaH KoMnnekT ans gukcaumm yctponctsa Ha DIN-peiky:

1. MoHTMpyemMoe yCTPOMCTBO (Hanpumep, MOLEM UIN POYyTEP);
2. ®ukcaTtop ansa DIN-penku;

3. BuHTbI — 2 WITYKN.
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Hanee cnepnyer:

@Qﬁ'

1. Bosbmute chumkcaTop n Npmkpenute ero kK 6okoBoOM YacTu poyTepa B MeCTe, C OTBEepPCTUAMU Ond

BUHTOB,

2. W npukpytnte ero BUHTamu;

3. [locne aToro Bbl MOXeTe YCTaHOBUTb Balle YCTPoUcTBO Ha DIN-penky.

[ns MOHTaa Ha CTeHe, B HWKHEW 4YacTu poyTepa eCTb cneunaribHble OTBEpPCTUA Ond erl'lﬂeHVIVI.
PaccrosiHne Mexay oTBepCTuaMm CoCTaBAeT 90 mMm. I'Ipe,qnonaraeTc;l KaK TOpu30OHTaJIbHOE, TaK "

BEepPTUKalibHOE KpenreHue.

‘ Tl

NO
—

55

110

118,18

ol
0

37,5 90 37,5
165
166

Puc. 4.2. YcTaHOBOYHbIN YepTex
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o , !, ¢, ¢, ¢+, ¢ ¢ f ¢ ¢ ¥V, ¥, ¥, P

SEPKAJIbHOE OTOBPAXXEHUE
14

npl/l MOHTaXe poyTepa Ha CTeHy Bbl MOXETe WCMNOoJSib30BaTb cneuuarnibHyr Hakrnagky, npmuBeneHHyr
CBepXxy. I'Ipe/J,BaleTeano pacnevyartaB U Bblipe3aB PUCYHOK. [aHHas Haknagka no3BonuT 6bICTp0 onpenennTtb

paccTtoaHne ond OTBepCTI/IIZ, 0e3 KakuMxX-NmMbo OONONHUTENbHbIX I/I3MepeHVIl7I.

BHumaHume: an/IHTepr MOryT UCKaXaTb HaCTodALlMe pa3Mepbl Npun nedvaTtu. MNocne pacnevyaTkn CTpaHuubl,
y6e,u,|/|Ter YTO NpuBeeHHad WKana B pUCyHKe (pasmep YKa3aH B CaHTMMeTan), coBnagaet C peaan0|7|.
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4.5. ®PyHKUMOHanN NnporpamMMHOro obecne4eHus

Tabnuua 4.1. OnucaHue dyHKUMOHanNa poytepa

HasBaHue

KpaTtkoe onucaHue

Pa3bsicHeHWe Ha3Ha4YeHus n npunHUMna pa60'rb|

OCHOBHbIE hYHKLIMK

OpenVPN

CpencTBo opraHusauumy 3alULLEHHOR ceTn

Cnyx6a OpenVPN sBnseTcs 04HON U3 OCHOBHbIX CMYXO,
onpegensowmx dyHKumMoHan poyTtepa iRZ. Cnyx6a
OpenVPN MHororpaHHa 1 ee HacTpoKrKa 3aBUCUT OT
KOHKPETHOro crnyyas npuMmeHeHusi. KniovesbiMm

BO3MOXHOCTAMU ABIAKOTCA:

i BO3MOXHOCTb  OpraHu3auuM 3allMLLEHHOrO  KaHana
JaHHbIX

# o6beauHeHne MHOX€ECTBa reorpaduyecku
pa3HEeCEHHbIX TOYEK B  eOMHOM  BUPTyanbHOM
npocTpaHcTBe (BUpTyarnbHas IP-ceTb)

i cokpallleHne 3aTpaT Ha BHelHue |P-afgpeca 3a CYET
CMEeHbI POMnK Y3roB Ha MOMEHT MOAKIHYEHNs! (KINEHT-

cepsep)

2 SIM

PesepsurpoBaHue SIM-kapThbl

3awumiiaet ot noTtepu ceBA3N C 0OBEKTOM 33 CYET

aBTOMaTUYeCcKoro nepexoaa Ha BTopyko SIM-kapTy

Serial Port

Ob6paboTka gaHHbIXx COM-nopTa

ObGecneunBaeT 1 KOHTPONMPYeT paboTy C AaHHbIMM,
npoxoasawmmm yepes COM-nopT. OnpegensieT OCHOBHON
dyHKUMOHan poyTepa 6narogapsi BO3MOXHOCTU
opraHv3aumm Npo3paYyHoro kaHana CBA3N Mexay
NOAKMHOYEHHBIM YCTPOWCTBOM U YAANEHHBIM OOBEKTOM

(ancneTtyepckor, NGO OpyrMM yCTPOMCTBOM)

PasBepTbiBaHue u

3aumnTa cetun

IPSec

3awumTta nepegasaemMoi MHOpMaLum

BbicokoHaaéxHoe cpeacTBO 3aLUMTbI MHCbopMaLMK, YacTo
ucnonb3yemoe B GaHKOBCKUX KOMMYHMKaLmMax MossonseT
co34aTh CBSA3b TOUKa-TOUKA Mexay OByMS yanamu, v
0OOHOBPEMEHHO 0GLEANHUTL pasHEeCEHHbIE B

NpOCTpaHCTBE NOACETH.

Firewall

BcTpoeHHbIN ceTeBon akpaH

CeTeBol 3KpaH SBNSIETCH OQHUM U3 [MaBHbIX
KOMMOHEHTOB Mto6Oro CeTEBOro NOrpaHU4HOIO
ycTpoictBa. ObecneunBaeT 3almTy OT NPOHUKHOBEHUS BO
BHYTPEHHEE CETeBOE NPOCTPAHCTBO, K KOTOPOMY
noakMtouéH poyTep. Tak ke MOXeT pellaTb 3ajauu,

nogo6Hble nepeHanpasneHuto nopToB (port forwarding)
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Tabnuua 4.1. OnucaHune dyHKUMOHanNa poyTepa (MPoAoIIKeHNE)

HasBaHue KpaTkoe onucaHue Pa3bsicHeHWe HasHa4eHUsi U NpUHUUNAa paboTbl
GRE TyHHenMpoBaHWe JaHHbIX MO CXeMe Todka-Touka | CpeacTBo opraHm3alum BUPTYanbHOro kaHana CBsAam
Mexay ABymsl yanamu B IP-cetn. MoxeT ObiTb
MCNOrb30BaHO Anst 06beAUHEHUS CETEN.
DHCP Cnyx6a npegocTasneHus IP-agpecos O6ecneynBaeT U KOHTPONMPYET aipecHoe NPOCTPaHCTBO

CeTU, K KOTOPOM NOAKIYEH poyTep.

Port Forwarding

Mpobpoc TCP/UDP-nopToB

lMo3BoNseT yCcTaHOBUTL CBA3b C YCTPOMCTBAMMU,
Haxo4sALMMMCA BO BHYTpPEHHeN IP-ceTu, K KoTopoi
NOAKIMIOYEH poyTep NYTEM nepeHanpaBneHust Tpaduka ¢
BHELUHero uHtepenca Ha 3agaHHbI U3HaYanbHO

BHYTPEHHUIA y3er.

Static Routes

CraTuyeckas MapLupyTM3aums

3anomuHaet YKa3aHHble Nofib30BaTeNAM MapLUpyThbl K

noacetu, NnGo yany.

PesepBrpoBaHue 1 c60eycTon4mBoCTb

Watchdog

CropoxeBon Taimep

[NocTosiHHO KOHTPONMpyeT COCTOoAHNE OﬂepaLlMOHHOﬁ
CUCTEeMbI Ha npegMeT 3aBnUCaHuA. (DyHKLlVIFl akTyanbHa B
peLwweHnAax ¢ NoBbIlEeHHbIM Tpe6OBaHVIeM K

c6oeycToN4MBOCTU

Reserve Link

PesepBupoBaHue VHTepHeT-kaHana

[No3BonsieT ucnonb3osatb GSM-coeanHeHne B Ka4ecTBe
pe3epBHOro KaHana npu oTCyTCTBMN NPOBOAHOIO

NOoAOKNK4YeHnA K MHTepHeT.

USB-LAN

OononHutenbHebin Ethernet-nHtepderic no USB

Ob6ecneyrBaeT BO3MOXHOCTb UCMOSb30BaTh
USB-uHTepdelic B kadecTBe ceTeBoro (Ethernet)
nHTepderica. MoxeT ObITb BKMIOYEH B KCNyaTaLuto

dyHkumen Reserve Link.

Alias

BupTyansHbii IP-agpec Ha ocHoBHOM Ethernet

[No3BonsaeT ncnonb3oBaTb Ha O4HOM d)VISW—IECKOM

Ethernet-uHtepdelice BTopon IP-agpec.

Daily Reboot

ExxegHeBHas nepe3arpyska

MoxxeT 6bITb MCMONb30BaHa AMsl eXXeQHEBHO
nepesarpysku poytepa. MicnonbayeTcsi B kauyecTBe
NMPEBEHTUBHOWN Mepbl NPefoTBPaLLEHUs 3aBUCaAHUS

yCTpoOWCTBa.

Backup/Restore

CoxpaHeHue / BoccTaHOBIEHWe KOHUrypaumm

O6ecneynBaeT COXpaHHOCTb BCEX HACTPOEK YCTPOMCTBa
1 NO3BONSIET KX BOCCTAaHaBNMBATL Ha 3TOM, NUGO ApyrMx

yCTpoWcTBax.
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Tabnuua 4.1. OnucaHune dyHKUMOHanNa poyTepa (MPoAoIIKeHNE)

HasBaHue

KpaTtkoe onucaHue

Pa3bsicHeHWe Ha3Ha4YeHus n npunHUMna pa60'rb|

VRRP

PesepBMpOBaHme OCHOBHOI'O LUJI03a CETU

MpoTtokon VRRP paspaboTaH ans o6ecneveHus
BO3MOXHOCTV NoaaepxmBaTb paboTocnocobHOCTb ceTn
3a CYET MCNOSb30BaHUS HECKOSbKMUX B3aNMO3aMEHSIIOLLINX

Zpyr Apyra poyTepoB B Cly4ae 0Tka3a O4HOMo U3 HUX

YnpaeneHue, o6cnyxMBaHue 1 AnarHocTmka

Web-uHTtepdeiic

YpanéHHbli goctyn Kk web-uHtepdericy

OCHOBHOE CpeacTBO YNpaBrieHNsl, HACTPOVKY U

MOHUTOPUHIa COCTOAHUA poyTepa

Telnet

YAanéHHbIA AOCTYM K KOHCONU

MpenocTaBnseT Nonb3oBaTerto BO3MOXHOCTb
yNpaeneH1si poyTepoM C NMOMOLLbIO KOMaHz Linux.
Wcnonb3oBaHWe KOHCOMU yrpaBrieHnsl 3Ha4unTENbHO

pacLumpsieT BO3MOXHOCTU yNpaBneHusi pOyTEPOM.

MpuMeyaHue: co CNUCKOM OOCTYMHbIX KOMaHA,
MOXHO 03HaKOMUTbCA B AOKyMeHTe «Cpeactsa
ynpaBrieHus: poyTepom iRZ»

SSH

3alNIEHHBIN yAaNEHHbIA JOCTYM K KOHCOMNU

AHarnor Telnet, Becb BBOA 1 BbIBOA MHGOPMaLIUM

ocyulecTBnideTcsd no 33LIJ,I/ILLI,éHHOMy KaHany

SNMP

MOHVITOpI/IHF COCTOAHMA MO CeTn

CneLuan1anpoBaHHbIA NMPOTOKON YrpaBneHus 1
MOHUTOPUHIa COCTOSIHUSI CETEBbIX YCTPOWCTB. B TekyLue
BEpcuK NO3BONSET TOMNMbKO HabnoaaTk 3a CTaTycoM U
COCTOsIHMEM MHTEP(ENCOB, a Tak xe nony4artb

JONOMHUTENBHYI0 MHGOPMaLIMo 06 ycTpoiicTee

Send Report

"eHepupoBaHWe Bcer 0TNago4HoOn nHopmaumm

CTpaHuLa oTnpaBku 0TNafo4HON MHpopMaLU.
PekomeHayeTcsi kK oTnpaBke Npu oGpalleHnm B cryxoy
Tex. NoaJdepxku iRZ Ans cokpalleHusl BpeMeHu

onpegeneHuna I'Ip06J'IeMbI

Ping Test MpoBepka CBA3U C y3roM CTaHaapTHas KoMaH4a NPOBEPKM CBSA3YM C Y3roM Ha
ypoBHe IP, MOXeT GbITh Bbi3aBaHa Yepes web-uHTepdeiic
System Log Cnyx6a permctTpaumy CUCTEMHbIX COBbITMIA CTpaHuLa CUCTEMHOTO XypHara no3BofsieT OTCrexXuBaTh

BCE€ CUCTEMHbIE CODbITUS. D,OCTyI'IHbI HECKOJIbKO peXXnmMoB

hMKCUpOBaHUsS COOBLLIEHUSI.

Connection Log

Cnyx6a peructpaumu VHTepHeT-coeanHeHui

KypHan VHTepHeT-coeanHeHns. [1o3BonsgeT nonyymTb
MHMOPMAaLMIO O NPOLLEALLNX NOAKIIOYEHUSX U OLLIMBKax

coeanHeHu4.

35




Wireless solutions

for M2M world
Tabnuua 4.1. OnucaHune dyHKUMOHanNa poyTepa (MPoAoIIKeHNE)
HasBaHue Kpatkoe onucaHue Pa3bsicHeHMe Ha3Ha4YeHUA U NpUHLMNAa paboTbl
Paclmnperuve dyHkumMoHana
Startup Script CueHapun aBTo3anycka [Mo3BonseT cyLwecTBEHHO pacLUMpUTb BCTPOEHHbIN

hyHKUMOHan poyTepa. KomaHabl/cLeHapum, COXpaHEHHbIe
Ha 3TOM CTpaHuLe ByayT BbINOMHATHCS NPY K&XA0M

3arnycke yCTponcTea.

IP-Up Script CueHapun aBTo3anycka AHanor Startup-Script, Ho 3anyck cueHapusi/koMaHabl

NpOUCXOAUT Npu ycnelwHoM GPRS-noaknoyeHum

IP-Down Script | CueHapun aBTo3anycka BeinonHsaeTcsa npu oTknoveHun GPRS-coemHeHns

[JononHutenbHble OyHKUMK

Send SMS OTnpaBka nonb3oBaTenbckoro SMS-coobLueHns Mo3BonsieT oTNpaBWUTbL KOPOTKOE COOBLLIEHNE HA

3aaHHbIN HOMeEp. nOJJ.JJ,ep)KVIBaeTCﬂ TOINbKO NaTnHuua.

Disable PIN OtkntoyeHne nposepkn PIN-koga Ha SIM-kapTe OTkrntoyaeT Ha SIM-kapTe 3awmTy goctyna no PIN-kogy

NTP / Clock HacTpoiika 4acoB 1 pexxuma nx CUHXpOHM3aLmK Mo3BonseT yka3aTb TOYHOE BPEMS, a TaK e HacTpouTb
MHTErpupoBaHHbIv «cepBep BpemeHu» NTP.
MopaepxmMBaeTCst CUHXPOHMU3aLWS C BHELLHUMMU

KopHeBbiMn NTP-cepBepamu

Unit Name YHuKanbHoe UMsi yCTpoiicTBa CTpoka, ykasaHHasi Ha JaHHO CTpaHuLe Npu3BaHa

coenaTtb poyTep y3HaBaeMbliM B paMKaXx NpoekTa
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5. KOoHTaKTbl 1 nogaepxka

HoBble BepCcnMn npownMBOK, AOOKyMeHTaununm w1 CconyTtCcTByrOwero nporpaMmmMmHOro obecrneyeHns MOXHO

NoNy4unTb, O6paTI/|BLLII/ICb no cnegyrwmm KOHTaKTaM:

canT KomnaHum B MIHTepHeTe: www.radiofid.ru
Ten. B CankT-lNeTepbypre: +7 (812) 318 18 19
e-mail: support@radiofid.ru

Hawwn cneumanucTtbl Bceraa rotoBbl OTBETUTL Ha Bce Balum BOMpPOCHhI, NOMOYb B YCTaHOBKeE, HaCTDOVIKe n

yCTpaHeHUn ﬂpO6J'IeMHbIX CI/ITyaLI,VIﬁ npu akcnnyarayum O60py,D,OBaHI/IF|.

B cny4yae BO3HUKHOBEHUsI NPOBNEeMHON cuUTyauuu, Npy obpalleHn B TEXHWYECKYH MoadepkKy, cregyeT
yKasblBaTb BEPCUIO NMPOrpaMMHOro obecneyeHmnsi, MCMonb3yeMoro B poytepe. Tak e peKoMeHayeTcs K NUCbMY
NPUKPENUTb XKypHarbl 3anycka npoGneMHbIX CEPBMCOB, CHUMKN 3KPaHOB HACTPOEK U NGy ApYryto NnonesHyo
nHpopmMaumio. Yem Gonblue nHdbopmaumn 6yaeT npeaocTaBneHo COTPYAHUKY TEXHUYECKON MoAdepKKU, TeM

ObICTpee OH CMOXET pa3obpaTbCs B CIOXKMBLLENCA CUTyaLuK.

MpumeyaHune: MMepen obGpalleHMEM B TEXHUYECKYIO MOAAEPXKKY HACTOATENbHO pPEeKOMEeHayeTcs
06HOBUTL NporpaMMHoe obecneyeHne poyTepa [0 akTyarnbHON BeEpCUm.

BHuMaHune! Hapywenune ycrnosuin akcnnyataumm (HeHaanexaliee MCrnonb3oBaHue poyTepa) nviiaeT
BnagenbLa yCcTponcTBa NpaBa Ha rapaHTuitHoe o6cnyKuBaHue.
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