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PoyTtep IRZ RCA (CDMA 450) ®

PyKoBOJICTBO MOTB30BATENS automation

1. TpeOGoBaHusi TEXHUKH 0€30IIACHOCTH

OrpaHuveHus Ha UCTIOJIB30BAHUE YCTPONCTBA BOMU3H JPYTUX dJIEKTPOHHBIX YCTPOUCTB:

® BBIKJIIOYANTE poyTep B OOJBHUIIAX WM BOJM3W OT MEIUIIMHCKOTO OO0OpYIOBaHMS
(HampuMep: KapIUOCTUMYJISITOPOB, CIYXOBBIX almaparoB). MOryT co3/1aBaThCs IOMEXH
TUTSE MEITUITTHCKOTO 000PYIOBaHHUS,

® BBIKJIIOYANTE poyTep B caMmoseTax. [[pumMute Mepsl MPOTUB CIIy4aHOTO BKIIFOUEHUS;

e BBIKIIIOYAiiTe poyTep BOJIM3M aBTO3AMpPAaBOYHBIX CTAaHUUN, XUMHUYECKUX TPEIIPUSITHH,
MECT TPOBEICHHS B3PHIBHBIX pPab0T. MoOryT co34aBaThCcsi TMOMEXH TEXHUYECKUM
YCTpOMCTBAM;

e Ha ONU3KOM pACCTOSIHUM pPOYTEp MOXKET CO37aBaTh IOMEXU IS TEIEBU30POB,
PaMONIPHEMHHKOB.

[Ipenoxpansiiite poyrep OT BO3AEHCTBUS MbLIX U BIIArU.

HeHa;[nencamee HCIIOJIb30BAHHUC JIMIIACT BAC IIPpaBa HA IapaHTHUIO.
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PykoBoIcTBO MOIB30BATEIIS automation

2. O6mast uHpopmManus

2.1.HazHauyeHHe yCTpoOHcTBA

Poyrep IRZ RCA, wucrons3yst texuomoruio CDMA (ckopocts oOMeHa MaHHBIMH 10 2,4
Moburt/c), obecreunBaeT HAAEKHBIH BBICOKOCKOPOCTHOH JOCTYn B WHTEpHET OTAEIBHOTO
yCcTpoicTBa Wiy 1esoi cetr. OH MOKeT OBITh HCTIOB30BaH IS JII0OOTO paclpeeeHHOro On3Heca,
TpeOyromiero mepenayud OonbmIOT0 OO0beMa WHGOpMAIMU - MOAKIIOUEHUs K cetu WHTepHer
KOMIIBIOTEPOB M CETEH, TOPrOBBIX ABTOMAaTOB M OAHKOMATOB, MPOMBIIUIEHHOTO 000OpYAOBaHUS,
CUCTEM OXpaHbI U HAOIIOJICHUS, a TaK Ke NI YIAUIEHHOTO MOHUTOPUHTA U yIIPABICHHUS.

Bricokast mpon3BOAUTENHHOCTh JaHHOW TUIATGOPMBI U HaJIMuKe JIBYX pazbéMoB misa R-UIM-
KapT MO3BOJISIET YCTPOUCTBY pelIaTh AOMOJHUTENBHBIE 33/1a4, HE YXY/IIas KaueCTBA BBITOIHEHUS
OCHOBHBIX (DYHKITHIA.

YcTpolcTBO paboTaeT Mmoja YIpaBJICHHEM ONEpalMoHHONW cucTeMbl Linux. [[nst oTroOpaxeHwus
paboThI poyTepa UCTIOIB3YIOTCSI CBETOIMOIHBIE UHIUKATOPBI.

BrInonHeH B IPOYHOM aJTFOMHHHEBOM KOPITYCE.

2.2. TunoBoe npuMeHeHHe

e JIOCTYN B MHTEPHET KOMIIBIOTEPA WJIH IICJION CETH,

Cetb

WHTepHeT

Cepsep

JlokanbHas ceTb |

2
[

Router iRZ RCA

4
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® TIOJKJIIOYCHHE K CETH MHTEPHET TOPTOBBIX aBTOMATOB W 0AHKOMATOB, IPOMBIIIIEHHOTO
000pyIOBaHUS W CHCTEM OXpaHbl W HAONIOACHHS, a TaKXke IS YIAJICHHOTO
MOHUTOPHHTA U YIIPABIICHUS,

WHTepHeT

Router iR7Z RCA =
Router iRZ RCA

RS232 = \Ethernet
RS232
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2.3. Komiiekranus

Kommekt Poyrepa iRZ RCA:

e poytep IRZRCA;
ook utanusa 12B/1000MA;
aHTEHHA;
2 ceTeBBIX Kabes;
3aBOJICKas yIaKOBKa.

2.4. XapaKkTepuCcTHKHU

OcHOBHBIE XapaKTEPUCTUKHU:

e Hacrtporika NAT nig noctyna K BHyTPEHHUM PECypCcaM CETH W3BHE;

e xmueHT DynDNS gns  oOHOBieHus wHGOpPMaMK O JIOMEHHOM HWMEHH TIpH
MCIIOJIb30BaHUM AMHaMuueckoro IP-anpeca;

e GRE, IPsec u OpenVPN TyHHENN;

® CHUHXPOHHU3AIlMs BHYTPEHHUX YacOB C BHEITHUMH HCTOUYHUKAMH;

e Ba pazséma misa R-UIM-kapt, aBTOMaTnueckoe MepekItoueHne MEeX1y HUMH WA TI0
KOMaHJie depe3 BeO-mHTepdeiic. ABTOMATHUUECKOE MEPEKIIOUEHUE MPOUCXOIUT JINOO
IIPH TIOTEPE CBSI3H C OMEPaTOPOM, JIMOO MO pacHucaHuio. B ciydae mepeximrovYeHus npu
MOTEPE CBsI3U BO3MOKEH BO3BpaT K nmpuoputetHoit R-UIM-kapre.

CrangapThl CBS3U:

e CDMA,
e IXRTT,
e 1XEVDO.

XapakTepUCTUKH anmnapaTHON YacTH:
e npoueccop ARM9I20T;

e nuHamuueckoe O3Y 64 MB;

e Flash-namsars 8 MB;

e Ethernet 10/100Mbit.
DNEeKTpPONUTaHUE:

e HanpspkeHue nutanus ot 8 1o 30 B;

e TOK noTpebieHus He Ooee:
O 1npwu HanpspkeHun nutanus +12 B - 800MA;
O 1pu HanpspkeHuu nutanus +24 B - 400MA.

Ou3nYecKue XapaKTEPUCTUKH:
e rabapuTthsl He Oosiee 170x78x32 MmM,
e Bec He O6omee 190 rp.,
e mana3oH pabouunx temmepatyp ot -30°C mo +70°C,
e JMamna3oH TeMIeparypsl XxpaHeHus ot -50°C no +85°C.
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PyKoBOJICTBO MOTB30BATENS automation

WNuTtepdeiicor:
e pazpéMm DB mns moaximoueHnss KOMMYHUKAIMOHHOTO Kabenst, nurepderic RS-232:
O cOop NaHHBIX WIH YIpaBIeHHE 000PYIOBAaHUEM CPEACTBAMH JOMOJIHUTEIHHOTO
MIPOrpaMMHOTO 00ecTIeueHus,
O COeIMHEHHE NBYX yHal€HHBIX ycTpoilctB ¢ COM-uHTepdeiicamu depe3 ceTh
Internet,
e pa3pém Ethernet 10/100 Mbit,
e paszsém USB A - USB Host. Jlns nmoakmrouenus BHemHero ycrpoiicta (flash-auckuy,
nepexoaauku USB-COM) - neHTpanu3oBaHHOE XpaHEeHHE (aiiiios,
e pa3bEM NUTAHUS,
e pa3zpém SMA 115 TONKITIOUECHHS aHTECHHBI.
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2.5. Buemnunii Bujg

Poyrep IRZ RCA wucnogHeH B TPOMBIIICHHOM BapHaHTE - B MPOYHOM M JIETKOM
QIIOMUHUEBOM Kopryce. BHemrnuii Buj npencrasieH Ha puc.2.5.1 u puc.2.5.2.

120 @ MY @

fctiodo!

Puc.2.5.1 Bun cniepeau.

Ha pucynke 2.5.1 uugpamu 0603HaueHO:

KHoIKa u3BieueHus Jotka R-UIM-kapter Nel,
notok R-UIM-kaptsr Nel,

pazbém DB9 nis moakmroueHrss KOMMYHUKAIMOHHOTO Kabens, natepdeiic RS232,
KHOIIKa cOpoca HacTpoeK,

WHIUKATOP TTUTaHUS,

VHIUKATOP JIOKAJIbHOM CETH,

WHIUKATOP THIA COCTUHEHUS,

WHUKATOP YPOBHS CUTHANA,

WHIUKATOP 3arpy3Ku poyTrepa uiu ooHosnenus [10,
10 uHaukaTop aktuBHOCTU R-UIM-kapTer Ne2,

11. waaukatop aktuBHOCTH R-UIM-kapTh! Nel,

12. xaomnka u3BneueHus notka R-UIM-kapTsl N92,

13. motox R-UIM-kapTer Ne2.

©CoN~wWNE
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.

€

@®

Puc.2.5.2 Bun c3amm.

Ha pucynke 2.5.2 nudpamu 0603Ha4EHO:
1. pa3ném ceru Ethernet,
2. pa3nrém USB Host,
3. pazpém SMA s MOAKIIIOUEHUSI aHTCHHBI,
4. pa3zbéM NMUTAHMUS.
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2.6. UuTepdeiichb

2.6.1. Pasném DB9 (RS232)

Pazpém DB9 nist moakmroueHuss KOMMYHUKAITMOHHOTO Kabes, naTepdeiic RS-232.

e cOOp /MaHHBIX WIH YIpaBiIeHHE OOOPYAOBAHMEM CpPEICTBAMHU JIOTOJHUTEIBHOTO
MPOrPaMMHOTO O0ecTIeueHus,

® COCIMHEHHE NIBYX yHalI€HHBIX ycTpoiicTB ¢ COM-unTepdeiicamu uepes ceth Internet.

DI

6 7 8 9

Puc.2.6.1 Pazsém DB9

Tab6mmma 2.6.1 Haznauenue BpIBOJIOB pazbéma DB
BriBOA Curnan HanpasJienne Ha3znauenue
1 HE UCIIOJIb3YETCS - -
RXD Device - Router [Tpuem maHHBIX
TXD Router - Device [lepenaya maHHBIX
HE MCTOJIb3yeTCs - -
GND o0Imui Kopnyc cucrembl
HE MCTOJIb3yeTCs - -
HE MCTOJIb3yeTCs - -
HE MCTOJIb3yeTCs - -
HE MCTOJIb3yeTCs - -

OO N[O W|IN
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PykoBoIcTBO MOIB30BATEIIS automation

2.6.2. Pa3ném nuranua RJ11

Pa3zbém ucnonp3yercs 11l HOAKIIOUYECHUS TUTAHUSL.

8-30V

Puc.2.6.2 Pazsém RJ11

Tabnuua 2.6.2 HazHaueHue BHIBOJIOB pa3bEéMa NUTAHUS

Koutakt Cursan Haznauenue

1 + U nut [Ton0XHUTETHHBIN MMOJIIOC TIOCTOSIHHOTO HATPSKCHNE TTUTAHUS.
3aIuIneH NpeIoXpaHuTelIeM U CXEMOU 3aIUThI OT
nepeHanpsbKeHui (Mmpy moaade Ha Bxo1 HanpspkeHus 6osee 30B) u
HeraBHHBHOﬁ TMOJIAPHOCTH

HC UCIIOJIB3YCTCA

HC UCIIOJIB3YCTCH

HC UCIIOJIB3YCTCA

HC UCIIOJIB3YCTCH

OO WIN

GND Kopmyc cucremsl

11
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PYKOBO,I[CTBO ITIOJIB30BaTECIIA

2.6.3. Pazném USB A

USB Host, no3posstromuii moAKIouaTh BHEIIHHE YCTPOMCTBa, Takue kak flash-mucku. Oto
II03BOJISIET MOJIB30BATEIO OPraHU30BbIBATH LICHTPAIM30BAHHOE XpaHEHHE (aililoB.

Tabnuna 2.6.3 Haznauenue BeiBogoB USB paznéma

Puc.2.6.3 Pazsém RJ11

KonTakr Curnan Hasnauenue
1 VBUS Ilens nutanus nepudepuiHbIX ycTpoiicTs, +5B, SO00MA
2 D- [Tpuem/miepeava 1aHHBIX
3 D+ [Tpuem/nepenaya TaHHBIX
4 GND Kopmyc cucremsr

12

iR

automation
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2.6.4. Pazném cetu Ethernet

Ethernet 10/100 M6ut/c. IToakmoueHre OTACILHOIO KOMITBIOTEPA HIIH IIEJTOH CETH, YCTPONCTB
Ui cOopa TaHHBIX U YIIPaBICHUSL.

)

=

Ta6muma 2.6.4 Haznauenue BoiBoJ1oB USB paznéma

(8

KonTakt Curnan Hanpasnenue Hasznauenne

1 ETXP Router - PC Ilepenaya, OJIOKUTEIBHBIN ITOTIOC
2 ETXN Router - PC [lepenada, oTpUIIaTEIBHBIN TTOJIFOC
3 ERXP PC - Router ITpuem, NoJI0)KUTETBHBIN TOJIIOC
4 HE WCITOJIB3YETCS -

B HE MCIOJIb3YETCs -

6 ERX'N PC - Router ITpuem, oTpuLIaTENIbHBIN MOJIIOC

7 HE HCIOJIB3YETCS -

8 HE UCIIOJIB3YETCS -

13
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PyKoBOJICTBO MOTB30BATENS automation

2.7. Muapukanus coOCTOAHUSA

Ha nmepennroro maHenb BRIBEICHO / CBETONOI0B, KOTOPbIE HHPOPMUPYIOT O PEKUME pabOTHI.

Ta6muia 2.7.1 HazHaueHne CBETOMOTHBIX HHANKATOPOB

O0o3HaueHune Ha3nauenmue, peskum padoThl
1 Bri6pana R-UIM-kapta Nel
2 Bri6pana R-UIM-kapta No2

Poyrep 3aHAT — mpOUCXOIUT 3arpy3Ka poyTepa, COXpaHEHUE HACTPOEK WIIH
0OHOBJIEHHE BHYTpEHHEN nporpammbl. J{okauTech moracaHusi HHIMKAaToOpa
nepe HadaaoM padoTel. He oTKIII0OYaiiTe MUTaHUE NIPU BKIFOYEHHOM

WHIUKaTope!
YpoBeHb curHana:
® KpacHBIH MBET - cIa0bIi YPOBEHb CUTHAJIA,
D[] ® KEJTHIN IBET - CPEIHUN YPOBEHb CUTHAJIA,

e  3EJICHBIN LBET - XOPOLIUM YPOBEHb CUTHAJIA.

Tun coequHeHUs:
e 3eineHslii isBeT — CDMA,
®  BBIKJIIOYEH — COCJMHEHHE HE YCTAaHOBJIECHO.

JlokanbHasa ceTh:
o I‘OpI/IT B cnyqae IMOOKJIIFOUYCHUSA CETCBOT'O KaGGH}I,

e  MWIacT IpU Nepefade JAHHBIX 10 JIOKATbHOU CETH.
I Hanuyune nutanus — rOpUT NpyU 101a4e MUTAHUS.

14
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3. HoakJoyeHue U HACTPOIKA

3.1. IoakJioueHne poyrepa K KOMNbIOTEPY AJA HACTPOHKH

[lepen momaueit mnuranws HeoOXxomumo ycraHoBuTth R-UIM-kapty B poyrep. is yero
HE00X0IUMO:

e jgocratk R-UIM-notok, HaxkaB Ha kHONKY u3BjiaeucHust R-UIM-noTka (puc.2.5.1)
JUTMHHBIM TOHKHM TIPEIMETOM (pa3orHyTasi CKpernka, 3y004rcTKa U T. I.);

e ycraHoButh R-UIM-kapty B R-UIM-notok;

e BcraButh R-UIM-notok ¢ R-UIM-kaproii B poyrep Tak, uroosl kpas R-UIM-norka
MOTIAJIK B T3kl JepKaTels.

IIpu ycranoBke R-UIM-kapTbl He mnpuKIaabIBaiiTe CUIBHBIX (u3nueckux ycunuil. Ilpu
HE0OX0oaMMOCTH ycTaHOBUTE BTOpYIo R-UIM-kapTy.

[Monkmounte aHTEHHY M CeTeBOM mpoBo. Mcmonb3yiiTe npsaMoil kKabensb 1 MOAKIIOYeHUS K
KOMMYTaTOpy WJIH Kpocc-Kabelb MpHU MOAKII0OUEHUH HanpsMylo K kommnbiorepy. C moMoribio 6y10ka
NUTaHUS TOJalTe MUTAaHUE Ha POYTEP.

[Tocne monayn MUTaHUSI HAYHETCS 3arpy3Ka poyTepa, TOpUT UHAUKATOp 3arpy3ku. [locne Toro,
KaK MHJIMKATOP 3arpy3KH MOTacHET, pOyTep roToB K padoTe.

3.2. bazoBasi HacTpoiika

Jlnis HacTpoiKu poyTepa M HaONIOJCHUS 32 €r0 COCTOSHHEM HCIosb3yeTcs web-unrepdeiic.
Ucxonueiii [P agpec 192.168.1.1. HacTpoiiky MOXET MPOU3BOANTH TOJIBKO MOJIb30BATENb ‘TOOt” ¢
MCXOJIHBIM TIapojieM “root”.

B BepxHeli yactu web-uHTepdeiica HaX0aATCs 3aKIaKA OTCICKUBaHUS cocTostHUS (Status and
log), nactpoiiku (Configuration) u ynpasienus (Administration). C 1eBoif CTOPOHBI PACIIONOKEHBI
MYHKTBI MEHIO JJIs KaXKIOW 3aKJIaIKH.

3.2.1. IlapameTpsl ceTeBOro NOAKIIOYEHHUS

Ecmu poyrep iIRZ RCA wucnonp3yercs aias AocTyla B ceTb MHTEpHET TOJBKO OIHOTO
YCTPOMCTBA, TO HEOOXOJUMOCTH IEpeHAcTpauBaTh CETEBOE MOJKIIOYEeHHE poyrepa HeT. HyxHo
JUIIb TPAaBUIBHO HACTPOUTHh YCTPOMCTBO: YykazaTh [P-ampec w3 nauamazona 192.168.1.2...
192.168.1.254, cereByto Macky 255.255.255.0 u nutto3 o ymonyanuto 192.168.1.1. Tak xe MOXKHO
HacTpouth ycTporctBo kak DHCP-kmment. Torma Bce 3TH HACTpOWKH OYyIyT MONYYEHBI UM OT
poyTepa aBTOMAaTHYECKHU.

B cnyuae, ecnu mpenoctaBnsercs VHTepHeT-coequHEHHE ISl CETH, HEOOXOAMMO BBHIOPATh
TaKMe HACTPOWKH poyTepa, 4To0 u30ekaTb KOH(PIMKTOB C YyXKe MNOAKIIOYEHHBIMU K CETH
ycrpoiictBamu. OO0paTuTech K aIMUHUCTPATOPY Ballei ceTu A MOMy4yeHUs: KOPPEKTHBIX HACTPOEK.

15
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3.2.2. Joctyn k web-untepdeiicy

Yr1oObl HACTPOUTH POYTEP, MOJKIIOUUTE €r0 HEHNOCPEACTBEHHO K KOMIIBIOTEPY C MOMOIIBIO
nepekpéctHoro (crossover) ka0ens. YCTaHOBUTE B CBOMCTBAX CETEBOTO COCAMHEHHUS KOMITBIOTEpPA
«ABTromatndecku mnonydarb [P agpec». BBemmte B aapecHoit ctpoke Opoysepa 192.168.1.1,
ménkaute Ha ccbuike «iIRZ RCA Router». B oTkpbiBIIeMcsi OKHE YKaKUTE JIOTHH “TOOt”, maposb
“root”. Otkpoercst web-untepdetic poyrepa. Illeaxkuaure Ha 3akiaaake “Configuration” u BeiOepuTe
nyHKT MeHIo “LAN”. Bbl monaaére Ha cTpaHUIly HACTPOWKH CETEBOro coeauHeHus poyrepa. Ciesa
HaXOJUTCSI MEHIO JIOCTYITHBIX HACTPOEK.

3.2.3. Hacrpoiika ceTeBoro noaxkja04eHust

B ctpoke IP Address ykaxure IP-aapec poyrepa. IToT ampec AOKEH OBITh CBOOOJHBIM B
JAaHHOM JIOKalbHOU ceTH. [Ipu HEeoOXoIMMOCTH M3MEHHTE MacKy mojaceTH (rmosne Subnet Mask) u
yKaxute xkenaembie HacTpoiitku DHCP-cepBepa. Yurure, uTo 11 TOro, 4T00 KOMIBIOTEPHI B CETH
MOTJI UCTIOJIb30BaTh HHTEPHET-COEINHEHHE, YCTAHOBICHHOE POYTEPOM, HEOOXOIMMO B HACTPOMKAxX
CETeBOr0 TMOJKIIOYEHHUS KOMIIBIOTEPOB yKa3aTh [P-ampec poyrepa, Kak HUIIO3 MO YMOJIYaHUIO.
Taxxe MOXeT MOHanOOUThCs yKaszarh [P-anpec poyrepa B mosie DNS-cepsep.

3.2.4. Hacrpoiika coeqHeHUs

[Tocne Toro, Kak poyrep MOAKIIOYEH, a CETEBOE COCAUHEHUE HACTPOSHO, MOXKHO HACTPOUTH
coenuaeHue. Jlis dero BeiOepere myHKT MeHro “Internet” B 3akmaake “Configuration” web-
uHTepdeiica.

JIst yCTaHOBKHM COEMHEHHUsI ¢ ceThio IHTepHET BaM HY>KHO 3HaTh UMs TOUkH fgoctymna (APN),
umsi nonb3oBarens (Username) u maponb (Password). OTu naHHBIE MOXKHO TMOJIYYUTH Y Balllero
omieparopa coToBou cBsizu. Ykaxkutre Homep R-UIM-kaptel. Brinmure 3nauenus napametpoB APN,
Username u Password B coorBercTByromme mois. [[isi coXpaHeHHs HACTPOCK U YCTaHOBKH
coequHEeHUs: Haxxmute KHONKY Apply. Uepes HexoTopoe Bpemsi coeAMHEHHE OYIEeT YCTaHOBIEHO.
Ero cocrosiHre MOXHO TIPOBEpUTH Ha 3akianke “Status and l0g”, B mynkTe mento “Internet”.

3.2.5. Copoc HacTpoek

B ciydae, ecnm m3-3a HEBEpHBIX HACTPOEK HE yHa€rcs MONYYUTh JIOCTYNl K HHTEpdency
poyTepa wiH 3a0bUTH TTapOJIh, MOYKHO BEPHYTHCS K 3aBOJCKUM HACTPOMKAM CIIEAYIOIUM CIIOCOO0M:
e BKIIOYHTE MUTAHUE POyTepa,
e HaXMHUTE M yACPXKHBaTe KHOMKY cOpoca HacTpoek (puc. 2.5.1),
e cOpOC HAacTPOEK MOATBEPKIACTCS TPEXKPATHBIM MUTAaHHUEM WHAWKATOPA 3arPy3KH,
® OTIYCTUTE KHONKY cOpOca HaCTPOEK.
[Toce cOpoca HacTpoek ycTpoWcTBO Oyner moctymHo mo anpecy 192.168.1.1 ¢ mmenem
MoJIb30BaTeNd oot u maposem root.
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4. Onucanue Web-unrepdeiica

4.1. Status and log

4.1.1. Internet

CocrosiHUuE CeTH U HUHTEPHET COCTUHCHMUS.

BctiualInfe

Estimeaied Trafiic

Canredion Log

I'ne:
Actual CDMA Info - uadopmarius o CDMA ceTn,
Estimated Traffic- npumepHsIit pacxox Tpaduka 3a ceccutro,

Connection Log - )xypHall YCTAHOBKH COEIMHEHUI
Refresh - oOHOBUTH cTpaHuILy,

Clear L0Og - 09MCTHTB KypHAIl yCTAHOBKH COCTHHEHUS.
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4.1.2. LAN

Teky1ee COCTOSIHUE CETEBBIX MOAKIIOYCHUN U TabIMIa MapIIpyTH3AIHH.

Metwork Status

Interfaces

Routz Tablz

1]
o

1

o

>
30
]

1
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O |
[ER 1]
i
[
'

I

u
q
1]

i

of

H

i

n
wl

i
H
=]

i
3
o

i

I'ne:

Interfaces - paborarorre uHTEPHEHCH U UX COCTOSHUE,
ethO - moakIroUYeHne o JIOKAJIBHOM CeTH,

ppp0 — UMTS/ EDGE/GPRS nonkmrouenwue,

grel - GRE-TyHHenb,

Route table - Tabiuiia MapipyTH3aIHH.
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4.1.3. DHCP

Caenenus o BeIaHHBIX [P-aapecax u ux mosydarensx.

I'ne:

DHCP Status - rexymue DHCP Bbinaun,

lease - BeimanubIil IP-ampec,

starts - nata u Bpems Bbigaum [P-agpeca,

ends - gara u Bpemst OKOHUaHus JaeiicTBus [P-aapeca,
hardware ethernet - MAC-anpec ycrpoiicTBa.

OOparure BHUMaHMe, 4YTO 37Aech Bpems YykasbiBaercs B (opmare UTC. To ects, He
YUUTBIBAETCS CIBUT JUIsl KOHKPETHOH BpeMEHHOM 30HbI. TakuM 00pa3oM, JOKalnbHOE BpeMs IJis
Mocksbl, Hanpumep, Oyaer Ha 3 yaca Oombine (wiM Ha 4, ecad BpeMs JieTHee). JTO BBI3BAHO
ocobennoctsimMu padbotrel DHCP-cepsepa.
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4.1.4. Iptables

[IpaBuna Iptables.

Iptables Status

Table: fileer

rackecs,

k|
ot opt In ou

ool

tazate REIATED, E3TASLIIHED

ctatate HELAT

mark match OxE4

=gurce descination

B bytes=
=gurce
o.a.0.040

G.a.0.0/0

=purce destination

I'ne:
Table filter - mpasuna Ta6aums: filter,
Table nat - npaBuia TabauIBI Nat.
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4.1.5. OpenVPN Tunnel

OpenVPN Tunnel Log

OpenVEN Tunnel is= stopped

l Refrash l l Sawe Log ]

Initialization Sequence Completed - coeauHeHne yCTaHOBIICHO
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4.1.6. OpenVPN Server

XKypnan coobmenuii cepsepa OpenVPN

OpenVPN Server Log

|CpenVER Server i= stopped

Refrash ] [ Save Log J
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4.1.7. IPsec

Cocrosaue mmdposanHoro TynHens [Psec.

000 "ipsecl": 192.168.1.0/24===85 25.139.166.,.217.66.146,11===192,168.2.0/24; erouted; eroute owner: #&

0EE "ilpsecl": mylp=unset:; hisip=unset; myup=/etc/init.d/updown; hisup=/etc/init.d/updown:

0e0 "ipsecl":  ike_life: 3600s; ipsec_life: 3800s; rekey _margin: 540s; rekey_fuzz: 100%; keyingtries: 0O
0E@ "ipsecl":  policy: PSK+ENCRYFT+TUMMEL+UP; prio: 24,24; interface: pppO;

0E0 "ipsecl": newest ISAKMP SA: #1; newest IPsec SA: #6;

000 "ipsecl":  IKE algorithm newest: AES_CBC_128- SHAL-HMODP2048

[lepBas cTpoka oToOpaxaeT KOH(PUTYpaLHIO TYHHEIS U €r0 COCTOsHUE: erouted - yCTaHOBIIEH,
unrouted - He ycTaHOBIICH. B HIKHEH CTpOKe yKa3aH UCIIONb3yEeMbIH arOPUTM IU(PPOBAHUSL.
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4.1.8. DynDNS
Csenenus o pe3yiabTatax ooHoBIeHUs [P-aapeca B cucreme DynDNS.

DynDNS Status

Last DynDNS Update Status

INADYN: Started 'INADYN version 1.96' - dynamic DNS updater.
I:INADYN: IP address for alias ' ' needs update to '
I:INADYN: Alias ' ' to IP° ' updated successful.

Last DynDNS Update Status - sxypHan nocieanero ooHoienus: DynDNS
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4.1.9. System Log

XKypnan cooOrieHuit CUCTEMBI.

System Log

System Messages

Jun 22 08:17:41 ER7S1XT daemon.info pppd[1886]: Remote message: TTP Com PPP - Password Verified OK

Jun 22 08:17:41 ER751XT daemon.notice pppd[1880]: PAP authentication succeeded

Jun 22 08:17:41 ER751XT daemon.debug pppd[1880]: sent [CCP ConfReq id=0x1 <deflate 15= <deflate(old#) 15=
<bsd vl 15=]

Jun 22 08:17:41 ERVS1XT daemon.debug pppd[1880]: sent [IPCP ConfReq id=0x1 <addr 0.0.0.0> <ms-dnsl 0.0.0.0=
=ms-dns3 0.0.0,0=]

Jun 22 08:17:41 ERVSLXT daemon.debug pppd[188G]1: rcvd [LCP ProtRej 1d=0x0 80 fd 01 01 00 Of 1a 04 78 0O 18 04
78 00 15 03 2f 32]

Jun 22 08:17:41 ER7VS1XT daemon.debug pppd[1880]: Protocol-Reject for 'Compression Control Protocol' (0x80fd)
received

Jun 22 08:17:42 ER7S1XT daemon.debug pppd[1880]: rcvd [IPCP ConfMak id=0x1 <addr 217.66.147.28= <ms-dnsl
217.66.145.1> =ms-dns3 217.66.145, 2=]

Jun 22 08:17:42 ERVS1XT daemon.debug pppd[1880]: sent [IPCP ConfReq id=0x2 <addr 217.66.147.28> <ms-dnsl
217.66.145.1> <ms-dns3 217.66.145. 2]

Jun 22 08:17:42 ERVSLXT daemon.debug pppd[1880]: rcvd [IPCP ConfReq 1d=0x1 <addr 10.0.0.1>]

Jun 22 08:17:42 ER7SLXT daemon.debug pppd[1880]: sent [IPCP ConfAck 1d=0x1 <addr 10.0.0.1>]

Jun 22 08:17:42 ER751XT daemon.debug pppd[1886]1: rcvd [IPCP ConfAck 1d=0x2 <addr 217.66.147.28> <ms-dnsl
217.66.145.1> <ms-dns3 217.66.145, 2=]

Jun 22 08:17:42 ER751XT daemon.notice pppd[1880]: local IP address 217.66.147.28

Jun 22 08:17:42 ERVS1XT daemon.notice pppd[1880]: remote IP address 10.0.0.1

Jun 22 08:17:42 ER7S1XT daemon.notice pppd[188Q1: primary DNS address 217,.65.145.1

Jun 22 08:17:42 ERVSLXT daemon.notice pppd[1880]1: secondary DNS address 217.66.145.2

Jun 22 08:17:42 ERVS1XT daemon.debug pppd[1880]: Script /fetc/ppp/ip-up started (pid 1887)

Jun 22 08:17:44 ER7S1LXT daemon.info dnsmasq[l921]: started, version 2.22 cachesize 150

Jun 22 08:17:44 ER7S1XT daemon.info dnsmasq[1921]: cleared cache

Jun 22 08:17:44 ER751XT daemon.info dnsmasq[1921]: reading fetc/resolv.conf

Jun 22 08:17:44 ER7S1XT daemon.info dnsmasq[l921]: using nameserver 217.66.145, 2#53

Jun 22 08:17:44 ERVS1XT daemon.info dnsmasq[1921]: using nameserver 217.66.145.1#53

Jun 22 08:17:44 ER751¥T daemon.debug pppd[1880]: Script /etc/ppp/ip-up finished (pid 1887), status = OxO

o0K"] [«

_Refresh Save Log

Ine:

System Messages - >xypHasl COOOIIEHUH CUCTEMBI,
Refresh - oOHOBUTH cTpaHuILy,

Save Log - coxpaHHTh KypHAII Ha KOMITBIOTEPE.
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4.2. Configuration

4.2.1. Internet

Hacrpoiika coenuHeHus.

Internet Configuration

| Do not connect VI:
SIM card #1 SIM card #2

APM AP
Username = Username =
Password = Password =
IP Address = IP Address =
Dial Number *09# Dial Number | *99%
MRU (bytes) 1500 MRU (bytes) 1500
MTU (bytes) 1500 MTU (bytes) |1500 _
DMS Service [ Get DNS from operator v DMS Service Get DNS from operator v:
DNS Server 1 | | DNS Server 1
DNS Server 2 _ DNS Server 2
Check connection :Hc b Check connection r51c. v.-
Ping IP Address Ping IP Address
Ping Interval {min) |5 Fing Interval (min) -_5
Allow failures 3 Allow failures ;.3
= can be blank
O switch SIM after 3 failed attempts

Try primary SIM after '30 :minutes

Apply

I'ne:

Do not connect/Connect using SIM 1/Connect using SIM 2 — BIGOp cuM-KapThl IpH 3aITycKe,
SIM card #1 - mapameTpsl moakaodeHus a1 SIM-kapter Nel,

SIM card #2 - napamerpbl noaxiroueHust 11t SIM-kapTer Ne2,

APN - umst TOUKH TOCTYTIA,

Username* - uMs nojab30BaTeNs,

Password™* - mapois,

IP Address* - cereBoii aapec (eciu TpeOyeTcs OTiepaTopoMm),

Dial Number - koMaH1a ycTaHOBKH HHTEPHET-COECTUHEHNS,

MRU - makcuManbHbIi pa3Mep NPUHIATOIO NAKETA,

MTU - makcuMalTbHBIN pa3Mep NMEePETaHHOTO MMAKETa,

DNS service - nactpoiika DNS-cepBuca (He ucmnosb3oBarh/monydnth ampec DNS-cepBepa
orieparopa/ UCIoJIb30BaTh ykazanHbid DNS-cepBep),
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Check GPRS connection — He mpoBepsTh/IIPOBEPATH HATMYKME COCAMHEHNS,

Ping IP Address - anpec, ¢ KOTOpPBIM MPOBEPSICTCS COCAMHEHUE,

Ping Interval - uaTepBan mpoBepkH,

Allow failures - nonyctumMoe KOJUYECTBO HEYAAUHBIX POBEPOK,

Switch SIM cards on failure - nepexmrouarscs Ha Apyryto SIM-kapTy mpu onmbOKe COeaMHEHUS
Switch SIM after X failed attempts - nepexitodars SIM-kapty nocie X HEYAaYHBIX ITOTBITOK

Try primary SIM after XX minutes - Ilepexomauts Ha ocHoBHyI0 SIM-kapty mocie XX MHHYT
paboThI Ha Pe3epPBHOM.

Apply - mpuMeHHUTH HACTPONKH

* - 110JIE MOXET OBITh MTYCTHIM.
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4.2.2. LAN

Hacrpoiika nogkitodyeHus K jokaisHoi cetu 1 DHCP-cepBepa.

LAN Configuration
Primary IP Address:
1P Address ;132 'llfli_B 1”1

Subnet Mask |255 255 255 0

[] Force ethernet media type:
Media type: | 100BaseTx + Duplex type: |Full duplex

Enable DHCP server

IP Pool Start|192 168 1 200 i Default Lease Time | 3500
IP Pool End __192 168.1.250 Maximum Lease Time 5_86400
Apply

I'ne:

IP Address - IP ampec poyrepa,

Subnet Mask - macka nozcern,

Enable DHCP server - Bkimtounts DHCP-cepaep,

IP Pool Start - nauano quama3oHa BeIZaBaeMbIX apecoB,

IP Pool End - xonen auana3oHa BbIIaBaCMbIX aJIPECOB,
Default Lease Time - cpok apeHabI agpeca mo-yMOI4aHuIo,
Maximum Lease Time - MakcUMaJbHBIF CPOK apeHIbI aapeca,
Apply - mpuMEHHTH HACTPOKKH.

28
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4.2.3. Port Forwarding

[IpenocraBnenne kommbloTepaM U3 ceTu MHTEpHET JocTyna K CepBepy, pacloioKEHHOMY B
JIOKAJILHOU CETH.

NAT Configuration

# PublicPort  Private Port Type Server IP Address
1 TCP/UDP ¥ |
2 [TcPUDP ~||
3 | TCP/AUDP ¥ |
4 [TcPuDP ¥ |
5 TCR/UDP v |
6 [TcPiuDP ¥||
7 | TCPUDP ¥ |
8 [TcPUDP ~||
g TCR/UDR v |
10 [TcPuDP v

[] Enable remote HTTP access at port |80
[] Enable remote 55H access at port |22

[] Enable remote SMMP access at port|161

[ send all remaining incoming packets to default server

Default Server IP Address

[] Do not masquerade outgoing traffic (use with caution)

I'ne:

Public Port - mopt, noctynnsiii u3 cetn HTepHer,

Private Port - mopt cepBepa B JIOKaJIbHOM CETH,

Type - Tun nporokona: TCP umu UDP,

Server IP Address - IP-aapec cepsepa,

Enable remote HTTP access - pa3pemuTs qocTyn k web-uHTepdeiicy poyTepa uepe3 UHTEpPHET Ha
YKa3aHHBIN TOPT,

Send all remaining incoming packets to default server - oTnpaBisTh BCe OCTaJbHBIC BXOJSIINE
MaKeThl HA CEPBEP M0 YMOITYAHHUIO,

Default Server IP Address - axgpec cepBepa 1o yMOJI4aHUIO,

Do not masquerade outgoing traffic - oTkmounTh Mackapa MHT HCXOAIIETO TpadHKa,

Apply - npuMeHHTH HACTPOKHKH.
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4.2.4. Firewall

bpannMaysp orpaHMYMBaET JOCTYII K YKa3aHHBIM CETEBBIM PECYpPCaM.

Firewall Configuration

# Type IP Address * Net Mask * Protocol Port *
1.| single address V JEL v!|
2.| single address v ' | &l ¥
3.:5inglé acldre;s V _.;_all vl
4.| single address ¥ || '_ ! _'aII V |
5. | single acldregs v .:_aII vl
5. | single address v] . | &l ¥
?.;singlé address v _.;_all v |
8. | single address v | _.aII V |
.| single address v .i_aII v |
10. single address ¥ . -_ . _laII W

" can be blank

I'ne:

Disable firewall/Disable specified, allow others — BeiOop ¢unbTpanuu paspemieHuss I0CTyma K
YKa3aHHbIM XOCTaM,

Type: single address - ykasanHusbIit aapec, any a0,

IP Address - IP-ampec ucroununka

Protocol - mporokon (Bce, tcp, udp, icmp)

Port - mopt Ha3HaueHUs

Apply - IpUMEHUTH HACTPOIKHU

* - 10JIe MOXET OBITh ITYCTBIM.
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4.2.5. SNMP
Cepsuc 11s ynanéHHOro HaOMI0IeHUS 32 COCTOSIHUEM YCTPOICTBA.

SNMP Configuration

Enable SNMP

[] Require authentication
Community f_-p_uhlic:
Description

Contact -

Lacation I

Vendor |default

Timeout |1

Apply

T'ne:

Enable SNMP - Bximrouuts cepsrc SNMP,

Require authentication - TpeboBaTh ayreHTH(UKAIHIO (TIPOTOKOI 2C),
Community - umst coobmiecTBa,

Description - onucanue ycTpoiicTsa,

Contact - uadopmanus o BIaeibIle,

Location — MecTOHAaXOXIEHUE,

Vendor — mpou3BoIUTEb,

Timeout - nepro OOHOBJICHUS CTATUCTHKH,

Apply - mpuMEHHTH HACTPOKHKH.

O6paTI/ITe BHUMAHHC: 110 TCXHUYCCKHUM MNPUYINHAM HC NOMYCKACTCA HUCIIOJb30BATH HpO6CJII>I B
TEKCTOBBIX IIOJIIX. Bce mons sABIAIOTCS HEOOSI3aTECALHBIMU — HYXXHBIC 3HA4YCHHA 6y,I[yT
NOACTaBJICHBI aBTOMAaTHU4YCCKH.
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4.2.6. GRE

C nomomrsio GRE-TyHHens MOXHO OOBEAMHUTH 1BE (PpU3MUECKU pa3feiéHHbIC JOKalIbHbIC
CETH B OJHY JIOTUYECKYI0. BHUMaHue: NaHHBIC NIEpEeNaloTCsa B OTKPBITOM BHE!
CBopHas Tabnua TyHHEJeH:

GRE Tunnel Configuration

# Create Description Remote IP Address Remote Subnet

1. [no ¥ 11 [ Edit]
2. [no ¥ | [ | [Edit]
3. [no ]| 11 I [ Edit]
4. [no | ] [ Edit ]
5. [no ]| || | [ Edit]
6. [no_ ¥ . | | [ Edit ]
7. [no |w] ' [ Edit ]
8. [no ¥|| _ | [Edit]
9. [no ¥ | ' | [Edit]
10. [no | | | [Edit]

I'ne:

# - HOMep TYHHeI,

Create - co3nath TyHHETb: YeS — 1a, NO — HET,
Description - kpaTkoe onucaHue,

Remote IP Address - anpec ynanéHHO# MalIuHBbI,
Remote Subnet - ynanéunas cers,

Edit - penakTupoBaTh HACTPOIKH TYHHEJIS
Apply - TpUMEHUTH HACTPONKH

Ha 510l cTpanuIe Bbl MOKETE BKIIOYUTH WU BBIKIIIOUYNTD OTJEJIBHBIE TYHHEIIN WIH IEPEUTH
Ha CTPAHMILy HACTPOEK OJHOI0 U3 TYHHEJEH.
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CtpaHulia HACTPOWKHU TYHHEIA

GRE Tunnel Configuration

[ create GRE tunnel 201
Description *

Remote External IP Address
Remote Subnet

Remote Subnet Mask

Local Internal IP Address ™

Remote Internal IP Address =

= gan be blank

I'ne:

Create GRE tunnel #01 - coznate GRE-TynHens Nel

Description - kpaTkoe ornucaHue TyHHEIIS

Remote External IP Address - Buemnuii IP aapec ynanéunoii cetu
Remote Subnet - ynanéunas cetsb

Remote Subnet Mask - macka ynanéunoii cetu

Local Internal IP Address - tokanbHbIi BHyTpeHHuI IP agpec
Remote Internal IP Address - ynanéunsiii BHyTpeHnnuit IP ampec
Apply - mpuMEHHTH HACTPOKHKH.

* - TI0JIE MOXET OBITH MYCTHIM.

ITons Local Internal IP Address u Remote Internal IP Address wucmonb3yrorcs mnpu
00BETMHEHUHN TOJIBKO JABYX YCTPOHCTB B Pa3HBIX CETSX.
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4.2.7. OpenVPN Tunnel

OpenVPN — 3amuménHblid TYHHEIb MEXKAY IBYMS YCTPOWCTBAMH.

OpenVPN Tunnel Configuration

[ Cr==t= Op ™

Takm eatticos from =b Interfzo V g Interval* =
Protoos ULF | o Timaow =

u = | ctimi= = =
Remol dress Taniztan = s
Remols Subnet ® e Tim=out = -
Dmmote SLfcoel Magk = ax Fragment Siz Ty lms
B Gmim b Comprezsiz Mo W

AT Aulms olie W Lifm B=d Tunn=l nons At

I'ne:
Create OpenVPN tunnel - co3nats Tynnens OpenVPN
Take settings from - 6pats HacTpoWKH U3:
e Web Interface - Be6-unTepdetica,
e Configuration File - ¢aiina nactpoiiku,
Protocol — mporokot:
e UDP - pekomennyercs (TpeOyer oba BaemHux IP-anpeca),
o TCP server - ans ycrpoiicta ¢ BHemHEM [P-aapecom,
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e TCP client - mis ycrpoiicta 6e3 BaemiHero IP-agpeca,
UDP Port - nomep nopra UDP,
Remote IP Address - ynanéunsiii IP agpec,
Remote Subnet - ynanéunas cets,
Remote Subnet Mask - macka ynanéuHotii cery,
Redirect Gateway - 3aMEHHTD ILIIO3 [0 YMOJITYAHHIO:
® N0 — HET,
® Yyes-—na,
NAT Rules - mpaBuna NAT:
e no applied - He mpuMeHSTS,
e applied — npuMeHSTH,
Local Interface IP Address - anpec JiokaIbHOTO BUPTYaJIbHOTO HHTEpdeiica,
Remote Interface IP Address - anpec ynanénHoro BUpTyaibHOro HHTEpdeEiica,
Ping Interval - uaTepBan npoBepku (B CeKyHIax),
Ping Timeout - meproa 0’KuaaHus OTBETA (B CEKYHIAX),
Renegotiate Interval - uaTepBan nepecoequuenus (B CEKyHAaX ),
Handshake Window - makcumainbHbIi HHTEpBaI 0OMEHA KJIFOYaMU IPH YCTAHOBKE COCTUHEHHS,
Inactivity Timeout - 3aBepmiaTh COSIMHEHUE MPU OTCYTCTBUM AKTUBHOCTH B TEUCHHUE 3aJaHHOTO
UHTEPBaJa,
Max Fragment Size - makcuMabHBIH pa3mep GparMenTa,
Compression — cikatue:
® NONe- HeT,
e LZO - no anropurmy LZO,
Authenticate Mode - meToz ayTeHTUDUKAIINN:
e Tunnel: none - TyHHenb: HET,
Tunnel: pre-shared secret - TyaHens: o K04y,
Tunnel: X.509 certificate (client) - Tyuuens: mo ceprudukary X.509 (kaueHr),
Tunnel: X.509 certificate (server) - Tyunens: mo ceprudukary X.509 (cepsep),
Client: username/password - KiiueHT: 1mo UMEHH U TapoJIio,
e Client: X.509 certificate - Kiuent: no cepruduxary X.509,
Username - uMs noJab30BaTeN,
Password — mapouts,
Pre-shared Secret - kitou s ayreHTrduKanuy,
CA Certificate - kopHeBoii cepTudHKaT,
DH Parameters - mapametpsr anroputma Diffie-Hellman
Local Certificate - nmuunslii ceprudukar,
Local Private Key - tu4HBIi CEKPETHBIN KITHOY,
Configuration File - mone s BBoa aiiia HACTPONKH,
Apply - npuMeHHUTH HACTPONKH

* - 10JIe MOXET OBITh IYCTHIM

[Monpobnoe pykoBoACTBO MO HacTpoiike TyHHenss OpenVPN M0oXHO HaliTH Ha HaleMm caiite B
paznene «Iloanepxkay.
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4.2.8. OpenVPN Server

OpenVPN cepsep no3BosisieT npuHUMath coequHeHus ot OpenVPN kiaueHToB.

OpenV PN Server Configuration

Serear Configuration
[] start OpenveN Sereer
Protocol UDF |
Haort

Server Configuraticn

CA Certificates

OH Parametars

Local Certificate

Local Private Key
Cliznts Configuraticn

# Enable Description Client Mame

NeE ) | [Edit ]
2. [ne | [ | rEdit]
3. [ne M| _ | [Edit]
2, [ne [ [ Edit ]
& i 'v_' [ ' | [ Edit]

Ine:
Server Configuration - mactpoiiku cepBepa,
Start OpenVPN Server - 3anyctuts cepsep OpenVPN,
Protocol - mporokoin (TCP unmu UDP),
Port - opr,
Server Configuration - kougwuryparus cepsepa,
CA Certificate - kopueBoii ceptugukar,
DH Parameters - mapametps! anroputma Diffie-Hellman,
Local Certificate - nokanbHsblii cepTuduKar,
Local Private Key - nokaibHBI# KITI0Y,
Clients Configuration - HacTpOWKH KJIHEHTOB,
# - HOMep KJIMEHTA,
Enable — paspenuTs/He pa3pemnTh COeUHEHHE,
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Description - kpaTkoe onucaHue,

Client Name - ums knueHTa,

Edit - pegakTipoBaTh HaCTPONKHU KJIMEHTA,
Apply - mpuMeHUTH U3MECHEHHSL.

Hactpoiika cepBepa anajormuyHa HacTpoiike cepBepa OpenVPN Ha kommbroTepe, 3a
UCKJIFOUEHHEM TOTO, 4TO napameTpsl dev, port 1 proto yka3bslBaTh HE HYXKHO.

CrpaHuiia HACTPOWKHU KJIMEHTA.

OpenVPN Client Configuration
[] Enable client 1
Description =

Client Name

Configuration |

. can be blank

T'ne:

Enable client #1 - paspemmts kauenrta Nel,
Description - kpaTkoe onucaHue,

Client Name - ums kinueHTa,

Configuration - koH(purypanus KIMeHTa,
Apply - TpUMEHNUTH H3MEHEHUS.

* - 110JIe MOXET OBITh MYCTHIM
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4.2.9. IPsec
[Psec TyHHENb COEUHSIET ABE CETH Yepe3 3an(poBaHHBINA KaHAII.

IPSEC Tunnel Configuration

# Create Description Remote IP Address Remote Subnet Remote Metmask

1. [no w N 1] || [ Edit |
2. [no 1w : : | [Edit]
3. [no ¥ | ' _ | [Edit]
4. [no ¥ 11 [ Edit ]
5 [no : ' [ Edit ]
Apply

I'ne:

# - HOMep TyHHe,

Create - co3nats TynHens IPsec,

Description — kpaTkoe onucanue,

Remote IP Address - ynanéunsiii IP agpec,
Remote Subnet - ynanéunas noacers,

Remote Subnet Mask - macka ynanéuHoi moaceTH,
Edit - penakTupoBaTh HACTPOIKH KIIMEHTA,

Apply - TpUMEHNUTH U3MEHEHUS.
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CrpaHuiia HACTPOWKHU KJIMEHTA.

IPgec Tunmel 1 Configuration

Kmy Lifelim= = |k =
Ik E Lif=time o0
IK.E Lif=Time= * [ | ===

farg s=C

X RRI R

I'ne:

Create IPsec Tunnel #1- co3nats TyHHETH IPSEC Nel,
Description — kpaTkoe onucaHue,

Remote IP Address - ynanéunsiii IP agpec,

Remote ID - ynanéunsrit uaeHTHGUKATOP,

Remote Subnet - ynanéunas noacers,

Remote Subnet Mask - macka ymanéuHoi moacerH,
Local ID - nokanbHbIN uaeHTHGUKATOD,

Local Subnet - nokanpHas moxcers,

Local Subnet Mask - macka j10kanbHOM ITOLCETH,
Key Lifetime - BpeMs sxu3HM KITI0Ya,

IKE Lifetime - Bpems xxusnau IKE coenunenmus,
Rekey Margin - onepeskenue nmeperHUIIHATH3AIIH,
Rekey Fuzz - ciyuaiinas 100aBKa K OTIEPEIKEHHIO,
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NAT Traversal - mpoxosxaenue uepe3 NAT:

e disabled — 3anpemeno,

e enabled — pa3perieno,
Aggressive Mode - arpecCHBHBIIH PEKHUM:

e disabled — 3ampemeno,

e enabled — paspereno,
Authenticate Mode - pexxum ayTeHTHDUKAIH:

e pre-shared key - o6muii kiroy,

e X.509 certificate - cepruduxar X.509,
Pre-shared Key - o0rwmii Kirod,
CA Certificate - kopHeBoli cepTudukar,
Remote Certificate - ynanéunsiii ceprudukar,
Local Certificate - nokanbHbIii cepTuuKar,
Local Private Key - tokanbHBIH KITI0Y,
Local Passphrase - nokanbHas maposibsHas (pasa,
Apply - npuMEeHNTh U3MEHEHUS.

* - 110JIe MOXET OBITh MYCTHIM
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4.2.10. Serial Port

[TapameTpsl 1OCTYIIa K BHELIHEMY I10CIEA0BATEIIBHOMY IIOPTY.

Serial Port Configuration

Serial Port Dry Contact Check
serial Port Mode | EEEE ~ Dry Contack Check Disabled v
TCP/UDP Port | 2001 j Polling interval (sec) |1

Server IP Phone numbers

= - can oe piank

Baudrate 115200 » Open message ™

Data Bits 8 hits v Close message =

Parity Check Mone v Phone numbers must be full and comma se,sa-":‘tet.:.
Stop Bits 1 bit = Example: +71112223333,+71112224244

| 58C

Ine:
Serial Port Mode - pesxum ocTyma K mocje10BaTeIbHOMY HOPTY,
e None- et gocryna,
e Telnet (TCP) - uepes Telnet (mpotokon TCP),
e Raw Data (TCP) - nBonunsie ganusie (mpotokoa TCP),
e Tunnel Server (UDP) - cepsep Tynness (mporokos UDP),
e Tunnel Client (UDP) - - kauent Tyasens (mpotokosn UDP),
TCP/UDP Port - nopt mis noaxrouerust (TCP wiu UDP),
Server IP - IP agpec cepBepa (TOJIBKO B peKUME KIUEHTA TYHHEIs),
Baudrate - ckopocTb nepeiauu TaHHBIX,
Data Bits - konnuyecTBO OMT TaHHBIX,
Parity Check - mpoBepka uéTHOCTH,
e None - Her,
e Even —4yérHocTs,
e (Odd - HeyéTHOCTS,
Stop Bits - konuuecTBO CTOM-OMT,
Timeout - Bpemst oxxuaanus, (Tosbko B pexxumax Telnet 1 Raw Data)
Apply - mpuMeHHUTH HACTPONKH

[ToapoOGHOE PYKOBOICTBO MO HACTPOUKE TOCIEOBATEIIFHOTO MOPTAa MOKHO HAWTH Ha HAIIEM
canre B pasnene «llognepxkay.
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4.2.11. DynDNS

ITo3BossIeT HA3HAYUTD AOMCHHOC UM KOMIIBIOTCPY C BHCINIHUM JUHAMHWYCCKUM IP-aI[peCOM.

DynDNS Configuration

[] Enable DynDMNS client

Hostname

Username

Password

Update inter'ual. seconds

[] Force updates (Use carefully, or your account may be blocked!)

I'ne:

Enable DynDNS client - Bkimtounth kauenta DynDNS,
Hosthame - nomeHHOE UMH,

Username - uMs noJab30BaTeN,

Password — mapouis,

Apply - npuMeHHTH HACTPOKHKH.

O0parure BHHUMAHHE: 4TOOBI HUCIIOJIL30BaTh
3aperuCTpUpOBaThCs Ha caiite http://www.dyndns.com.

42

CEepBHC

DynDNS,

He00X0IUMO


http://www.dyndns.com/

PoyTtep IRZ RCA (CDMA 450)

®
PyKoBOJICTBO MOTB30BATENS automation

4.2.12. NTP

CuHXpOHU3aLKs YacOB POyTepa C CEPBEPOM TOUHOT'O BPEMEHU UEPE3 UHTEPHET.

NTP Configuration
Synchronize clock with NTP server on power up
Primary NTP Server Address fJ pool.ntp.org
Secondary NTP Server Address

Local time zone :UT'C+[]3 Vl'

I'ne:

Synchronize clock with NTP server on power up - CHHXpOHH3HPOBATh Yachl ITPH 3aITyCKe,
Primary NTP Server Address - anxpec nepsoro NTP cepsepa,

Secondary NTP Server Address - anpec Broporo NTP cepsepa,

Local time zone - MecTHBIN 4acOBOM MOSIC,

Apply - npuMeHHTH HACTPOHKH.
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4.2.13. PIN

Paz6nokupoBanue kapThl, 3anuiméHHON PIN-ko10M.

SIM PIN Configuration
SIM card: | SIM slot 1
SIMPIN 1; |

SIM PIN 2; |

[ Store PIN codes J [ Unlock selected SIM card ]

I'ne:

SIM card - Bei6op SIM-kapTh! oTkiroueHust PIN-kona,

SIM PIN 1 - PIN-xox mns 1-it SIM-kapTsl,

SIM PIN 2 - PIN-kon ans 2-ii SIM-kapThi,

Store PIN codes - 3anmomauts PIN-k018I,

Unlock selected SIM card - orkirounts npoBepky PIN-koa asst Beiopannoit SIM-kapThl.

44



q
Poytep iIRZ RCA (CDMA 450) IR

PyKoBOJICTBO MOTB30BATENS automation

4.2.14. Daily Reboot

E>xenHeBHas nepe3arpys3ka B yKa3aHHOE BpEMSI.

Daily Reboot Configuration
[] Reboot daily at given time

Reboot at |

I'ne:

Reboot daily at given time - mepe3arpykaThCsi €KeIHEBHO B yKa3aHHOE BpEMS,
Reboot at - Bpemst nepesarpysku (U4:MM),
Apply - IpUMEHUTH HACTPOMKH.
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4.3. Administration

4.3.1. Change Password

VYcranoBka mapons Juis  JgocTyna K - web-uHtepdeiicy W KOHCOJIHM, CMEHa HMEHHU
aJMUHHUCTPATOPA.

Change Password

Current root name: |root
New root name:

Old Passwaord

MNew Password

Confirm Password

I'ne:

Current root name - Texkyiiee UMsl aIMHUHHCTPATOPA,
New root name - HoBoe UMs aIMUHHUCTPATOPA,

Old Password - crapsiii mapouis,

New Password - HOBBIii TTapOJIb,

Confirm Password - moBTOp HOBOrO HapoJs,

Apply - IpUMEHNUTH HACTPOMKH.
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4.3.2. Backup/Restore

CoxpaHeHHe 1 BOCCTAHOBIIEHHE HACTPOEK POyTeEpa.

Backup/Restore configuration

Backup configuration:
Restore configuration: | OESDE___ Restore

I'ne:

Backup - coxpanuTh KOH}HUTYpaIHiO Ha KOMITBIOTEDPE,
00630p... - BBIOOD (aitia coxpaHEHHON KOHPUTYpaIiy,
Restore - BoccTaHOBIIEHHE KOHPUTYpALIUH.
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4.3.3. Set Real Time clock

CUHXpOHU3UPOBATH BHYTPEHHUE Yachl C CEPBEPOM TOUYHOTI'O BPEMEHU WJIM YCTAaHOBUTH BpeMs
BPYYHYIO.

Set Real Time Clock
Current date and time: Wed Mar @ 20:13:02 MST 2011

@ NTP Server Address |0.poel.ntp.org

Year Month  Day Hours Minutes Seconds

) Enter manually "2011 g "03 -[og [20 E [13 [og

I'ne:

Current date and time - Tekyue gata u Bpems,

NTP Server Address - anpec cepepa IJisi CHHXPOHH3ALIUH YacoB,
Enter manually - BBecTu BpyuHyio,

Year - Month — Day - I'ox - Mecsitt — Jlenb,

Hours : Minutes : Seconds - Yacser : Munytsl : CeKyHIbI,

Apply - npuMeHHUTH HACTPOKHKH.
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4.3.4. Ping Test

[IpoBepka MOAKIIOUEHNSI K UHTEPHETY.

Ping Test

Ping Address/URL: | Count: '_10

I'ne:

Ping Address/URL — anpec,
Count — KoIUYECTBO MOMBITOK,
Ping — crapt npoBepkH.
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4.3.5. Startup Script

CKpI/IHT 3aIyCKacTCs IMMPU BKIOYCHUU yCTpOﬁCTBa " MO3BOJIACT NPOBOAUTHL NOMOJHHUTCIBHBIC
HaCTPOMKH.

Startup Script

O rRun script st startup

lEripinsan
£f This script will be executed at system sStartup

['ne:

Run script at startup - BEITOJHUTE CKPHIIT ITOCTIE 3aIyCKa,

#1/bin/sh - ckpunt 06sA3aTEILHO JOKEH HAYMHATHCS ¢ YKa3aHHUS HHTEPIPETATOPa,
Save Script - coxpaHUTb CKPHIIT.
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4.3.6. IP-Up Script

CKpI/IHT 3alMyCKacTCa HOpyd HNOAKIHOUCHUHW K HHTCPHCTY H©W  IIO3BOJSCT IPOBOAWTH
JOITIOJIHUTCIIbHBIC HaCTpOI\/'IKI/I.

D Run =criptwhen connected

1/ bin/ah

|#¢ This script will bBe exeouted when Intemet is commected

I'ne:

Run script when connected - BBITOTHUTE CKPHUIIT MOCTIE MOAKIIOYECHHUS,

#1/bin/sh - ckpunT 00s3aTENBFHO TOKEH HAYMHATHLCS C YKa3aHHUsI HHTEPIIPETaTopa,
Save Script - COXpaHHTh CKPHIIT.
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4.3.7. 1P-Down Script

CKpuIT 3aIycKaeTcsl MOcCie OTKIIOUEHUS! YCTPOMCTBA OT MHTEPHETA U IO3BOJISET IIPOBOAUTH
JIOTIOJTHATEIIbHBIE HACTPOUKH.

IP-Down Script

Run scriptwhen disconnected

.\- D

will be executed when Intemet is disconnected

Save Script

I'ne:

Run script when disconnected - BBIIOIHUTE CKPUNT MOCIIE OTKIIOYECHUS YCTPOMCTBA OT MHTEPHETA,
#1/bin/sh - ckpunt 06sA3aTEILHO JOKEH HAYMHATHCS ¢ YKa3aHHUS HHTEPIPETATOPa,

Save Script - coxpaHUTb CKPHIIT.
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4.3.8. Update Firmware
OOHOBIIEHHE BHYTPEHHETO ITPOrPAMMHOT0 00ecIieueHus poyTepa.

Update Firmware

Firmware version: 1.0 build RUH. Compiled: 2011-02-23 18:25:39

Kernel version: Linux IRZ-RUH-Router 2.6.35iRZ-00326-g93c7149 £2 Wed Feb 23 11:57:35 MSK 2011 armv4t] GNU/Linux

MNew Firmware | OESDE...
I'ne:

Firmware Version - Tekymiasi Bepcusi BHyTpEHHEH MPOrpaMMBbl,
0O0630p... - BEIOOD (aiina ¢ HOBOM Bepcuei MporpamMmsl,
Update - BBIMOIHUTS OOHOBJICHHE .
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4.3.9. Reboot

[Tepezarpyska poyrepa, cOpoc B 3aBOJICKHE HACTPONKH.

Reboot
[JReset configuration to defaults

The reboot process will take about 60 secands to complete.

Reboot

I'ne:

Reset configuration to defaults — npu nmepesarpy3ke BepHYTh HACTPOWKH IO YMOIYAHUIO,

The reboot process will take about 60 seconds to complete - mporecc nepesarpy3ku 3aifMET 0KOJIO
60 cexyHT

Reboot - BeImoONIHUTE MEpe3arpysKy.
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5. Honnep:kka

HoBble BepcHH TOKYMEHTAIUH U IPOTPAMMHOTO 00eCTIeYeH s ISl pOyTepa MOXKHO HAWTH Ha caiite
kommnanun «Pagnodumy http://radiofid.ru.
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