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1. BBegeHue
1.1. OnucaHue fOKyMeHTa

JaHHblli [OKYMEHT cofepXuT onncaHne cuctemsl iRZ Link, npegHasHavyeHHoW ANs LEHTPa/IM30BaHHOIO
cbopa uHhopmaLmu 1 ynpasneHuss BCEMU YCTPOCTBaMU, BXOAALLMMUN B CETb.

@ [Lns Kax a0l Mogenn poytepa CyLLECTBYET COBCTBEHHbIN KOMMIEKT AOKYMeHTaLuW. 118 nosnydeHus
“HdhopMaLmn o paboTe cammx YCTPOICTB CMOTPUTE COOTBETCTBYHOLLIEE PYKOBOACTBO NO/b30BaTESS.
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2. CBepfeHNsA o cucteme
2.1. O6wue cBeaeHUA U (PyHKLUN

Cuctema iRZ Link npefHa3sHaveHa Ans LEHTPaIM30BaHHOIO yrpasneHUs KoOHUrypaumsamm poytepos
iRZ, N03BONSAET B peXxmMe peasibHOro BpeMeHN HabnaaTb COCTOAHE CETEBOIO 060pYy10BaHUS 1
CEeTeBOIN MH(PACTPYKTYpbl NPeAnpUaTUS.

OCHOBHbIE (PyHKLMMN CUCTEMBI:

e KOHTPO/Ib COCTOAHMSA rPYMMbl YCTPOWNCTB U KaxKAoro poytepa iRZ B otgensHOCTU. Monb3osarento
[JOCTyMHa cnepyowas nHgopmaums: ctaTyc ycTpoiictsa (B CETU/He B CETU), BPEMS NOC/EAHErO
0TBeTa, Bpems paboTsl, gaHHble 0 CPU, LAN, Loopback, mapwwpyTtunsauum un ap.

¢ LleHTpann3oBaHHOE 0GHOB/IEHNE BCTPOEHHOTO MO 0TAe/bHbIX POyTEPOB, FPYNMbl ONpPeaeneHHbIX
YCTPOICTB U/IM BCEro napka 060pyaoBaHus.

« OTnpaBka poyTepam KoMaHf Ha nepesarpysky 1 c6poc HacTpoek. BCTPOEHHBIV NaH1POBLLMK
No3BO/ISIET BbIGPATh AATY U BPEMSI BbINO/THEHWSI KOMAHA,

¢ Co3gaHue npasun GOPMMPOBaHNSA Pe3ePBHbIX KOMW YCTPOWCTB M XYPHAI0B COObITUIA.
* YnpaBsneHue KoHUrypaumsMm poyTepoB NOAK/UEHHbIX K CUCTEME.

Bce gelicTBMA B ccTEME NPON3BOAATCH YAa/IEHHO Yepes web-nHTepdeiic ns 6paysepa. Cepsuc
AocCTyneH no agpecy irzlink.irz.net. KnneHtckasn 4yacTtb yxe BcTpoeHa B MO (NpoLUnBKY) poyTepoB.

r—ﬂj
r—
il 00

— —

Puc. 1. NMprHUmn opraHn3auuy cMcTeMbl ynpasneHus poytepamm iRZ Link

Bnarogaps MogynbHON apxuTekType hyHKLuMoHan cuctembl Link MOXeT 6bITb afanTMpoBaH noj
KOHKpPETHble BU3Hec-Lenu.


https://irzlink.irz.net/
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2.2. CuctemHble Tpe6oBaHuA

JocTyn K iRZ Link ocywiecTBnseTcs npy noMowm Be6-6paysepa Ha paboumnx mectax ¢ A4OCTYNOM B CETb
VIHTepHeT:

¢ [1K - ¢ onepauyuoHHoii cuctemoin Windows, Linux, MacOS u T1.4.

¢ VIHTepHeT-6pay3ep - Opera, Firefox, Chrome, Safari n T.4. (kpome Internet Explorer)
2.3. Peructpauua B cucreme

3apernctpupoBarbcs B cucteMe Link BO3MOXHO AByMs cnocobamu:

L nepe|7|T|/| Ha CTpaHuuy CaMOCTOSITENbHOA perncTpaunn, 3anosiHNTb NoJsiA corlacHO nogcka3kam n
0oXaaTtbCA NCbMa C AOCTyrnamMn B CUCTEMY

e HanucaTtb MUCbMO B TEXHUYECKYIO NOAAEPXKKY Ha aapec support@irz.net. B nucbMe Heo6XoAMMO
yKasaTb Ha3BaHMe KOMMaHuK ¢ ykazaHneM hopMbl CO6CTBEHHOCTU, IHH komnaHun, ®1O
COTPYAHMKa 1 email, Ha KoTopbIii ByAET OTNpPaB/IeHO OTBETHOE NUCbMO C JOCTynamMm

[ns co3aaHnsa AonoMHUTENBHOTO AOMEHA A1 Balleil opraHu3aLmmn Takke 06paTuTechk B TEXHUYECKYIO
NoAAEepPXKy Ha nouTy support@irz.net.


mailto:support@irz.net
mailto:support@irz.net
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3. YpoBHU AocTyna

B cucTteme Link peasim3oBaHO TpW YPOBHS AOCTYNa K YNPaB/IEHNIO YCTPONCTBAMU — «aMUHUCTPATOP>,
«MONb30BaTENb», «OMNEPAaTOP».

YcTpoiicTBa 06beAMHANTCSA B BUPTYasTbHble rpynMbl. 151 KXo rpynmnbl MOXET ObiTb Ha3HaYeH OfuH
UM HECKO/bKO «afMUHUCTPATOPOB>.

AaMuHucTpaTop 061aaaeT HeorpaHWYeHHbIMM NpaBaMun AeicTBUiA B cucTeMe, B TOM uncie
Job6aBneHve HOBbIX YCTPOICTB, fo6aBneHne gononHuTensHoro MO ans nocneaytoLleli ycTaHoBKM,
oTrnpaBKa KOMaHf yCTpoiicTBaM, 06beANHEHNE YCTPOICTB B rPyNMbl N0 Teram W/vunn Mogensm ans
yao6CcTBa noucka, 0To6paxeHns 1 ynpas/eHus, HacTpoiika rpynn AocTyna K yCTpoiicTBam,
nepesarpyska yCTpOICTB.

Monb3oBaTtesib MEET BO3MOXHOCTb BbINOSHATL B CUCTEME Takue AeliCTBMS KakK: OTnpaBKa KoMaHg,
06HOB/MEHME MPOLLMBKK, HACTPOIiKa KOHDUTypauun. Bee 3aaaHus n3 MeHto fleiicTBus TpedyroT
NoATBEPXAEHUS aAMUHUCTPATOPOM. B pasaene AAMUHUCTPUPOBaHUE MOXET M3MEHSATbL Naposib 1
pefakTupoBaTb NoMb3oBaTeneit ToNbko Co cTaTycoM OnepaTop, He MOXET U3MEeHSITb UK yaansaTh
HACTPOEHHbIE KaHaslbl YBEJOMIEHNIA.

Oneparop VMeeT eMHCTBEHHOE BO3MOXHOE [eliCTB/Ee B CUCTEME — HabB/M0AEeHME 38 COCTOSIHUEM
[LOCTYMHBbIX YCTPOWCTB.

PasrpaHuueHue npas JoCcTyrna rno3sosisieT 06e30MacuTh CETb OT HECAHKLVOHUPOBAHHBLIX U3MEHEHWIi B
paboTe YyCTPOCTB.



4. Web-nHrepdeiic

4.1. O630p
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Ha Bknagke O6G30p npeacTtasneHa MHGopmMaums 0 COCTOSHMN MOAK/TIOUYEHHBIX K CUCTEME YCTPOIACTB, UX
o6LLee KOMMYeCTBO U KOIMYECTBO YCTPOCTB, KOTOPbIE HAXOAATCS Ha CBSA3U B AaHHbIA MOMEHT.

OBLIEE COCTOAHWE

online critical
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17%
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Puc. 2. Pasgen YctpoiicTtBa

CETb

LEWCTBMA

completed failed =
90% 6%
43 3

COBbITHA

unread

792 98%

OBLUEE COCTOAHUE - cocTosiHue BCex MOAK/OUYEHHbIX POYTEPOB, NMPOLEHT OT 06LLIEro KonmnyecTsa

YCTPOWCTB:
3a nocnegHue t1 MMHYT YCTPOCTBO Npucnano coobueHne (napameTp tl
HacTpauBaeTcs B pasgene AQMUHUCTPMPOBaHWe — HacTpoiiku, No yMonyaHuo
Online 60)
3a nocnegHue t2 (t2 > t1) MMHYT YCTPOICTBO Npuciano coobleHre (napaMeTpbl
t1, t2 HacTpamBaeTcs B pasgene ALMUHUCTPMPOBaHue — HacTpoiiku, no
Warning ymonyaHuio 180)
Critical 3a nocnegHue t2 MMHYT YCTpoiicTBO HE npucniasno HM 04HOro COOOLLEHNS.
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CUIHAN - ypoBeHb CUrHana coToBOIi CETH, NPOLEHT OT 06LLero konuyectsa MOJAY/IEN Ha
YCTPOWCTBax:

Exellent Nyuywee 13 BO3MOXHbIX 3HAYEHNIA curHana.
Normal HopmanbHoe 3HayeHue curHana.

Mid Cell YnoBneTsopuTeNibHOE 3HaYeHne curHana.
Cell Edge XyaLuee 13 BO3MOXHbIX 3HaYeHWli curHasna.

CETb - TeXHOM0rVIsi Nepefayun AaHHbIX, MPOLEHT OT 06Lero uncna cetesbix MIHTEP®ENCOB ¢
yKa3aHHbIM PEXMMOM Ha yCTpoicTBax:

2G EcTb yCTpOIiCTBO, KOTOPOE 3aperncTpmpoBanochb B 2G-ceTu.
3G EcTb yCTpOIiCTBO, KOTOpPOE 3aperncTpupoBanock B 3G-ceTu.
4G EcTb yCTpOICTBO, KOTOPOE 3aperncTpupoBanock B 4G-ceTu.
fpyras

TEXHONOrNs Io6oe apyroe 3HauYeHWe, KOTOPOE OTNPaBUIO0 YCTPONCTBO.

MOJAENb YCTPOMCTBA - Mofenu Bcex NoAKMOYEHHbIX YCTPOICTB, NPOLEHT OT 06LLEro KoNmyecTsa
YCTPOWCTB:

Hanpuwmep:
RL21W HasBaHve mogesnu, KoTopoe npucnaso yCTponcTeo.

BEPCUA MO - Bepcus MO nogxoueHHbIX YCTPOACTB, MPOLEHT OT O6LLEro KonmyecTsa yCTPONCTB:

Hanpumep: 20.8 Homep BepCcHM NPOLLUMBKU, YCTAHOB/IEHHOI Ha poyTep.

COBbITUA - cTaTyc CO06LLEHNIA O COOLITUAX, MPOLIEHT OT OBLLErO KONMYEeCTBa COObITUIA;

read MpounTaHo Kem-To.

unread He npounTaHo HW Kem 13 nofb3oBaresneit AomeHa.
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DENCTBWS - cTaTyc AelicTBuii B HACTOALLMI MOMEHT, NPOLLEHT OT 06LLEro KonmyecTsa AeicTBUiA:

VcnonHsetcs (koraa ycTpoiicTBO NOAKUMTCS, KOMaHAa 6yaeT oTnpas/eHa),

in progress OTBET elLle He MOoJIyYeH.

completed VcnonHeHo.

failed OwunbKa NCNOAHEHUSA NN NCTEK CPOK NCNOHEHMS.
unapproved He noareepxaeHo.

PE3EPBHASA KOMNWA - ctatyc chopMnpOBaHWS pe3epBHbIX KOMUIA B HACTOSALLMIA MOMEHT, NMPOLEHT OT
06LLero konmyecTsa choOpPMMPOBaHHBIX MPaBNU A1 PE3EPBHbIX KOMWIA:

completed VcnonHeHo.

failed OLwWmnbKa NCMOMHEHNS NN UCTEK CPOK UCTMONHEHNS.

NOr - cTatyc hopMMpPOBaHNSE XXYPHa/I0B COOLITUI B HACTOSILLMIA MOMEHT, NPOLEHT OT 06LLEero
KO/IM4yecTBa CROPMMPOBAHHBIX NPaBwa 41151 /IOT0B:

completed KcnonHeHo.

failed OwunbKa NCNOAHEHUS NN NCTEK CPOK NCNOHEHMS.

HaxaTne Ha none B 37O YacTu nHTepdpeiica paboTaeT Kak dunnbTp noncka. 4ns nomcka
onpefeneHHoro ycTpoicTea unm rpynrbl MO Ha3BaHUIO MOAENM MOXHO BOCMO/1b30BaTbCS MOUCKOBOIA
CTPOKOIA.

B pasgesne MOXHO B pea/ibHOM BPEMEHMN OTC/IEXUBATb COCTOSAHMS YCTPOICTB. IHdhopMaLms no
COCTOSIHMIO YCTPOICTB 0OGHOBNSETCA B Clydae 06HOBNEHNSI MHTEPGIENCOB YCTPONCTB NN C 3a4aHHOA
yacToToi (3agaeTcs ¢ noMoLblo web-nHTepdeiica poyTtepa).

HaxxaB Ha KHOMKy m MOXHO CKayaTb haiin ¢ pacwmpeHnem CSV, B KOTOPOM cobpaHa MHdopmaLus
Mo BCEM YCTPOMCTBAM B JOMEHE C yKa3aHHbIM ONUCaHUEM U CMIMCKOM TeroB. Paiin Takke sBnseTcs
OTYETOM N0 MHOTMM NapameTpam YCTPOWCTB He JOCTYMHbIX B Be6-nHTEpdelice Link, Hanpumep Bpems
HenpepbIBHOI paboTbl poyTepa.

JononHuTenbHo 3arpyxaetcsa nHopmauus B chopmare JSON ¢ onncaHuem ycTpoicTea U ero
nHTepdpeicoB. Takoi daiisn MOXET CNYXUTb 4718 CTATUCTUYECKNX NCCIef0BaHNi B NporpamMmmax
aHautornyHeIx Microsoft Excel.

BbIrpyeHHbIn thaiin MoXeT BbITb MCNONb30BaH AJ15 3arpy3ku ero B Apyroi sepcum Link nnv gns
BOCCTAHOB/IEHUSI JAHHbIX B KAYECTBE Pe3epBHON KOMUK.
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B cnyvae nosyuyeHns yBeJoM/IEHIS O COCTOSIHUM YCTPOIACTBA — PSAOM C YCTPOICTBOM MOSBASETCS
KpacHasi Touka, a caMmo YCTPOICTBO NepeMeLLLaeTcsl BBepX Cruncka.

(::'\ MoWCK.. s s + [ o6aBuTh yCTpOACTEO

WpeHTuduraTop 2 Mogenb OnucaHwe Tarn Uptime 0O6HOBNEHD 1
(R (Toimak ) 2024-05-02 .
RDHG1005231 RL24W R24 okolmak - o) osh1emsts ST ® S 72
RDDE1000512 RL21Iw ATP20 00h12m23s 0240327 5 7
10:32:13 =«
RDDE123456 (S
RDDG1006082 RL2Tw Vultr DG 704010 20240223 &
30m 475 13:47:20 =«
12d 23h 2024-02-22 .
»
RDDG1006144 RL21w vultr be 10m 425 12:04:39 ==

2024-05-02 »

RDDG1006147 QA dep S

( xonmMak ) 15:14:44

Puc. 3. BHELIHWiA BUA, cnivicKa YCTPOCTB NpU noslyyeHun MHhopmaLmMm oT ycTpoiicTa

Ta6nuua 1. Mona B pasgene O630p/YcTpoicTea

Mone OnucaHue MpumeyaHune

AKTVBMpYeTCS Npu Bbibope

YCTPOICTB C NOMOLLbI YEKOOKC,

NpW HaXaTuv NepeBoauT B
Lencteusa [ns 3apgaHus HOBOTO feicTBua  pasgen «[encreus»

[na pepaktnposaHns

HECKOJ/IbKUX YCTPOIACTB

(onucaHve, Tery, AKTUBMpPYeETCA Npu Bbibope
PepakTtupoBaHue 3a610KMpoBaTh) YCTPOWCTB C MOMOLLbI0 YEKOOKC

CepuiiHblii HOMEp YCTPONCTBa U
BpeMs nocnegHero
NpeHTudpukatop NOAKMOYEHUS

3ajaeTcs B HacTpoiikax
KommeHTapwii, obneryatoLuia YCTPOICTBa, CM. pa3aern

OnucaHue naeHTudmkaumo yctpoiictea HacTpoliku ycTpoiicTea
MeTkn gns 6bICTPOl 3ajaeTcs B HacTpoiikax
COPTUPOBKU 1 0bneryeHns YCTpOWiCTBa CM. pa3gern
Tern rnovcka HacTtpoiiku ycTpolicTBa

10
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MpKn HaXaTUK Ha MOEHTUMKATOP poyTepa 0TOGpaKaeTCsl MHGDOPMALMA O COCTOSIHUK YCTPOIACTBA B

©

TeKyLMii MOMEHT BpemeHU. C MOMOLLbIO KHOMKK
610K0B MHhopMaLnK.

OnucaHxue ycTpoiictea RDDE1002539 @ -~

MOXHO BKJ/THOUUTL/BLIKNIOYNTL OTOOpaXkeHue

iRZ-Router @ COCTOAHHE CUCTEMbI @ MuTaHue @

hostname iRZ-Router ram Pawer an Psu
used 67.46Mb 5 v 4180

model RL21Iw attery,m
available 54.58Mb

- RL21Iw.UPS aka
description .
demao.radiofid.ru total 122.04Mb

kernel 414162

version 20.10.1

uptime 4d 04h 31m 24s

2024-10-07

localt
ocalime 17:00:57 (GMT)

Puc. 4. BHelLHW BUA, OKHa C napaMeTpamMu YCTpoicTea

B pasgene cogepxuTcs nHdopmaums:

* HasBaHve mogenu poytepa (model).

* HasBaHue npoueccopa (system).

¢ YacoBolii nosic, Ha ycTpoiicTee (timezone).

¢ Bpewms paboTbl C nocnegHero BkaoyveHns (uptime).
e CocTosiHMe LeHTpasnbHoro npoueccopa (CPU).

¢ UVHTepdelicbl,MapLupyTnsauus (extra).

* Tekyllee Bpemsi Ha camom ycTpoiicTse (localtime).

¢ KonuuyectBo cBOGOAHOI 1 06LLel namaTh (memory).
e [Jlata c6opkun, Homep cbopku, Agpo, Llenb (version).
Interfaces:

* VimeHa nHTepdeliicoB cepsucos (Hanpumep lan, loopback, wan).
¢ Crartyc uHTepdgelica.

* |P-agpec nHTepdeiica.

« MAC-agpec uHTepdgeiica.

e MeTpuka.

e Tvn NOAKIOYEHUS.

e KONnyecTBO NPUHATLIX 6AT AaHHbIX.

11
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¢ KonnyecTBo NepefaHHbIX 6ainT gaHHbIX.
* Bpemsa paboTbl nHTEpPOEIiCA.

Routing:

e VIms nHTepdelica NCTOUHMKA.

¢ AJpec CeTu HasHauveHusl.

e MeTpuka mapLupyTa.

Cnucok nHTepgheiicoB 3aBUCUT OT BK/THOUEHHBIX U/IM OTK/OYEHHBLIX CEPBMCOB Ha poyTepe, NO3TOMY pasaen
Takke MOXET CoflepXaTb APYryto A0MNO/IHUTESbHY0 MHpopMaLmio (6/10KM onUcaHns ApYrux nHTepdeiicos,

TOHHeNen n 1.4.).

Tak e B pasgesne [OCTYMNHO pefakTMpoBaHye BbiIOpaHHOro yCTPOCTBA U 3aJaHne HOBOTO AeCTBUSA
ONs Hero.

4.1.1. Mouck u hnnbTpbl B pasgenax

B pasgenax O63op, Co6bITus, feiicTtBus B TabnMLax Noib30BaTesto AOCTyNHA COPTUPOBKA No
no6oMmMy 13 CTONOLOB.

TaKkke ecTb BO3MOXHOCTb 1CMO0/Ib30BaTh (OULTPLI MyTEM BbiGOpa Ha6opa TeroB/napameTpoB NPUCYLLMX
ycTpolicTBam. MNpouecc hunsTpaumn BKIHYAET B cebs YCTaHOBKY NoBeAeHUst (QUNLTpa Ha /iormyeckoe
W/nornueckoe UN. B cTpoke noncka MOXHO BBOAMUTL LIEJIMKOM W/ YACTUYHO UAEHTUMKATOP
YCTPOIACTB, ONMcaHne yCTPOICTB, Ter u3 HabopoB TeroB YCTPOICTB. Bce BBeAeHHblIe UK BbiGpaHHbIe

napamMmeTpbl y4acTBYHOT B (oM/ILTPALMM YCTPOICTB B OCHOBHOI Tabnuue.

MaHenb KOMaHA 1 cobbITUIA BIMAIOT Ha (OUNETPAaLMI0 KOMaHA 1 CO6bITUIA B pasgenax Jeinctens n Cobbitus

COOTBETCTBEHHO.

‘:‘\ (_@backups = completed ) (_@version = 200800 ) { RFAD ) Mowck % =

HE

Puc. 5. Mpumep dunsTpayum no napametpam: @backups = completed, @version = 200800, RFAD u
nosefeHNeM unbTpa - norndeckoe A

Hab6op napaMeTpoB NpPYBEAEHHLI HA PUCYHKE BbILIE BbIBELAET YCTPONCTBA:
¢ (@backups = completed) - ¢ BbINOSIHEHHOI PE3EPBHOI KOMMWEN;

¢ (@version = 200800) - ¢ Bepcuein MO 20.8;

¢ (RFAD) - c ngeHTnchmkaTtopom, KoTopblii HaunHaetcsa Ha "RFAD".

Onst ounbTpa ¢ UCKTIUYEeHMeM YCTPOICTB C onpesesieHHbIMU NapamMeTpami He06XoAMMO BbiGpaTh
noeegeHune counbtpa HE. JaHHaa cuctema pubTpaumm He sieasetcs norudyeckum HE oTaensHoro
napameTpa punbTpaumn. OTpuLaHne HaknadblBaeTcs Ha NIOTMYECKOEe BbIPAXEHNE LIEIMKOM.

12
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4.1.2. HacTpoiikn ycTpoiicTBa

Mepexop B HACTPOIKM ONpPeaeneHHOro YCTPOWCTBA OCYLLECTB/ISETCA C NMOMOLLbH0 UKOHKU —

HacTpoiiku ycTpoilicTBa
RDDE1000512

RL21Iw

- N TN o -
(_file-uploader )(_real )(_singled-add )

VLN .

CoxpaHuTb

Puc. 6. OkHo HacTpoliku ycTpolicTBa

OnucaHne BKNagok B OKHe HacTpoiikv ycTpoiicTBa NpeAcTaBieHo B TabnnLax HuxXe.

Bknapgka OCHOBHbIe

Monsa OnucaHue

MaeHTudmkarop CepuiiHblin HOMep yCTpoicTBa
Mogenb HasBaHve mogenu ycTpoicTea
OnuncaHve KommeHTapwit ansa ycrpoiictea
Kntou AES256 256-6UTHbIN KoY

MeTKu AN 6bICTPOI COPTMPOBKK U Noucka. Mpu
aKTVMBauuM Nonsi BBOAA 0To6paxaroTcs
Terun nonynsipHble Teru

3anpetuTb AOCTYN BbIGPaHHBLIM YCTPOACTBAM MOXHO C MOMOLLBI0 YeKOOKCa «3anpeTuTs AOCTyN»
(cTpoka ¢ 3a6/10KMPOBaHHbLIM YCTPOCTBOM OKpaLLMBAETCS B KpaCHbIW LBET U NepeMeLLaeTcsl BBEPX
cnucka).

Mocne 3anofHeHus nonei HEO6XO,EI,VIMO HaxxaTb COXpaHUTb.

13
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[ns yaaneHus yctpoiicTea HEO6X0AMMO HaXaTb Ha YAanuTb, A0XAATbCA KOrAa KHOMKa YAaauTb cTaHeT
KpacHOro LBeTa 1 HaxaTb elle pas. [pu yaaneHun ycTpoicTBa, OHO UCK/TIOUAETCA U3 CUCTEMbI U He
MOXET fasniee 06MeHMBATLCA AaHHbIMW C NPOrPaMMON.

4.1.3. PegaktupoBaHue HECKO/TbKUX YCTPOUCTB

PefgakTupoBaHUe HECKONIbKUX YCTPOWCTB

OBLLE TErM YOanuT y BCex

(_germany ) (_no-access )

| 3anpeTuts gocTyn

oo o

YcTpoiicTea (Bcero: 2) OnucaHue Tern
RDDG1006082 Vultr DC {_germany ) (Cvpn ) (_no-access ) ( client )
RDDG1006144 Vulir DC (_germany ) (_vpn-net ) (" no-access ) (" vpn-gw )

Puc. 7. OkHo PefaktupoBaHue HEeCKO/TbKMX YCTPONCTB

14
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Tabnuua 2. Monsa B okHe PefakTMpoBaHne HECKO/IbKUX YCTPOACTB

MNons OnucaHue

Mone gnst KOMMeHTapus, obneryaroLero
naeHTUdMKaumio yctTpoiictea (Hanpumep
OnucaHve pacnosioeHne yCcTpoincTea)

Mone pnst MeTkn N5t GbICTPOI COPTUPOBKM U

obneryeHus noucka. Ha ctpanuue

pefakTypoBaHuNs 0TObpaxaroTcs obLyme Tern ans
Tern BblGpaHHbIX YCTPONCTB.

CepwiiHble HOMepa BbIGPaHHbIX YCTPOWCTB U NX
YcTpoiicTtBa KO/INYeCTBO

3anpetuTb AOCTYN BbIGPaHHbLIM YCTPOCTBAM MOXHO C MOMOLLBI0 YEKOOKCa «3anpeTuTb AOCTyn»
(cTpoka ¢ 3a6/10KMPOBaHHbLIM YCTPOMCTBOM OKpaLLMBAETCSA B KpaCHbIW LBET U NepemMeLLaeTcs BBEPX
cnucka). Mpu pefakTMpoBaHNM HECKO/bKNX YCTPOMCTB OfHOBPEMEHHO — YEKOOKC BCcerga no ymosuaHuio
nycToiA.

Mocne 3anosnHeHust noneli Heo6xoanMo HaxaTb CoXpaHUThb.
4.1.4. JoGaBNneHNe HOBOro yCTpoucTBa

Jlob6aBneHve HOBOro YyCTPOMCTBa AOCTYNHO TO/IbLKO NO/bL30BATENAM C YPOBHEM A0CTYyna
AfMuHUCTparop.

v
[Jna noGaBneHys HOBOTO ycTpolicTBa HE06X0AMMO B pasgene O630p HaxXaTb Ha UKOHKY .

Hogoe ycTpolicTBo(-a)

OpuHapHoe aobasnexune MHoxecTBeHHOe Ao6aBneHne

Puc. 8. OkHo HoBoe ycTpolicTBo(-a)

[Onsi fo6aBneHns yCTpoiicTB Mo OfHOMY, B NMOSIBUBLLEMCS| OKHE HEOGX0AMMO 3amo/IHUTb CreaytoLme
nossi:

¢ VaeHTndmkaTop — CEPUIMHBIN HOMEP YCTPOoICTBa (MOXHO HalTV HAa 0GpaTHOW CTOPOHE YCTPOICTBA).
Ob6n3aTenbHbI NapameTp.
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o OnucaHue — NosicH1TeNbHas MHhopMaLMs ANa aeHTUgMKaLuM ycTpoiicTBa. Heobs3aTtebHbIi
napameTp.

e Tery — Teru Ans 6bICTPOro MNoucka AaHHOro YCTPOCTBa OTAE/LHO UK B rpynne. Heobsi3aTebHblii
napameTp.

Mocne 3anonHeHns nose Heo6xoauMOo HaxaTb [J06aBUTb.
[lns ycTpoWAcTB, KOTOpble OblM A06aBNEHbI, HO HE NOAK/MHOYEHbI CTPOKA OKpalleHa B rofly6oii LBerT.

B cucteme npenycMOTPeHO MHOXECTBEHHOE [06aB/ieHre YCTPOUCTB C MOMOLLbIO dhaina co CUcKoMm
ngeHTudmkatopos B popmate CSV. (BoamoxHbl cnegytowmne nons: IDENT, TAGS;DESCR;VARS, rae
IDENT - ngeHtundmkatop ycrpoiictea, TAGS - cnnucok Teros yepes 3andatyto, DESCR - onucaHune
ycTpoiicTBa, VARS - nepemeHHbie ans wabnoHos B opmate NAME=VALUE 4epes 3anaTyio).

Mocne 3arpy3ku dhalina HeobxoAMMOo HaxaTb Ha J,o6aBUTb U3 haina.

16
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4.1.5. MoaknioueHne poyTtepa K Link uepe3 HacTpoku Ha camom poyTepe

Paspgen poytepa iRZ Link Client Ha Bknaake Tools npegHasHavyeH s HaCTPOWMKM NOAKIOHYEHNS
poyTepa k cucteme ynpasneHus Link.

Enable iRZ Link client

Server Port Protocol

irzlink.irz.net 11000 v2 v
Force Update Information (sec.) Keepalive Interval (sec.)

600 60

[] Use Encryption

Puc. 9. Bknagka Tools, pa3gen iRZ Link Client

OTmeTka B cTpoke Enable no3sonsieT BkAuaTh, Uav OTK/IOYATb AAHHYH OCHACTKY.

Mone Server HEO6X0AMMO ANSA YKa3aHUSA agpeca nam AoOMeHHOro nmeHn cepeepa Link (irzlink.irz.net).
B none Port yka3biBaeTcs NOPT Yepes KOTOPbIA paboTaeT cepBep AaHHOIoO cepBuca.

Mone Protocol Heob6xoaumo Ansi BbiIbopa NpoTokona B3aumoaeicteums ¢ Link:

e V2 - COBMECTUM C aKTyaslbHOI1 Bepcueli cnctemsl Link

¢ vl - COBMECTVM TOMbKO CO CTapoii, He noaaepXxvnBaemoii Bepcueit Link

B none Force Update Information (sec.) yka3biBaetcsi BpeMs Yepes KoTopoe 6yaeT 06HoBeHA
MHpopMaLms 0 poyTepe Ha cepBepe.

B none Keepalive Interval (sec.) - Bpemsi yepes KkoTopoe poyTep 6yaeT oTnpasnsaTb MHAIOpMaLno Ha
CepBep YTO OH Ha CBS3U.

MocTaBuBs ranoyky B none Use Encryption MOXHO 3alumMcpoBaTh JaHHble NepefasaemMble Mexay
poyTepoMm 1 cepBepoM. s aToro Heobxoammo 6yaet B none Cipher Key (AES256) ykasaTtb Koy
LM poBaHmMs, CreHepMpoBaHHbIi No anroputmy AES 256.

[lnsi coxpaHeHUs BbINO/THEHHbIX HACTPOEK UCTO/b3YITe KHOMKY Save. MNpu nepexose Ha Apyrve CTpaHuLb
pasfesnoB BCE BLIMO/HEHHbLIE, HO HE COXPAHEHHbIE HACTPOliKM ByayT cOPOLLEHbI!
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4.1.6. CooObiTUE

Mpwn nepexoge BO BkNaaky CobbITMA 0TO6paxaloTcs npegynpexaeHns, chopMupoBaHHbie B
3aBMICMMOCTY OT NOAK/IIOHYEHHbIX K POyTepy CepBMCOB, AaT4YMKOB U ApYrux ycTpoiicTe. Cuctema
3anncbIBaeT KOHTPO/IbHYI0 MHAIOPMALIMIO O BPEMEHN NoslyYeHns npeaynpexaeHus 1 o nonb3osarene
obpaboTasLuem ero.

Bcero: 25576 | Heobxogumo geictene: 25459

D WHuyuatop Tun Coo6ueHne Bpema MpouuTaHo

[J  ~(3821) RDDE1002539  alert UPS: Battery 122224213%07 00:00:14 - g‘;;:’f”m“
[0 v (5607) RDDE1002539  alert UPS: Battery g o ?;ag%wm
[0 ~(5599) RDDE1002539  alert UPS: Battery g o ?Sesggf”m“"
() v (5603) RODE1002539  alert UPS: Battery e onane: ?;;gf”m““
[J v (2671) RODE1002539  alert UPS: Battery SeAter (Hz‘zgff””m“
D  (2) RDDE1002539 waming (I;J:;:;I;droute has been 122‘24;15?103 12:33:28 - He nposuTaro (2)
D RDDE1002539 warning Router started 2024-10-03 12:33:34 NoATEEPAUTD

Puc. 10. Pazgen Co6biTus

OfHOTUNHbIE COBLITUS 4151 KOHKPETHBIX YCTPOKCTB CBOpaUMBaloTCs B 6/10KM, UTOObLI Pa3BepHyTb CNCOK
HaxkMuUTe Ha V psigoM C YCTPOMCTBOM.

C NoMOoLLbo KHOMKM B MOXHO OTCOPTMPOBATb COBLITHS MO fAaTe, a MO KHOTKe o oToGpaxatoTcs
co6bITVs TpeGytowwme AeliCTBUI CO CTOPOHbI NO/b30BaTe/Isl.

HaxaB Ha KHOmMKy m MOXHO CKavaTb haiin, BKIoHaloLWwmin B ce6s1 MHopMaLMIo O COBbITUAX OT
YCTPOWCTB, Nonb3oBateneii v cuctembl. MOXET CAYXWUTb 415 CTATUCTUYECKMX UCCIef0BaHWI B
nporpaMmmax aHanornyHelx Microsoft Excel.

Bo3mMOXHblEe BapuaHTbl COObITMIA NpMBEAEHbI B TabnuLe HUXe.
Tabnuua 3. BapraHTbl COOOLLEHNIA O COOLITUAX

Tun Coob6ueHune OnucaHue
alert UPS: Battery Discharging Bartapes VBl B pexume paspsaga

Barapes VBl B pexume 3apsga, poyTep
alert UPS: Battery Charging nnutaeTcs OT ceTn

3HaueHne Temnepartypbl NPEBbICUI0 3a4aHHYI0
alert Temperature increased HOpMY
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Tabnuua 3. BapnaHTbl cO06LLIEHWIT O COBLITMAX

alert Temperature normalized 3HayeHne Temneparypbl NPULLIO B HOPMY

OwmnbKa CUHXPOHM3aLMN BPEMEHN

OLwnbka aBTOMATNYECKOW CUHXPOHM3ALMN
error no NTP

BpemeHu ¢ NTP-cepsepom

MHTepBan NpoBepKu 1 HopMa TeMnepaTypbl 3a/1aeTcsl B HACTPOMKax poyTepa.
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4.2. feiictBuA

4.2.1. HoBoe paeiicTBue

<::I\ fone X Dﬂ

WaeHTudukaTop - 2 Mopgenb OnucaHue Taru Uptime O6HORNEHO 1

RODG1021051 RL21w QA Dep (Cdevkol ) (Cvib17 ) (_ Konmax ) 06h 20m 38s 2024-04-24 12:51:00 5 £

RDDG1021078 RL21w QA Dep (Cdevkol ) (vib17 ) (Cxonmax ) 06h 20m 41s 2024-04-24 12:51:02 5 &
RDDG1021081 RL21w RRZ IRZOS RL21wW (irzos ) 43d 22h 41m17s  2024-04-24 12:46:31 5 ¢
RDKG1000011 RL27w IRZ RL27w 02h 32m 20s 2024-02-08 22:07:44 5 7
RFAD1700071 RL41w QA Dep (Cdevkol ) (Tvib17 ) 06h 20m 28s 2024-04-24 12:49:56 5 2
REBB1001575 test ) g 7
RHBB1003401 RLO1w ATP21 (Cwpn) (Cclient) (Cwifiap ) 01h 27m 43s 2024-02-02 10:57:01 S &

Puc. 11. lo6aBneHve HOBOrO AeicTBUA

[ns no6aeneHns HOBOrO AeNCTBMS B o4epeab HEOOX0AMMO BbIOpaTh YCTPOMCTBA C MOMOLLbHO Yekbokeca
N HaxxaTb KHOMKY JeicTBus. Ecnin gelictBue HeobxoaMmo 3a4artb 47151 OAHOIO YCTPONCTBA MOXHO

HaXXaTb KHOMKY é] PAAOM C HUM.

HaxaB Ha KHOMKy E MOXHO cKayaTb haiif, BKYaloLWwmin B cebs nHopMaLmio 0 COBEPLUEHHbIX
AeNCTBUAX B TO MW MHOE BPEMS, Haf OA4HWUM WV TPYNMoiA YCTPOMCTB. MOXET CyXuTb A5
CTaTUCTMYECKMNX UCCNE0BaHMWI B MporpaMmax aHanormyHeix Microsoft Excel.

Jo6aBneHne HOBOro AENCTBUS IOCTYMHO TO/IbKO MOMb30BATE/ISIM C YPOBHEM A0CTyna ALMUHUCTPATOP,
[Nsi nonib3oBaTesnieli ¢ ypoBHeM fgocTyna Mosb3oBaTesib HeOGX0AMMO NOATBEPXKAEHNE OT
AQMUHMCTpaTOpa.

HoBoe peiicTene

HoBoe AEACTENe, NPHMEHAEMOE K BbI6paHKbIM YCTpOcTBaM (BCero: 2)

YetpoiicTea (scero 2)
TEST000007

TEST000008

Puc. 12. OkHo HoBoe geiicTBue
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Tabnuua 4. MNMonsa B okHe PefakTtuposaHue

MNons OnucaHue

Bbinagatowumii cnmcok ans Bblbopa 04HOro U3
[JeiictBue HEeCKOJIbKUX 3apaHee onpeaenéHHbIX AencTBul

CepwuiiHble HOMepa 1 KOIMYeCTBO YCTPOIICTB,
YcTpoiicTtea BblOPaHHbIX A/181 UCNOMHEHNS AeCTBUS

Tabnuua 5. OnucaHne AOCTYMHbIX AENCTBWUIA

AeilictBue OnucaHue Tun

CobcTBeHHas KomaHza

nosb3oBaTensa A/

NporpaMmHoi 060/104KN

poytepa. None BBOAA 414

Nno/sib30BaTeNbCKON KOMaHb!
MNonb3oBaTensckasa komaHga orpaHuyeHo 252 cnmsoniamu shell

Mepe3arpyska BbIOpaHHbIX
Mepesarpyska YCTPOIACTB MO NUTaHUIO reboot

C6poc ycTpoiicTBa K 3aBOACKUM
Cobpoc HacTpoek HacTpoikam factory_reset

[nsa po6aeneHvs B Wa6NoH
chaiinos, NMeKLUXcs B pasgene
3arpy3nTb hain daiinbl/CKpunTbI download

YCcTaHOBUTL NakeT YcTaHOBKa nakeTa npuaoxeHuii  pkg_install

O6HOBNEHME NPOLLVBKU
BblOpPaHHbIX YCTPONCTB
(Heo6xoanmo BbliGpaTb cam
OG6HOBUTb NPOLUNBKY Ghaiin NpoLLnBKM) fw_update

[ina ycTaHOBKM NakeTOB M 06HOB/IEHUS MPOLUMBKA HEOBXOAUMO NpeasapuTeNibHO 3arpysnTb (haisbl B
pasgene dainnbl/CKpunTol.

Mocne BbIboOpa HEOBXOAMMOrO AENCTBUA HEOOXOAMMO HACTPOUTL BPEMS BbINO/HEHNS (OTNOXUTBL A0 U
BbInonHuTb A0) 1 HaxaTb OTNpaBUTb.
Cnuncok OTnpaB/ieHHbIX Ha YCTPONCTBa AelCTBUI MOXHO BUAETh B pasaene [eicTaus.

C NoMOLLbO KHOMKK é MOXHO CO3[aTb ropsiuyio K/IaBuLLY M3 NoJIb30BaTeNbCKoit shell-komaHapbl, ans
3TOro0 He06X0AMMO B MOSIBUBLLEMCS M0/Ie BBECTW HAa3BaHWE KaBULLK. Mopsivyas KiaBulla NosiBUTCS B
BbiNaJatolLeM cnncke fieiicTBue. YaanMTb KOMaHay MOXHO B pasgene AGMUHUCTpUpoBaHue —
HacTpoiikn — Cn1cok nosib30BaTe/IbCKMX KOMaH.

21



@ ANIEKTPOHUKA

4.2.2. Paspen AeicTBuA

B pasgene AenctBusa xpaHuTcsa nHdopmanmsa no MI3MEHEHNAM KOHGIUIypaumii yCTPOCTB.

Q) Momex X 2 |
Beero: 48

D DeiicTeHe Craryc MogTeEepxaeHo AsTop CospgaHo 1

O MNonbsoeaTenbekas KoMaHaa 3aBepLIEHO gvolkov gvolkov 2024-05-31 17:18:03
OJ C0o38aTh PEIEPEHYIO KOMUIO. 3aBepLIEHD gvolkoy gvolkov 2024-04-10 11:46:36
D Co3naTb PE3EPBHYID KOMUK. 3aBepLeHo gvolkoy gvolkov 2024-04-10 11:44:27
O Co3AaTb PE3EPEHYIO KOMNKD 33BEPLIEHO gvolkov gvolkov 2024-04-10 11:40:37
O 06HOBUTH NROLIMEBKY 3aBepLIeHo gvolkoy gvolkov 2024-03-27 10:31:43
UJ CravaTb CUCTEMHBIN KYPHAN 3aBepleHo gvolkoy gvolkov 2024-03-26 10:52:18

Puc. 13. BHewHuii BUA pasgena «[encteus»

Tabnuua 6. Mona pasgena «AeicTeus»

Mons OnucaHue MpumevaHue

Twn aeiicTBniA B COOTBETCTBUN C

Jeincteue pasgenom HoBoe aelicTere
3aBepLueHo/He 3aBepLueHo/
CraTtyc KoMaHabl B AaHHbIN OTNpaB/ieHO, HE NMOATBEPXAEHO/
Cratyc MOMEHT He oTnpaB/eHo

MoaTBepxaeHVe nonb3oBaTenss 0A0b6peHo/He ogobpeHoH KaeT
MoaTeepxaeHo ¢ 60/1ee BbICOKMM YPOBHEM 0806peHns

Vma nonb3osarens

WHULMNPOBABLLEro AeicTBme.

Ecnn pelicteue aBnseTcs

pernameHTHbIM, TO B nosne éyaet
ABTOp yKasaHo "Cucrema”

[Jata v Bpems gobasneHus
KOMaHApl B o4epeb Ha
CosgaHo UcrnosiHeHve

B pasgene [eiicTBus NnpedycMOTPEH NOMCK NO 3aAaHHbIM napameTpam. C NOMOLLbIO KHOMKK = MOXHO

1 v
0TCOPTUPOBaTh COObLITUA No AaTte. Mo KHorke (& moxro CKPbITb /I 0TOGPA3UTL AeicTBUSA
BbINO/SHSIEMbIE MO PErNIAMEHTHLIM KOMaHAAM, a HaXXaB Ha MKOHKY PsiIoM C 3aniCblo AeHCTBUS MOXHO
nepeiiTv Ha CTpaHuLy pernaMeHTa.
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4.2.3. PegakTpoBaHue aeiictTeus
[nsa coBeplieHns onepauuii ¢ geiicTBMeM HEOOXOAMMO K/IMKHYTb MbILIKOV NO KOHKPETHOMY AENCTBUIIO.

OeiicTBue

CkayaTb CMCTEMHBINA XypHan
Georgii Volkov

Georgii Volkov

Q Mouck X

Pesynbrar
YcTpoiicTBo Cratyc Bpema Kop sasepluenns

RDDG1021051 3aBeplieHo 2024-02-16 17:22:50 owubka

Puc. 14. OkHo [elicTBre

B okHe [leiicTBMe NpeaycMOTpEeHbl Takne OYHKLUN Kak:
e [loBTOPUTL — NO3BOJAET A06ABUTL JaHHOE [eiCTB/Ee B o4epeib Ha UCNOSTHEHNE eLLé pas.

e YaanuTtb — NS yaaneHus AeicTBUS Heo6X0AMMO HaXKaTb Ha YAaNIUTb, JOXAATLCS KOraa KHoMmKa
YpanuTb CTaHEeT KpacHOro LiBeTa 1 HaxkaTb elle pas.

e Opobputb AeicTene - YTobbl 0JO0OPUTL AENCTBNE NepeBeauTe NOM3YHOK BNPaBO U HXXMUTE KHOMKY
OpobpuTb.

o OTMeHa - 151 3aBepLUeHUs AeliCTBUS 1 BbIXO[a M3 OKHA pPefaKTUpoBaHusI.
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Tabnuua 7. Mona B okHe [elicTBre

Monsa

Tvn
KomaHga
CoszgaHo

OpobpeHo

OTnoxeHo Ao

Pesynerar

Oxunpatot

OnucaHue MNpumeuaHue

KomaHgbl B COOTBETCTBUU C
Tabnuuen OnucaHve JOCTYMHbIX
OeicTBui

CuHTakcuc KomaHbl
Kem cosgaHo pelicteue
Kem ofo6peHo aeiicteume

Jata v Bpems 4115l Hayana
BbINOSIHEHNS

[nsa nogpobHoro otyeTta o

BbINOMIHEHUN HEOBX0AUMO
NHchopmauums o BbINOSHEHNUM [ABaXAb! LLESKHYTb MbILLKOW Ha
[encTBuNs Ha yCcTponcTBax pesynsrar

Cn1COoK YCTPOICTB, K KOTOPbIM
NnpUMeHsieTcs aeicTeme
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4.3. danbl/CKpUnTbl

B paspgene dainbl/CkpunTbl NpeAcTaBneHa MHhopmauus 0 XpaHsLwmxcs B cucteme chainnax u ckpuntax
(Hanpumep, cepTudmkaTbl).

Qaiinbl / CKpUNTbI

Bcero: 9
Mma daiina Tun daitna Paamep CozpaHo
R10-v20.9(2024-02:06).bin firmware 9 MB 2024-02-09 22:16:24 L4 i}
R2:v20.9(2024-02:06).bin firmware 9MB 2024-02-09 22:15:52 hd i}
R2:v20.9(2024-02:06).bin firmware 9 MB 2024-02-08 19:32:05 hd i}
R2:v20.8(2023-10:25) (2).hin firmware 9MB 2024-02-06 12:53:59 L o

firmware 9 MB 2024-02-05 20:15:16 N ﬁ

Puc. 15. OkHo BctpoeHHoe MO

Tabnuua 8. Monsa B okHe Paiinbl/CKpunTbl

Monsa OnucaHue

Mwvs daiina Vims daiina dparina nnm ckpunta
Tun chainna Tun daiina, Hanpumep npoLInBKa
Pa3mep Pasmep chaiina

Cos3gaHo [Jata n Bpemsa co3gaHus

B paspgene dainsl/CkpunTel NpeaycMoTpeHa CopTNpoBKa no napameTrpam Ums davina, Tun caiina un
CospgaHo.

C nomoLLbio KHOMOK v 1 Y MOXHO COOTBETCTBEHHO CKayaTb UK yaanuTe dain. Ansa yaaneHns

[ABaXAbl HOKMUTE Ha [T
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4.3.1. MpocmoTp nHcpopmauum o chaiinax/ckpuntax

[nsa npocmoTpa nHhopmMaumm o 3arpy>XeHHbIX goainnax/ckpuntax Heo6XoANMO LLEMKHYTb MbILLKOM No
KOHKpETHOMY dpalinny unmn cKpunTy.

dann

Puc. 16. OkHO pefakTnpoBaHus

Tabnuua 9. Monsa B okHe PegaktupoBaTthb haiin

Monsa OnucaHue

Tun Tun chainna

Nimsa Vims daitna nnm ckpunta

Pa3smep Pa3wvep B 6aiTax

Monb3oBaTtenb Monb3oBartens [06aBUBLLWIA CKPUNT
YcTpoiicTBo YcTpoiicTBa ANnst KOTOPbIX 3arpy>eH CKpunT
3arpyxeH [Jata v Bpemsa co3faHus

C NoMOLLb0 KHOMKM 3arpy3nTb MOXHO cKayaTb (Daisi/CKpunT.

Onst ynaneHus dpaiina/ckpunta HE06Xo0AMMO HaXaTb Ha YAanuTb, A0XAATHCS Korga KHoMka YaanuTb
CTaHeT KPaCcHOrOo LIBETa U HaxaTb ellle pas.
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4.3.2. Jo6aBneHne HOBOro haiinalckpunTa

[o6aBneHne HOBOroO (haiina/ckpunTa AOCTYMHO TO/IbKO NO/Mb30BaTE/NSIM C YPOBHEM A0CTyna

AAMUHUCTpAaTOop.
[ns nob6aeneHmsa HOBOro ckpunTa Heobxoaumo B pasgene ®ainbl/CKpUnTbl HAXKATb B BEPXHER YacTtu

<4 Do6asuts o o
3KpaHa Ha UKOHKY - " B NpoOBOAHMKE Bb|6paTb Cbal/l]'l, KOTOPbIN HY>XHO 3arpy3nTb.

MakcumasbHbI pasmep 3arpyxaemoro gaina 25 Mb.
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4.4. AAMHUCTPUpPOBaHUe

4.4.1. NMonb3oBaTenu

ANIEKTPOHUKA

Pasfen AocTyneH No/sib30oBaTesNsiM C YPpoBHEM JocTyna AAMUHUCTPATOP U MNosb3oBatesb.

B pasgene Monb3oBaTteny COAEPXUTCS MHGIOpMaLMs O NOMb30BaTE/ISX CUCTEMbI, B pa3aesie MOXHO
[106aBNATb HOBbIX MO/Ib30BATESNEN, PelakTMPOBaTb 1 AeaKTVBMPOBATb NPOINN MEHOLLIMXCS.

Ta6nuua 10. MNonga B pa3gene Monb3oBaTtenu

Monsa

J1orvH

MNonHoe nvsa

Ponb

ONeKTpoHHas noyTa

Mpodunb 6e3onacHoCTH

MocnepnHwii BXoA,

3a6/10KMpoBaH

OnucaHue MpumeyaHue

Bbl6paHHbIii npy perucTpaumm
NOrvH

Vima n q‘.)aMVU'II/IFI nonb3oBarenA

CM. pa3gen YpoBHu goctyna
YpoBeHb gocTyna [JaHHOro pykoBoAcCTBa

MouTta Ansa cBA3W ykasaHHas
npu perucrpauun

Bbi6paHHbIli o151 nonb3oBaTtens
npocu/ib 6e30nacHoOCTU

[Jata v Bpems nocnegHero
BX0Aa nosib3oBatesns

Cratyc nonb3oBaresisi fa/Het

B pasgene Monb3oBateny npeaycMoTpeHa cCopTUpoBKa No napameTpam JloruH, Ponb,

3aperncTtpupoBaH.
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4.4.2. PepakTupoBaHue nosib3oBarenei

ANIEKTPOHUKA

Mpu Bbl60pe K/IMKOM MBbILLKW onpefenéHHOoro nonb3osarenisa U3 Cnucka OTKPbIBAETCA CTpaHuua

pefakTUpoBaHKs MHOPMALMKN O HEM.

Tabnvua 11. MNona gocTynHble 415 pefakTMpoBaHusa B OkHe PefakTupoBaHue nosib3oBaTess

Monsa

JlorvH (He gocTyneH ansa pefakTmpoBaHns)
MonHoe nms
Maponb

Ponb

Mpodunb 6e3onacHoOCTH
KOHTakTHbIl TenedoH

ONeKTpoHHas noyta

OonucaHue

BbIGpaHHbIii Npu pernctpauyuy f1orvH. SIoruH
nosib30BaTesls [O/MKEH ObiTb YHUKAUIEH B paMKax
CUCTEMbI 11 B fla/ibHelilleM pefakTpoBaThb ero
3anpelLLeHo

Wma n chamunnsg nonb3osarens
Maponb BBeAEHHbIV Npy pernctpaunm
YpoBeHb gocTyna

PaspelueHusi Ha BbINOIHEHUE ONpeaeneHHbIX
nelicTeuii

Homep TenedhoHa ans cesAsn

OneKkTpoHHas noyTa 415 CBA3N

3anpeTuTb JOCTYN BbIGPAHHOMY M0/1b30BATESI0 MOXHO C MOMOLLbI0 YEKGOKCA «3a6/10KMpOBaH>.

Mpun cMeHe npoduns 6e30nacHOCTM UM CMEHe Naposisl yCTaHAB/IMBAETCS U G/TOKMPYeTCst YeKGOKC
Tpe6GoBaTb CMEHUTb NMPY BXOAeE, YUEKOOKC Pa3boKMpyETCs Noc/e TOro Kak No/ib30BaTe/lb CMEHUT

napossb.

Mocne pefakTMpoBaHWs noseli Heo6XoANMO HaxkaTb COXPaHUTD.

[na yaaneHus nonb3oBaTens HEOGXOAUMO HaXaTb Ha YAanuTb, AOXAATLCA KOraa KHOMKa YaanuTb

CTaHeT KpacCHOrO LBeTa N HaXaTb eLle pas.
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4.4.3. lo6aBneHne HOBOro Nonb3oBaTesns

[o6aBneHne HOBOro Nosib30BaTess AOCTYMHO TO/IbKO AAMUHUCTPATOPY.

[nsi [o6aBNeHns HOBOTO NoJib30BaTessi HE06XoAUMO B pasaesie Mosib3oBaTeny HaxxaTb B BepxXHeii

4acTu 3KpaHa Ha NKOHKY .

Hosbin Nonb3oBaTenb

~domain-default Monb3oBaTtens

Bbin B ceTu:

I:‘ Tpe6oBaTb CMEHUTb NpU BXoae

Puc. 17. OkHo HoBbIi Nnonb3oBaTeb

[na no6aeneHns HOBOro NoJb30BaTesst, B NOSIBUBLLEMCS OKHE HEOGXOAMMO 3ano/THUTL NOJS B
COOTBETCTBUU C pa3fesioMm PefakTmpoBaHue nosib3oBaTeseil.

Mocne 3anonHeHUs nosein HeobxoAMMOo HaxaTb CoOXpaHUTb.
4.4.4. NMonb3oBaTeNbCKNe HACTPOUKHU

Pazfen nonb3oBaTe/ibCKMX HACTPOEK pacrnosiokeH B BEPXHEM MPaBoM Yyry Be6-uHTepdeiica. Ans

°
nepexofa B pasfen HAKMUTE HA VKOHKY == .

[Nsi pefakTMpoBaHns AaHHbIX CBOEro Npodiuns nosb3oBaTens BblibepuTe nogpasnen ® JInuHble
OaHHble.

[nsa pegakTmpoBaHUsa AOCTYMNHbI CAeayolme daHHble:
e [lonHOEe nms.

o KOHTaKTHbI1 TeNnedoH.
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o 3MIeKTPOHHas noyta.
* HoBblii naposb. Maposb MOXHO MeHsITb He yalle Yem pas B 5 MUHYT.

Mocne pefakTMpoBaHKs Noein HE06X0AMMO HaxxaTb COXPaHUTD.

B nogpasaene @ HacTpoiiku MOXHO onpeaenuTb KoNM4yecTBo MHhopmaLmm, kotopas byaer
oTo6paxatbes B pasgene O630p U BbI6GpaTh COGLITUS A1 OTC/IEXUBAHUS.

A

Tak e B pasgene JOCTYMHbI 2% CmeHa Temb! 1 3TA CwmeHa a3blka Be6-nHTepdelica.
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4.4.5. Copoc napons

Mo HaxaTuo KHoMkM He NOMHIO Naposib Ha CTpaHULLE aBTopM3aLmMmn OTKpoeTcs hopMa BBOAA J/IOTMHA U
3M1EKTPOHHON noYTbl (email). Mpy npaBWIbHOM 3ano/IHEHUN POPMbI Ha yKa3aHHbI email 6yaet
OTNpaB/IeHO CO0OLLEHNE C HOBbIM BPEMEHHLIM NaposieM. Bce afgMUHMUCTPaTOpPL! 4OMEHA AaHHOIO0
nosib3oBatesns 6yayT yBeAOM/IEHbI O AaHHOM COObITUM.

Mocne BBOoJA BPEMEHHOIO Naposis No/b30BaTesb GYAET NepeBeieH Ha CTPaHULY /IMUHbIX AaHHbIX, e
emy 6yaeT HeoGXoAMMO CaMOCTOATENBHO YCTAaHOBUTb HOBbIN Naposb.

BpeMeHHbIi Naposb GyAeT AOCTyrNeH B TedeHne 15 MUHYT, NoC/ie Yero BOCMo/ib30BaThCs UM /1S BXOAA
6yAeT HeBO3MOXHO. 15 c6poca naponsi noTpebyeTcs BHOBb 3ano/HATL DOpPMY, MPY 3TOM
BOCTO/1b30BaThCS CTapbIiM NaposieM Ass Bxoaa 6yaeT Bce elle MOXHO.

Ecnu Heo6XxoauMo COPOCUTL Naposib eANHCTBEHHOMO aMUHUCTPATOPA U HET BO3MOXHOCTY yKasaTb
nouTy, To c6POC NPOUCXOAUT Yepes obpalleHne B TEXHUUECKYHO NOAAEPKKY HA NOUTY YKasaHHYo B
pasgene KOHTaKTbl JaHHOMO pyKOBOACTBA.
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4.4.6. HacTtpoiiku

B pasgene HacTpoiiku MOXHO onpeaeniTs BpeMsi 06HOBMEHUSI MHZDOPMAaLLMK O COCTOSIHN POYTEPOB,
HaCTPOUTbL NapamMeTpbl PE3ePBHOTO KOMMPOBAHUS U IOTMPOBAaHMS.

ALMUHUCTPUpPOBaHUE
HacTpoiku
CTaTyc yCTpOWCTB Konu4yecTBO XpaHUMEIX KONKIA
15 19
10080 20

Puc. 18. OkHo HacTpolikn ans pasgena O63op

B okHe "CTatyc yCTPOICTB" MOXHO YCTaHOBUTL BpeMs t1 u t2 ans oTobpaxeHns COCTOSHNS YCTPOWCTB B
6noke OBLWEE COCTOAHWE B pa3gene O630p.

B okHe "KonnyecTtBo XpaHMMbIX KOMUA" MOXHO YCTaHOBUTL CKOSIbKO Pe3epBHbIX Konuii 1 CUCTEMHbIX
XYPHaU0B OyAeT XpaHUTbLCS. VI3MEHEHUS B MEHbLLIYH CTOPOHY NPUMEHSITLCS NOC/1Ie COXpaHEeHMs HOBOA
Pe3epBHO konun nnn CUCTEMHOTO XypHana.

Pe3epBHas Konus ycTpoiicTBa

B pasgene PesepBHble KoMun 0TOGPadKEH CNIMCOK pe3epBHbIX KONWi 6a3 AaHHbIX TEKYLLEro cepeepa,
KOTOpble BK/IHOYAOT B ce6s Npodvav BCeX Nonb3oBatesiel, MHopmauuio o 4o6aBneHHbIX poyTepax,
thaiinbl NPOLIMBOK, NMaKETbI U OTYETHI.

B cnvcke pe3epBHbIX KONUiA 0TOGpaXKeHbI cneayowne napaMmeTpbl:
¢ AKTUBHOCTb

¢ HassaHue

e PerynsapHoctb

e Tern

o o -+ Ho6asutb
,ﬂ,l'lﬂ HaCTpPOWuKM npaBu (pOpMVIpOBaHVIﬂ pe3epPBHLIX KoMK HaXXaTb Ha MKOHKY - n
3ano/IHUTb COOTBETCTBYHOLLIME NONA.
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MpaBuno GOPMUPOBAHUA Pe3ePBHONM KOMUK YCTPOWCTBA

AKTMEHO
‘i-\' client Moue o
TpyNMel yCTPOACTS -, (Sent &) floncx X °©
YeTpoitcTea (ecero 3) Mogenb OnucaHue Tarun
RDDE1000512 RL21Iw ATP20 (_modbus ") (Cups ) (Cven ) (iRt
RDDG1006082 RL2Tw Vultr DC (Cgermany ) ("vpn_) ("no-access ) ((elient )
RHEB1003401 RLOTW ATP21 (Cen_) (Celient) (witap )

Puc. 19. OkHo npaBun hopMrpoBaHnsl pe3epBHbIX KoMK

Tabnuua 12. Monsa gnsa HaCcTPoKM npasui OPMUPOBaHUS PE3EPBHbIX KON

Mons OnuncaHue
Ha3BaHue Ha3saHue npasuna
PerynapHocTtb

Kak 4yacTo BbINOSHATb pe3epBHOE KonnposaHne

N5t KaKUX YCTPOWCTB BbIMNO/HATL Pe3epBHOE
BbINOMHATL 415 KonvpoBaHue

BbIGOp rpynnbl YCTPOACTB 415 PE3ePBHOT0 KOMMPOBAHWS OCYLLIECTB/SIETCS C MOMOLLbIO MOMCKOBOIA

CTPOKM U (hUnLTPA, KOTopble OTCUILTPOBLIBAOT HEOBXOAMMbIE YCTPOCTBA MO Nt06LIM BBEAEHHbLIM
napameTpam, Hanpumep TeraM Uan Mogensm.

Mocne 3anofHeHus nonei HGO6X0,EI,VIMO HaxxaTb COXpaHUTb.

Ha 04HO YCTPOICTBO MOXET pacnpoCTpaHATLCA HECKO/IbKO OAHOTUMHbIX 3afaHunii. PekomeHayem
ycTaHaBnMBaTh Mo OHOMY 33[jaHUI0 KaX/A0r0 TUMa Ha Kakoe YCTPOWCTBO, UTO6bI 3a[jaHuUsi He 3amellanu
ApYyr Apyra v OAHOTUMHbIE 3a/1aHNs1 HE BbIMOTHSMNCH C/IMLLKOM YacTo A5l OJJHOTO YCTPOCTBA.

CkayaTtb pe3epBHYI0 KONUio MOXHO B pasgesnie O630p HaxaB Ha NAEHTU(INKATOP KOHKPETHOMO
yCTpoiicTBa.
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Ior yctpoiictBa

B pasgene flor ycTpoiicTBa MOXHO NOCMOTPETb U HACTPOMUTb XYPHasTbl Pa60Thl MOAK/THOUYEHHBIX K
cUCTEME pPOYTEPOB.

. . -+ no6asutb
[lns cospgaHns npasua hopMMpOBaHUS Nor-haiinoB YCTPOCTB HaKaTb Ha UKOHKY - "
3arno/iIHNTb COOTBETCTBYIOLLIME NONA.

MNpaBuno bopMUpoBaHWUA 3anMcU CUCTEMHOTO XYypHalna ycTpoicTBa

AKTHBHO
(_\‘ client Mowck o3
IDynnsl yCTPOACTE = X ©
YctpoiicTea (scero 3) Mogenb OnucaHue Taru
RDDE1000512 RL21Iw ATP20 (_modbus ) (Cups ) ven ) (JElieRtD)
RDDG 1006082 RL21w Vultr DC (Cgermany )(_vpn_) (“no-access ) (JelientD)
RHBB1003401 RLOTW ATP21 (Cvpn ) (Cetient) (wif-ap )

Puc. 20. OkHo npaBuia hopMmpoBaHus nor-channa

Tabnuua 13. MNonga ana HacTpoky npaBus oopMMpoBaHns nor-gaina

Monsa OnucaHue

HasBaHuve HassaHue npasunia

PerynsapHocTb Kak yacto doopmmpoBaTthb for-goaiin
BbINoNHATL AN [nsa Kaknmx ycTpoiicTB hopMmnpoBathb nor-gain

Bbi60p rpynnbl yCTPOACTB A1 PE3€PBHOM0 KONMPOBaHMS OCYLLECTBASIETCS C MOMOLLLH MOUCKOBOI
CTPOKM 1 (hUnbTpa, KOTOPble OT(IULTPOBLIBAKT HEOOX0AMMbIE YCTPOWCTBA NO Nt06GLIM BBELEHHbLIM
napameTpam, HanpuMmep TeraM Win Mogensm.

Mocne 3anonHeHns nosiein HeobxoAMMO HaxaTb CoOXpaHUTb.
Ha ofiHO yCTPOICTBO MOXET pacnpoCTPaHATLCS HECKO/IbKO OAHOTUMHBIX 33JaHuii. PekoMeHayem

yCTaHaBNMBATb N0 OAHOMY 33/laHMI0 KaXKA0ro TMMa Ha KaXoe YCTPOWCTBO, UTO6hLI 3a4aHus He 3aMeLLanu
[pyr Apyra u 0AHOTUMHbIE 334aHUs HE BbIMOHSMNCH C/IULLKOM YacTo AJ1s OAHOTO YCTPOICTBa.
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CkauaTb /10T YCTPOIACTBa MOXHO B pasgene O630p HakaB Ha MAEHTU(UKATOP KOHKPETHOIO YCTPOIiCTBA.

4.4.7. YBegomMmneHus

B pa3pene YBe[oMneHnsA HaxoguTCs CNMCOK MHULMMPOBAHHBIX NOMb30BaTeIAMU Npasun 419 OTNpaBKu

yB€AOMJIEHUIA OT YCTPOIACTB.

CNUMCOK NpaBun Ana yeeoMNeHui

Beero: 2, AKTHBHO: 0

AKTHBHO HazeaHue MoHMTOP Cnocob JOCTaRKM YBEAOMNEHHA
[ Figure-s Bulx0d YCTROMCTES Ha CBA3L TG
] Balance Maponb ycTapen SMTP

10

Puc. 21. OkHO yBegoMNeHuii

o -+ Do6asutn
.D,I'Iﬂ co3gaHuna npasui yBeaoM/1EHUN HaXKaTb Ha MKOHKY - M 3ano0/IHUTb COOTBETCTBYHKOLLIME

nons.

Tabnuua 14. MNonga gna HaCTPOWNKM NpaBus OTNPaBKN YBEAOM/IEHWIA

Monsa

Ha3BaHue

MoHuTOop

YBefoM/ieHne no cobbiTuio/Taimepy

Cnoco6 focTaBK/ yBeAoM/IeHUS

OnucaHue
HassaHue gna npasuia

BapuaHT 1 TN cobbITUs, YBEJOM/IEHNE O
KOTOPOM CrieflyeT oTnpaBuUTb

MepuoanyHOCTL OTNPABKN YBEAOMIIEHWIA B
3aBUCUMMOCTM OT KOHKPETHOIO COBbLITUS UK
YCTaHOB/IEHHOTO Taimepa

TexHOo/10r1sa UV NPOTOKON A/1st OTNPaBKU
yBeIOM/IEHNS]

MpaBuna gns yeegomieHuii o6Lme v AOCTYNHbI A7 CO3AaHUsS U peakTUPOBaHNUS A5t BCEX YPOBHE

nonb3oBareneli goMeHa.
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4.4.8. Be3onacHoOCTb

B pasnene be3onacHOCTb HAXOAUTCS CNMCOK AOCTYMHbIX A5 NPocMoTpa AAMUHUCTPATOPY npodiunneii
6e30nacHoCTH.

WHdpopmaLyst NnpeacTaBneHHas B pasfesne He JoCTynHa A1 peAakTUpoBaHus, A1 pefakTpoBaHus
npocpuns 6e30MacHOCTV 06pPATUTECH K CO3AATEN0 AOMEHA U B TEXHUYECKYIO MOAAEPXKKY Ha NouTy
yKazaHHyto B pasfernie KoHTaKTbl 4aHHOTO pyKOBOACTBA.
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KOHTaKTbI

HoBble Bepcum NPOLUMBOK, [OKYMEHTaLMW U CONYTCTBYHOLLENO NMPOrpaMMHOro 06ecneyeHnst MoOXHO
noslyYnTb, 06PATMBLLUMCH MO CeAYyOWMUM KOHTaKTam:

CaHkKT-lMeTepoypr

canT komnaHun B VIHTepHeTe www.radiofid.ru
Ten. B CaHkT-lMeTepbypre +7 (812) 318 18 19
e-mail support@radiofid.ru
Telegram @irzhelpbot

Haluu cneumanncTbl Bcerga roToBbl OTBETUTL Ha BCe Ballu BOMpPOCHI, NOMOYb B YCTaHOBKE, HAaCTPOIKe U
yCTpaHeHU Npo6/IeMHbIX CUTyaLuit Npu aKkcnyaTauun 060pyaoBaHus.

B cnyyae BO3HMKHOBEHWS! MPOG/IEMHO CUTyaLmK, NMpK 06GPaLLEHNI B TEXHUYECKYIO NMOAAEPXKY, crefyeT
yKasblBaTb BEPCUI0 NPOrpamMMHOro o6ecneyeHns, Mcnosb3yemMoro B poyTtepe. Tak Xe pekoMeHAyeTcs K
MUCbMY MPVKPENUTL XYpPHasIbl 3amycka Npo6/eMHbIX CEPBUCOB, CHUMKM 3KPaHOB HACTPOEK 1 Nobyio
[pYTyto Nosie3Hyto nHchopmaumio. Yem 6osblie Hopmauumn 6yaeT NpegocTaBieHo COTPYAHUKY
TEXHUYECKO NoAaep XK/, TEM BbICTPEE OH CMOXET Pa306paThCs B C/IOKMBLUENCS CUTyaLun.

Mepep o6palleHNEM B TEXHUUECKYHO NOAAEPKKY HACTOSTE/IbHO PEKOMEHAYETCS 0GHOBUTbL NMPOrpamMMHoe
o6ecneyeHre poyTepa Ao akTyaslbHoi Bepcuu.

HapyLlueHune ycnoewuii akcnyataummn (HeHag/iexallee UCnosib30BaHne poyTepa) NUWaeT Bagenbla
YCTPOIiCcTBa NpaBa Ha rapaHTUinHOe 06C/TyXnBaHue.
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