irz.net @ 3NEKTPOHUKA

PykoBoACTBO nonb3oBartens

iRZ Link




ANIEKTPOHUKA

CopepxaHue
1. BBegeHue 3
1.1. OnucaHvne fOoKyMeHTa 3
2. CBefieHUA 0 cuctTeme 4
2.1. O6uwme cBefeHNs 1 hyHKUMK 4
2.2. CucteMHble TpeboBaHus 5
2.3. Peructpauus B cucteme 5
3. Ponu nonb3oBareneii 6
4. Web-unHtepdpeiic 8
4.1. YcTpoiicTBa 8
4.1.1. Npodomnb ycTpoiCcTBa 12
4.1.2. MNMounck n uneTpbl B pasgene YcTpoicTea 14
4.1.3. HacTtpoiikn ycTpolicTea 15
4.1.4. PefaktupoBaHne HECKOMbKMX YCTPONCTB 16
4.1.5. [lJobaBneHne HOBOrO yCTpolicTBa 17
4.1.6. MogkntoueHne poyTepa Kk iRZ Link yepe3 HacTpoiikn Ha caMmoM poyTepe 20
4.2. CobbITuA 22
4.2.1. Mowck n dounsTpbl B pasgene CoobbiTus 23
4.3. fleictens 24
4.3.1. Pa3pen [eiictBus 24
4.3.2. Nouck 1 huneTpbl B pasgene Oeidctens 25
4.3.3. PepakTtnpoBaHue geiicteus 25
4.3.4. HoBoe pgeiicTBue 27
4.4. dannbl 30
4.4.1. MNMounck n puneTpbl B pasgene daiinbl 31
4.4.2. MpocMoTp MHopmaumm o chaiinax 31
4.4.3. flobaBneHme HOBOro haina 32
4.5. ADMVHUCTPUPOBaHue 33
4.5.1. MNMonb3oBarenu 33
4.5.2. Mowck n dounetpsl B pasgene MNonb3oBarenu 33
4.5.3. PepakTpoBaHue nosb3oBateneit 34
4.5.4. [lo6aBneHne HOBOro Nonb3oBarTens 35
4.5.5. Nonb3oBarenbCkne HaCTPOIKM 36
4.5.6. Copoc napons 37
4.5.7. HacTtpoiikn 38
4.5.8. YBefom/ieHus 43
4.5.9. XXypHauibl 47
4.5.10. BesonacHocTb 49
5. KOHTaKThI 50



1.

@ ANIEKTPOHUKA

BBegeHune
1.1. OnucaHue fOKyMeHTa

JaHHblli [OKYMEHT cofepXuT onncaHne cuctemsl iRZ Link, npegHasHavyeHHoW ANs LEHTPa/IM30BaHHOIO
cbopa uHhopmaLmu 1 ynpasneHuss BCEMU YCTPOCTBaMU, BXOAALLMMUN B CETb.

[na kax ol Mogenu poytepa CyLLeCTBYEeT COBCTBEHHbIN KOMMEKT AOKYMeHTaLuW. [18 nonyYeHms
MHdpopMaLMy 0 paboTe Cammx YCTPOICTB CMOTPUTE COOTBETCTBYHOLLIEE PYKOBOACTBO MO/b30BaTe NS,
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2. CBepfeHNsA o cucteme

2.1. O6wue cBeaeHUA U (PyHKLUN

Cuctema iRZ Link npefHa3sHaveHa Ans LEHTPaIM30BaHHOIO yrpasneHUs KoOHUrypaumsamm poytepos
iRZ 1 N0O3BONSAET KOHTPONMPOBATbL COCTOSIHNE CETEBOro 060pyA0BaHUA Y MHPPACTPYKTYPbI
npeanpuaTusA.

OCHOBHble OYHKLUN CUCTEMBI:

¢ KOHTPO/Ib COCTOSIHMSA rPyNMbl YCTPOMCTB MW KaXA0ro poytepa iRZ no-otaenbHocTu. Monb3oBatesnto
[0CTynHa crnegyowasn nHopmaums: CoCTOsHNE yCTPOoicTBa (B CETW/HE B CETU), BPEMS NOCNEAHETO
0TBETa, Bpems paboTsl, gaHHble 0 CPU, LAN, Loopback, mapwipyTtunsauum n ap.

» LleHTpannzoBaHHOEe 06HOB/IEHNE BCTPOEHHOIO MO OTAENbHLIX POYTEPOB WX FPYNM YCTPOACTB
O[HOW annapartHoli cepuun.

o OTnpaska poyTepam KoMaH/ Ha nepesarpysky 1 cOpoc HacTpoek. BCTPOEHHBbIH NnaHnpoBLLMK
No3BONSET 3aaTbh MHTEPBas BbINO/IHEHNS KOMAH[.

» CospgaHue npaBma QOPMUPOBaHMS PE3EPBHbIX KOMWIA YCTPOCTB U CUCTEMHbIX XYPHaU10B.

e YnpaB/fieHne KOHPUrypauusamm poyTepoB, NoAKMOUEHHbIX K CUCTEME.

Bce gelicTBuA B crucTeMe Npon3BOAATCS yaanEHHO yepes web-nHTepdelic n3 6paysepa. Cepsuc
JocTyneH no agpecy irzlink.irz.net. KnnexTtckas yactb yxe BcTpoeHa B MO poyTepos.
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Puc. 1. MpuHUMn opraHn3auumn cuctembl ynpaeneHusi poytepamu iRZ Link

Bnarogaps MofynbHOW apxuTekType hyHKLMOHaN cucTembl iRZ Link MOXET 6bITb afanTvpoBaH Nnog
KOHKpETHble BU3Hec-Lenu.


https://irzlink.irz.net/
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2.2. CuctemHble Tpe6oBaHuA

JocTyn K iRZ Link ocywiecTBnseTcs npy noMowm Be6-6paysepa Ha paboumnx mectax ¢ A4OCTYNOM B CETb
VIHTepHeT:

¢ [1K — c onepauuoHHoii cuctemoii Windows, Linux, MacOS u T.4.

¢ VIHTepHeT-6pay3ep — Opera, Firefox, Chrome, Safari u T.4. (kpome Internet Explorer)
2.3. Peructpauus B cucteme

3apeructpupoBarbca B cucteMe iRZ Link BO3MOXHO ABYMS cnocobamu:

L nepeﬁTVl Ha CTpaHuuy CaMOCTOSITENbHOA perncrtpaumnmn, 3ano/IHNTb NoJsiA Cor/laCHO noAackaskam u
0oXaaTtbCA NMNMCbMa C AO0CTyrnamMn B CUCTEMY.

e HanucaTb NCbMO B TEXHWUYECKYIO NOAAEPXKY Ha aApec support@irz.net. B nucbme HEOGX0ANMO
yKasaTb Ha3BaHMe KOMMaHuK ¢ ykazaHneM hopMbl CO6CTBEHHOCTU, MIHH komnaHun, ®1O
COTPYAHVKA 1 email, Ha KoTopsbIi ByAeT OTNpPaB/eHo OTBETHOE NUCbMO C JOCTyNamMu.

[Nsi cozgaHns 4oNoHUTENIbHOTO AoOMeHa [/151 Balleli opraHu3aumm 06paTuTech B TEXHUYECKYHO
noAAepXKy Ha nouTy support@irz.net.


mailto:support@irz.net
mailto:support@irz.net
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3. Ponn nonb3oBartesneu

B cucteme iRZ Link peann3oBaHo pasrpaHuyeHmne npas 4OCTyna K ynpas/ieHnio YCTPOCTBaMU.
MpefycmMoTpeHbl TpY PON: «aAMUHUCTPATOP», «KMOMOLLHUK», «OnepaTop».

YcTpoiicTBa 06beAMHANTCSA B BUPTYasTbHble rpynMbl. 151 KXo rpynmnbl MOXET ObiTb Ha3HaYeH OfuH
UM HECKO/bKO «afMUHUCTPATOPOB>.

ApMUHUCTpaTop

O6nagaeTt HeorpaHMYeHHbIMY NPaBaMy Ha BbIMOSIHEHNE BCEX AENCTBUI B CUCTEME, BK/IHOUAs:

e fo6aBfieHNe YyCTPONCTB;

e 3arpysky nporpammHoro obecneyeHus 478 NocneayoLwWwero passepTbiBaHuUs;

¢ BbIMO/IHEHNE KOMaH/ Ha YCTPOICTBAX;

¢ [pyNNMPOBKY YCTPOIWCTB MO Teram u/uam Mogensm 415 NoBbIeHUs y406CcTBa novcka 1 ynpasnieHus;
e HaACTPOWKY rpynn AocTyna K yCTponcTBam;

¢ [epesarpysky yCTPOWCTB;

¢ ynpasfieHve nosib30BaTensiMu B Npefenax CBOero AJoMeHa.

MomowHuK

VIMeeT BO3MOXXHOCTb BbINOMHATEL B CUCTEME Takue AeiCTBUS, Kak:
¢ OTMpaBka KoMaHg,

¢ 0OHOB/IEHME MPOLUMBKU,

e HaCTpoWKa KoHurypaumm,

e HaCTpolika CTaTyCHOI CTpaHuLpl,

¢ co3gaBaTb HOBble YBEAOM/IEHNS,

* WN3MEHATb Naposib N peaakTnpoBsaTb nosb3oBaTenieii TobKo Co crtarycom Oneparop.

Bce 3agaHus n3 meHto fleiicTBust TpebyoT NOATBEPXKAEHNS agMUHUCTPATOpPOM!

MOMOLLHMK HEe UMEET Npas:

e yaansaTb YCTPONCTBA,

¢ co3fgaBaTb Nosib3oBaTene,

e yaanaTb goainel,

e yaansiTb U U3MEHSTb Y€ CYLLECTBYIOLLME YBEAOM/EHMSI.

OnepaTtop

NmeeT egnHCTBEHHOE BO3MOXHOE AENCTBMNE B CUCTEME — HABMOAEHNE 3a COCTOAHNEM AOCTYMHbIX
YCTPOWCTB.

PasrpaHunyeHne npas gocTyna no3BonsieT 06e30nacuTb CeTb OT HECAHKLMOHNPOBAHHbIX M3MEHEHWI B
paboTe yCTpONCTB.
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060l nonb3oBaTesib MOXET YAa/IMTb CBOK YUYETHYHO 3amnch U3 CUCTEMBI.

3Ta BO3MOXHOCTb AOCTYNHA B pasgene «osib3oBatenbekne HacTpoikn» — «J/IMuHble AaHHble». [Ans

nepexoga B pasfen HaxXmMnTe Ha UKOHKY )



4. Web-nHrepdeic

4.1. Yctpouctea
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Ha Bkragke YcTpoWcTBa npeacraB/ieHa nHhopMauust 0 cTatyce NnogkMiUEHHbIX K CUCTEME YCTPOIACTB,
nx o6LLee KO/IMYeCTBO M KONIMHYECTBO YCTPOWMCTB, KOTOPbIE HAaXOAATCA Ha CBA3W B AAHHbIA MOMEHT.

B BepxHeli yacTu pasgena otobpaxaeTcs MHOpPMaLMa 0 NOAKIYEHHbIX YCTPOCTBAX B BUAE

WHPOPMAaLMOHHBIX G/10KOB.

00
HaxxmuTe Ha KHOMKy , 4YTOObI OTKPbITb CNMNCOK nepeKmoaneneVl OnAa ynpasneHna BsuamnmMmocTbo

6/10KOB Ha 3TOW CTpaHumLe.

OBLLEE COCTOAHUE MOLENb YCTPOWCTBA
17 21 710
@ critical A Warning RL21w
1340 38 288
@ Online @ Pending Lpyrue
BEPCUA MO CETb
952 384 1128
20.11 20.9 4G
78 63
20.11.1 3G
CUrHAN PE3EPBHAA KOMNMUA
821 575 89
OTNUYHBIN YAoBNeTBOPUTENbHbBIN 3aBeplLueHo
108 86
HopManbHbIn IMnoxom
CUCTEMHDIN XXYPHAN
57 7
3aBepLueHo Owwubka

Puc. 2. CtarycHasa cTpaHuua

295
RL 11W

85
R50-A2.WAN

399
3G

4
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Hannune noneli gaHHbIX 1 napaMeTpoB B Link Hanpsmyto 3aBMCKT OT BEPCMM NPOLUMBKY, YCTAHOB/IEHHOM Ha
KaXgoM poyTepe. HekoTopble No/si MOryT OTCYTCTBOBATb WM OTOBPaXaTbCs UHaYe A5 yCTPOICTB,
paboTatoLmx Ha Bepcusix npowmskm 20.X n irzOS.

OBLUEE COCTOAHUE — cocTosiHMe BCeX MOAK/HYEHHbIX POYTEPOB:

YcTpoiicTBo Aob6aBneHo B iRZ Link, HO eLle He BbIXOAW0 Ha CBA3b U He
Pending nepegasasio JaHHble B cUcTemy

YCTpPOICTBO aKTUBHO U perynspHo nepedaet AaHHble. MNprcBanBaeTcs, ecim

nocnegHee coobLleHNE OT YCTPOICTBA ObISIO MOTYYEHO B TEYEHUE

yCTaHOBNEHHOr0 BpeMeHu «online - warning» (pekomeHayeMoe MUHUMabHoe
Online Bpems 15 MuH)

OT ycTpoiicTBa AaBHO He 6bIN0 AaHHbIX, BEPOATHO, CBSA3b C HUM MNOTepsiHa.

MpucBanBaeTcs, ecnm YCTPONCTBO HE NPUCHIIAI0 COOBLLEHWI AoNbLUE

YCTaHOB/IEHHOrO BPEMEHU «warning — critical» (no ymonyaHuto 10080 MuH,
Critical pekoMeHayemoe MUHUMasIbHOe BpeMs 15 MUH).

YCTpOIiCTBO A@BHO He BbIXOAWMO Ha CBA3b, HO BPEMS OXUAaHWS eLle He

KpuTnyHO. MprceanBaeTcs, ecan nocnefHee coobLieHve 6bis1o NoMyYeHo B

NMPOMEXYTKE Mexy YCTaHOBMEHHbIMU 3HaUYeHUsaMM «online —warning» u
Warning «warning - critical»

Tpe6oBaHVsIMK BalLieil CUCTeMbI. STV NapameTpbl HAXOAATCS B pazaene AAMUHUCTPUPOBaHue —

BpemeHHble noporu «online - warning» n «warning — critical» MOXHO M3MeHUTb B COOTBETCTBUM C
HacTtpoliku.

CUIHAJT — ypoBeHb cuUrHasna CoToBOW CETU, OTOOPaXKaeT KOIMHYECTBO YCTPOMCTB 418 KaK40ro YPOBHS

curHana:
OTNUYHbIN Jlyyliee 13 BO3MOXHbIX 3HAUEHWIA cUrHana.
HopmanbHsbliii HopmasibHoe 3HaueHne curHana.
Y[0BNETBOPUTENbHBIV Y[0BneTsopuTenbHOE 3Ha4eHne curHana.
Mnoxoti XygLee 13 BO3MOXHbIX 3HaYEHWIA curHana.

CETb — TexHonorvsi nepefaymn JaHHbIX, 0TO6paaeT KofMUecTBO COTOBbIX MOAyNei Ans Kaxaoro
pexumMa ceTu:

2G ECTb yCTpOIiCTBO, KOTOpPOE 3aperncTpupoBasiock B 2G-CeTu.
3G ECTb yCTPOICTBO, KOTOPOE 3apernctpupoBasnocb B 3G-ceTu.
4G ECTb yCTpOIiCTBO, KOTOpOE 3aperncTpupoBasiock B 4G-ceTu.
[Opyras TexHonorus Iob6oe gpyroe 3Ha4eHWe, KOTOPOE OTNPAaBUIO YCTPOCTBO.
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MOJAE/Nb YCTPOMCTBA — Mogenu Bcex NOAKMIOYEHHbIX YCTPOICTB, OTOBPakaeT KoMM4ecTso
YCTPOWCTB ANS KaxXaolh Mogenu:

Hanpumep:
RL21W Ha3BaHvne mofenun, KOTopoe npucnano yCTponcTeo.

BEPCUA MO — Bepcus MO nogxItoUeHHbIX YCTPONCTB, 0TO6paxaeT KO/IMUeCcTBO YCTPOCTB AN
Kaxgow Bepcun MO:

Hanpumep: 20.8 Homep BeEpPCWU NPOLLUBKK, YCTAHOB/IEHHOI Ha poyTep.

PE3EPBHAS KOMUA — cTartyc hopM1MpoBaHns pe3epBHbIX KOMUI B HACTOSILLMIA MOMEHT, oTo6paxaeT
KO/INYeCTBO POYTEPOB C COOTBETCTBYHOLLUNM CTATYCOM:

completed VicnosnHeHo.

failed OwwmrbKa NCMOMHEHUS UM UCTEK CPOK UCTONHEHMSA.

CUCTEMHDbIW XXYPHAJT — cTaTyc (DOpMUPOBaHMSA XYPHA/IOB COBLITUI B HACTOSALLMIA MOMEHT,
0oTOGpaXKaeT KosIM4ecTBO POYTEPOB C COOTBETCTBYHOLLUM CTATYCOM:

completed VicnonHeHo.

failed OLwnbKa NCNOSTHEHUS NN UCTEK CPOK UCMOMHEHWS.

HaxaTtune Ha nose B 3Toi YacTu uHTepdeiica pabotaeT Kak dnasTp noucka. s noucka
onpeAeneHHoro yCcTpoicTBa Un rpynmbl MO HA3BaHUIO MOAENM MOXHO BOCMO/Ib30BaTLCS MNONCKOBO
CTPOKOIA.

VIKoHKa O3Ha4yaeT Hain4ne LLIVIdZ)pOBaHI/IFl nepegasaemMbiX AaHHbIX.

MkoHka '/ 03Ha4aeT, YTo YCTPOCTBY 3anpeLLeH A0CTyr.

B pasgene MOXHO OTC/IeXMBaATb COCTOSAHUSA YCTPOICTB. MIHGhopmaLmsa N0 COCTOSHUIO YCTPONCTB
06HOB/NSIETCSA B C/ly4yae 0GHOB/IEHUSA NHTEPAENCOB YCTPOMCTB UK C 3afaHHO YacToTol (3agaeTcs ¢
nomoulpblo web-nHTepcpeiica poyTtepa).

B HWXHeil yacTu pasgena oTobpaxaeTca MHdopMaLys 0 NOAKMUYEHHbIX YCTPOCTBaxX B BuAe Tab/uLbl.

Haxas Ha KHOMKY 000 «KOMOHKM» MOXHO C NOMOLLbIO Nepek/itoyaTeneii ynpasnsitb BUAMMOCTbIO
KOJIOHOK B 3TOI Tabnuue.
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Wpentudukatop  CocTosiHne Onucanue Tern Curnan CeTb Uptime 06HOBNEHO CobbITnsa
RDDE1000512 Critical RL21W UPS RL21W | [ Client HopmanbHblit 36 04 55Mm Tonbko 4To o 4 C 18

RDDE1005231 « Pending OkTA6pbCckas, MeTannypr R50-A2.WAn | [ NEW Y[0BNETBOPUTENbHDI 4G 14eHb 24 23:30 [ EDE( RE]

VPN 7) (86
RDDG1006082 Warning MeyeHrckas. MOHUTOPUHT Reserve R50-A4.WAn HopmanbHbiit 4G 2 pHAa Buepa o 1 21
RDDG1006144 Online Bappeiicknii npocnekT, 45 RL 21W Megafon OTNNUYHBIIA 4G 18 pHen 1 Hepensa 23 o b
RDDG1006367 Online MuoHepckas, 7 RL21LW HopmanbHblit 3G 22 pua 3 Hepenun 12

RDDG1006149 Online YaoBneTBopUTeNbHbIA 26 30 pHeit JasHo 6 o 17

Puc. 3. BHewHwiA Bug Tabnuupl yCTPORCTB

BbI6Op 04HOrO MM HECKOSIbKMX YCTPOWCTB B CMIMCKE aKTUBUPYET KHOMKM CNEAYIOLMX TPYMNMNOBbIX
onepauuii Hag, Tabnuueii:

¢ «[lelicTBMSA» — 3Ta KHOMKa NO3BOJISET 3a4aTb HOBOE AENCTBME /18 BCEX BblOPaHHbIX YCTPOICTB.
Mpun HaXaTuM Ha Hee cucTemMa nNepeBeaeT Bac B pasgen «[eincTeusa» aAns ganbHenwel HacTPOKN.

* «PefakTpoBaHne» — 3Ta KHOMKa npegHasHadYeHa A7 04HOBPeMeHHOro (MaccoBOro) M3MeHeHus!
napaMeTpoB Bbl6paHHbIX YCTPOACTB. C ee NMOMOLLbIO Bbl MOXETE OTPeAakTUpPOoBaTh KX OnucaHue,
TEer UM YCTAHOBUTL/CHATL B/I0KMPOBKY.

B cnyyae nonyyeHus yBefJOM/IEHNSI O COCTOSIHUM YCTPOCTBA — B KOJIOHKe «CO6bITVS» NOSIBMISETCS
COOTBETCTBYIOLLIAS MKOHKA.

HaxaB Ha kHoNKy — «CkayaTb» MOXHO ckayaTb haiin ¢ pacwmpeHnem CSV, B KOTOPOM cobpaHa
MHhopMaL s No BCEM YCTPONCTBaM B JOMEHE.

JononHnTensHo 3arpyxaetca nHdpopmanus B popmare JSON ¢ onmcaHMeM ycTpoiicTBa 1 ero
nHTepdencos. dPopmar daiinia CoBMECTUM C 6ONbLUMHCTBOM TabNn4HbIX pegaktopoB (Microsoft Excel,
LibreOffice Calc n gp.), 4To NO3BONSET UCNOML30BATbL €0 A/18 aHa/IM3a AaHHbIX.

m BbIrpy>eHHblii haiin npefHasHauyeH NCKTHUNTENBHO AN aHA/MTUKA U HEe NOAXOANT A1 MHOXECTBEHHOTo
[o6aBneHust yCTpPOCTB B cucTemy!

11
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4.1.1. Mpodhnnb ycTpoiicTBa

Mpun HaXaTUK Ha MOEHTUIMKATOP poyTepa 0TOGpaKaeTcsl MHGDOPMALIMSt O COCTOSIHUK YCTPOICTBA.

Bpems B none «O6HOBMEHO» — 3TO BpeMs, Korga cuctema iRZ Link nonyumna nHcopmanuio ot poytepa.

 Hukens, TBappeiickoii npocniekT, 45, kopnye 1a, 1 aTax,
B CMIEUAIBHOM MOMELLIEHiM AN CEPBEPHOTO OBOPYAOBAHMS

YBepomnenue o npowuske .
5 X MepeiiTh K 06HOBNEHMIO
62/ 125 62/ 125 TonbKo uTo RL21iw) (NEW) (Client) (VPN) (Gvardeyskaya 45) Nickel Bilwno Hogoe o6HoBnenue Bepoum: 20.11.2

CocTosHue CobbiT  [leiicTBMA  [lONONHWTENbHbIE METPUKM Muurn
State Module Mode Main/Backup SiM Operator P Band Signal
Mogem 1 Online MEIG SLM828 OCHOBHOW SiM1 MTS RUS MTS RUS 192.168.1.1/24 D LTE BAND 3 -51
864303050119950 89701012417859028879 250011787700016 0.0B/342.0B 4d 14h 04m -10 77 -104 8 -24
Mogem 2 Online MEIG SLM828 6@ pe3epBHblit SIM 1 MTS RUS MTS RUS 192.168.1.1/24 D LTEBAND 3 -51
864303050119950 89701012417859028879 250011787700016 0.0B/342.0B 4d 14h 04m -20
Mogem 3 offline MEIG SLM829 @ pesepaHblit - - - - -
Mogem 4 - - - - - - - - -

Puc. 4. BHewwHWin BUA, okHa Npodonns ycTpoicTea

B pasgene cogepxutcsa nHgopmaumns:

e HasBaHve MoAenu poytepa;

¢ annapartHas nnatgpopma poyTepa;

¢ Bepcusi ycTaHOB/IEHHOM npowmBky (Firmware);
¢ hostname poyTtepa;

e Teru, 3afjaHHble 415 YyCTPOICTBa,;

e COCTOSIHME LieHTpanbHOoro npoueccopa (CPU);

¢ uHTepgelickl (Interface, Network) n mapuwpyTtusaum (Routes) — BK/IHOHAOT CBEAEHMS O cTaTyce
COeOMHEeHNIA, CeTeBbIX NapaMeTpax U AaHHble MapLUpPYTU3aLnK;

* 3aHATLIN 1 06LLMIT 06beM BHYTpeHHeli flash-namsaTu (Flash);

* LCNOMb3yeMbIi 1 06LLMIA 06BbEM onepaTuBHON NamsaTtn (RAM).

Ha KaXgoM poyTepe. HekoTopble Mosisi MOryT OTCYTCTBOBATb U/IM 0TOGPaXaTbCsl MHaue [/1s1 YCTPOCTB,

n Hanunune nonei faHHbIX 1 napameTpoB B iRZ Link Hanpsimyto 3aBMCUT OT BEPCUM NPOLUMBKM, YCTAHOB/IEHHO
paboTatoLmx Ha Bepcusix npowmnskm 20.X n irzOS.

12
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WAN

MapameTpbl NOAKNIOYEHUA MOAeMa:

e TeKylWii cTaTyc NOAKIYEHUS MOAEMA;

* pO/Sib MOAEMA B CUCTEME;

¢ TEXHOJIOTUNS COTOBOW CETU, UCTONb3yeMas B AaHHbIi MOMEHT;

e HOMep akTuBHOro SIM-cnora;

¢ Has3BaHWe oneparopa COTOBOW CBA3W, K CETWM KOTOPOro NOAK/OYEH MOAEM;

¢ |P-agpec, KOTOpbI onepartop CBA3W NPUCBOWU/ YCTPOACTBY A/151 BbIXOA4A B MHTEPHET.
WHbopmaums 06 o6opynoBaHn U curHane:

e MOJeNb 1 Bepcust BCTPOEHHOIO MOAEMHOro MOy,

* YacTOTHbI AnanasoH (63HA), B KOTOPOM paboTaeT MOAEM;

¢ YpOBeHb cuUrHana coToBoi ceTn. OBbIYHO OTOBpaXKaeTCs B BMAE LUKaslbl, MPOLEHTOB UM 3HAYEHWS B
Abwm (dBm);

*  YHUKa/IbHbI MeXAyHapoAHbI naeHTudukaTop Mogema (camoro 060py40BaHns);

¢ VHUKa/IbHbIV CEpUiiHbIA Homep SIM-kapTbl;

* YHUKaNbHbIA MEXAYHapPOoAHbI nageHTudmkaTop aboHeHTa, NpuBa3aHHbIii K SIM-kapTe.
CratucTtuka pabortbl:

e 00beM NpuHATLIX (RX) U nepegaHHbIx (TX) AaHHbIX Yepe3 MOAEM 3a TEKYLLY CECCUIO;
e Bpemsl, Npoluejllee C MOMEHTa Noc/iefHero yCnewHoro noAKIrYeHnss Mmogema K ceTu.

Interface

WHbopmaums 0 HaCTPOEHHbBIX CeTeBbIX NHTepdeicax:

* VMeHa nHTepdoeiicoB cepBucos (Hanpumep: lan, loopback, wan);
e cTaTyc uHTepcpeiica;

e TVN NOAK/OUEHUS;

* |P-agpec nHTepdeiica.

Routes

VHdopmauus o mapLupyTax, KOTopble UCMOSb3YeT poyTep:

e CTaTyc MapLipyTa;

e ajipec ceTu HaszHauyeHusa unu IP-agpec xocTa,;

e CeTeBOW MHTepdelic, Yepes KOTOPbIA OCYLLECTBASETCA MapLUpyTM3aLus;
¢ |P-agpec wnio3a cnegytoLwero nepexoana,;

e npuopuTeT (METPUKA) MapLUpyTa;

e uaeHTUdukaTop Tabnuubl MapLLpyTU3auum;

¢ |P-afpec NCTOUYHMKa MapLLpyTU3aLu.
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CnncoK NHTEP(ENCcoB 3aBUCUT OT BK/IIOUEHHbBIX WU OTK/TIOUEHHbIX CEPBUCOB HA poyTepe, NO3TOMY passen

TaKke MOXET cogepxaTtb APYryH0 AOMNONHUTENbHYH MHopMaLmio (6/10KM onMcaHns Apyrmx MHTepgelicos,
TOHHenen n 1.4.).

Takxe B pazfesne AoCTYNHO peAaKkTpoBaHne BbIGPaHHOIo YCTPOCTBA 1 3aaH1e HOBOTO fAelicTBUS Anis
Hero.

4.1.2. MNouck u hunbTpbl B pasgene YCTpoucTea

B pasgene YcrpoiicTBa B Tabnvue Nonb3oBaTeso AOCTYNHbI COPTMPOBKA MO NH060MY 13 CTONOLOB 1
ynpae/fieHne oTobpaxkeHnem AaHHbIX:

CopTupoBKa: YTo6bl OTCOPTMPOBAThb CMMCOK, HAXKMWUTE Ha 3aro/IoBOK /1l060ro cTonbua. BeiGpaHHble
CTONGLBI NOMEeYaloTca Ldpamm, ykasbisatoLyMy NPUOPUTET COPTUPOBKN.

BbIcTpbIi nouck: YTo6bl HaWTV YCTPOCTBO BBEAMTE TEKCT B Mosie nomcka. Mounck BbINoMHAEeTCsA No
coBnaZieHnsam B ctonbuax «aeHtudpmkarop», «Mogenb», «Onucanue», «Tern» n «iccid».

o ®OuALTPLI: VicnonbayiiTe BbinaaatoLime CnMcki U naHesb OUILTPOB, YTO6bI 0TOGPATL 3anncy Nno
HYXXHbIM Teram Wav Tunam cobbITuiA.

MOXHO KOMBMHMPOBATb BCE 3TW MHCTPYMEHTbI. Hanpumep, HaiiTh Bce ycTpoiicTBa ¢ TeroMm «Cknaa», B
OnNMCaHNK KOTOPbIX €CTh C/I0BO «TEPMIUHAST», U OTCOPTUPOBATL UX MO AaTe MNOC/eAHEro cobbITUS.

CUTHAN PE3EPBHAS KOMUSA CUCTEMHbIN XXYPHAN
821 575 89 4 57 7
OTNUYHBIR YA0BNEeTBOPUTENbHbI 3aBeplueHo Owwnbka 3aBeplueHo Owwubka
108 86

HopmanbHbliii Mnoxoit
Tarn CobbiTns 000 Konowku 4 Ckauatb
OtdunsTpoBaHo no: | Cratyc = Warming (%) | Pending (X)) (Tern | NEW (%) | Client (X)) | Curwan = Mnoxoit (X)) | PesepeHas konus = Ouwmbka (X)) Ounctuh

Wpentudukarop CocTosiHue Onucanue Tern Curnan CeTb Uptime 06HoBNEHO CobbiTus

RDDE1000512 Critical RL21W UPS RL21W HopmanbHbiit 36 04 55m Tonbkouro @ 4 )8
RDDE1005231 Wding) OKTAGpbCKan, Metannypr R50-A2.WAn | ( NEW YA0BRETEOPUTENbHII 46 1peHb2u  23:30 [ RBE( RE
VPN 7 Qe

RDDG1006082 ( Warning ) Meyenrckasi. MOHUTOPUHT Reserve ' | R50-A4.WAn HopmanbHblit 46 2 pHst Buepa ° 1 21

Puc. 5. Mpumep cmnnsTpaumum no napamerpam

PuUNLTPLI BAIMAIOT HA 0T06pa)KeHVIe OaHHbIX TO/IbKO BHYTPU pa3aesioB, B KOTOPbIX OHU NPUMEHEHbI.
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4.1.3. HacTpoiiku ycTpoucTBa

Mepexop B HACTPOIKM ONpPeaeneHHOro YCTPOWCTBA OCYLLECTB/ISETCA C NMOMOLLbH0 UKOHKU —

HacTtpoliku ycTpolicTBa
RDDG1006762 RL21w

QA dep

Terw ycTpoicTsa

public test

LocTynHble Teru
public irzos | [ client )( vpn | ( ups | [ no-access
uprs RL21L )i test R24 || modbus

3anpeTuTb JocTyn

Puc. 6. BHELHWIT BUA, OKHA HACTPOIiKM yCTpolicTBa

OnucaHue BKNagok B OkHe «HacTpoliku yCTpoiicTBa» NpeacTaB/ieHo B TabnuLe HUXe.

Tabnuua 1. Nonsa B okHe HacTpolikn ycTpoiicTea

Monsa OnucaHue

NaoeHTudpmkarop CepuiiHblin HOMep ycTpoicTBa
Mogenb Ha3BaHue mogenu ycTpoicrea
OnucaHune KommeHTapuii ans ycTpoiictea
Kntou AES256 256-6UTHbIIA KoY

MeTkn ana 6bICTPOi COPTUPOBKM M Momucka. Teru

[O/MKHBI coAepxatb oT 3 0 25 CUMBO/IOB.

JonyckaeTcs ncnonb3osaHne 6yks (NaTvHULILI U
Tern KMpUNANLbI), LMdpP UNn 3HaKoB: _, -.

3anpetuTb AOCTYN BbIGPAHHBLIM YCTPOCTBAM MOXHO C MOMOLLBI0 YekGOKca «3anpeTuTs 4ocTyn». Mpu
6/10KMPOBKe YCTPOIicTBa ero cocTosiHne MmeHsetcsa Ha Critical uepes Bpems «warning - critical»
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yCTaHOB/IEHHOE B pa3gerne AgMuHUcTpupoBaHue — HacTpoiiku. 3a610kupoBaHHOE YCTPONCTBO

nomevaetcs B Tabnmue NKOHKOA
Mocne 3anosiHeHUs Noneli HeobxoaMMo HaxaTb CoXpaHUTb.

Onsi yaaneHns ycTpoiicTBa HE06X0AMMO HaXKaTb Ha KHOMKY «YAaIUTb», [OXAATLCS, KOrAa KHOMKa
«YaanuTb» CTAHET KPaCHOTO LiBETA, U HAaXaTb elle pas. Mpu yaaneHum ycTpoiicTBO NCKoUaeTcst 13
CUCTEMBI 1 HE MOXET Aasiee 06MEHNBATLCS AaHHBIMMW C NMPOrpaMMOoii.

4.1.4. PepakTupoBaHue HECKO/IbKUX YCTPOACTB

YTo6bl OTpeaakTMpoBaTh NapaMeTpbl cpasy HECKONbKMX YCTPOICTB, CHavana BblAennTe Ux B CrnCKe C
NMOMOLLbI 4eKOOKCOB. Kak ToMbKO Bbl BbibepeTe X0Ts 6bl OAHO YCTPOICTBO, HaA Tabnuuein nosasmTcs

u
KHOMKa . HaxxmuTe Ha Hee, 4TOGbI NepeiiTh K oopMe peaakTpPoBaHUs.

PepakTupoBaHue HECKONIbKUX YCTPOUCTB

LOOCTYMHbIE TEMM
vpn client irzos demo public eol-device vpn-net vpn-gw

no-access ups new--build modbus

O6wme Tern Ynanute y BCex

3anpeTuTb focTyn

—_——
CoxpaHuTb Yaanuts
\ J

YcTpoiicTea (BCero: 2) OnucaHue Tern
RDDG1021081 RR2Z iRZOS RL21w irzos
RJAAT000001 demo.radiofid.ru public demo eol-device

Puc. 7. BHewwHWIi BUA, OKHa pefaKTMPOBaHUS HECKOIbKMX YCTPONCTB
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Ta6nuua 2. MNonsi B okHe «PefaKkTpoBaHe HECKOMbKUX YCTPOCTB»

Mons OnucaHue

Mone gns KOMMeHTapus, oberyatoLLero
naeHTUdMKaLmMIo yCTpolicTBa (Hanpumep,
OnvcaHuve pacnonoxeHune ycTpomncTea)

Mone Ans HasHayeHWs Teros, KOTOpble

NCNosb3yTCa A5 6bICTPON dnnbTpaLum n

rpynnupoBkun. Tern Ao/mkHbI cogepxarb oT 3 40

25 cumBonoB. [lonyckaeTcs UCNoNb30BaHne 6yks

(naTmMHUUB! 1 KMPUAAULEI), LMAdP NN 3HAKOB: _,
Tern -

CepuiiHble HOMepa BblGpaHHbIX YCTPONCTB U UX
YcTpoiicTea KONM4ecTBo

3anpetutb AOCTYN BbIGPAHHbLIM YCTPOCTBAM MOXHO C MOMOLLBIO Yek6okca «3anpeTuTb AoCTyn». Mpu
6/10KMPOBKe YCTPOIicTBa ero coctosHne MeHsetca Ha Critical uepes Bpems «warning — critical»
yCTaHOB/MEHHOE B pasgene AAMUHMCTpupoBaHne — Hactpoiiku. 3a610kMpoBaHHOE YCTPOCTBO

rnomeyaeTcs B Tab/muUe NKOHKOW

Mpun peaakTMpPoBaHUM HECKO/BKUX YCTPOWCTB OfHOBPEMEHHO — YeKGOKC «3anpeTuTb 4OCTYMN» BCeraa no
YMOUYaHWIO MyCTONA.

Mocne 3anofiHeHus nonei HGO6X0,EI,VIMO HaxxaTb COXpaHUTb.

[ns1 yaaneHust yCTPoincTB HEO6X0AMMO HaXKaTb HA KHOMKY «YAaNUTb», [OXAATLCS, KOraa KHoMKa
«YanuTb» CTaHeT KpacHOro LBETa, U HaxaTb ellle pa3. Mpu yaaneHun yecTpoiicTBa UCKouaoTes 13
CUCTEMbI 1 He MOTyT Aasiee 06MeHNBaTLCA AaHHbIMU C MPOrPaMMOiA.

4.1.5. loGaBneHne HOBOIO yCTpPoOIiCTBa

[o6aBneHne HOBOMo YCTPOICTBA AOCTYNHO TOMLKO NO/b30BaTENAM C POJbI0 AAMUHUCTPATOP.
[nsi [o06aBNeHNs HOBOTO YCTPOCTBA HEOGXOAMMO B BepXHeli yacTu pasaena YCcTpoiicTBa HaxaTtb Ha

+ [o6aBuTb ycTPOWUCTBO
VKOHKY
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HoBoe ycTpoicTBo(-a)

OpuHapHoe aofaBneHue MuoecTEEHHOe AofaBneHune

Puc. 8. BHeluHWIT BUA, OkHa [,06aB/1eHNs HOBOTO YCTPOMNCTBa

OpavHapHoe goGaBneHue

[Ansi fo6aeneHns yCTPoicTB No OAHOMY B NOSIBUBLLEMCS OKHE HEO6XOAMMO 3amno/IHUTL crieaytolme
nonsi:

¢ VageHTndmkaTop — cepuiiHblii HOMep YCTpoiicTBa (MOXHO HaliTU Ha 06paTHOl CTOPOHE YCTPOICTBA).
O6s3arenbHblil napameTp.

o OnucaHne — nosicHUTebHas MHdopMauusa aast AEHTUVKALMK yCTPoCTBa. Heobsi3aTe bHbIl
napameTp.

o Knioy AES256 — 256-6UTHBIIA K/toY.

¢ Tern — Tern gns 6bICTPOro NOUCKa AaHHOTO YCTPOCTBA OTAENbHO MW B rpynne. Tern A0/MKHbI
cofepxartb OT 3 40 25 cuMBO/0B. [lonyckaeTcs NCnosib3oBaHve BykB (NaTUHULbI U KUPUAAWLbI),
umdp MNm 3HaKkoB: _, -. HeobsA3artenbHbIl napameTp.

Mocne 3anonHeHWs nonel Heo6xoAMMO HaxaTb [lo6aBUTh.

MHoXecTBeHHOe Ao6aBneHne

B cucteme npenycMOTPeHO MHOXECTBEHHOE A06aB/ieHNe YCTPOCTB C MOMOLLLIO dhainia co CMCKOM
naeHTudmkaTopos. dopmart halina gomkeH 6biTb CSV, ¢ kognposkoii UTF-8. BO3MOXHbI criegytoLume
nonga: IDENT, TAGS;DESCR.

Tabnuua 3. OnucaHve nonei daina gns MHOXeCTBEHHOIO f06aBeHNs YCTPOCTB

Mons OnucaHue

IDENT VaeHTudmkaTop yCTPONCTBA, ero CEpUiiHbIn HOMep
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Tabnuuya 3. OnucaHue nonei haiina o1sa MHOXECTBEHHOIO A06aB/1eHNs YCTPOICTB

Cnucok Teros Yepes 3anAtyto. Tern Ao/MKHbI cogepxartb oT 3 4o 25
CMMBO/I0B. [lonyckaeTcs Ucnosb3oBaHne OykB (NaTtuHULLbI 1

KAPUNNULBI), LMdp UK 3HaKoB: _, -. [po6enbl BHYTPW TEroB He
TAGS Jonyckatotcs (npy umnopTe npobenb! 6yayT yaaneHbl asToMaTUYeCKm)
DESCR OnucaHune ycTpoiicTea. [lonyckaeTcsa Ucnosib3oBaHNe KUpUAAnLbI

Mpumep cogepxmmoro dpaiina nmnopra(.csv)

RFAB1000157; zone51, msk; TecTupoBaHue R4
RFGG1000107; ;

RAGH1000100; ; TecTUpoBaHue R2
RAGH1000100

Mocne 3arpy3ku dhalina HeobxoAMMO HaxaTb Ha J,o6aBUTb U3 haina.
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4.1.6. MoakntoueHne poyrtepa K iRZ Link uepe3 HacTpoiiku Ha caMoMm poyTepe

MoakntoveHne Ha poyTepax co BCTPoeHHbIM MO irzOS

HacTtpolika npoucxoaut B pasgene Service/Link Client n BkntovaeT B cebsi ykasaHue agpeca Cepsepa, K
KoTopoMmy ByaeT nogknodarscs poytep. PaboTocnocobHOCTbL COeANHEHUS NOALAEPKUBAETCS C MOMOLLBH
nepuognyeckux Keepalive-coo6LLEHWI, a areHT perynspHo OTNpaB/seT Ha CePBEP MOJHYHO
MH)OpMaLIMI0 O CBOEM COCTOSIHMM B COOTBETCTBUM C MHTEPBaUIOM Force Update.

Becb 06MEH AaHHbIMU 3alLMLIAETCS C MOMOLLIO YKa3aHHOTO K/1roua wugbposaHus ans obecnedeHust
Lie/IOCTHOCTM M KOH(DUAEHUMANBHOCTU MHhopMaLIMU.

Tabnuua 4. Nonsa gna HacTpoikn pasgena Link client

Mone HacTpoiiku OnucaHue
Disabled BkntoueHne/oTkoueHne

Appec cepsepa iRZ Link (irzlink.irz.net). OnNuMoHasIbHO MOXHO
Server ykazaTb 1 UDP-nopt gns coegmHenuns (no ymonyanuo 11000)

Force Update NHTepBan 06HOBMNEHMSI MHADOPMALIMK O POyTePE Ha cepBepe

ViHTepBan BpemeHu, Yepes KOTOpbI poyTep byaeT OTnpaBsTh
Keepalive MH)OpMaLnio Ha cepBep, YTO OH Ha CBA3U

Encryption Key SHA256-kntoy WwndppoBaHna 415 3alMLLEHHOT0 cCoeNHeHNs

MoakntoueHne Ha poyTepax co BCTpoeHHbIM MO Bepcuii 20.X

Paspnen poytepa iRZ Link Client Ha Bknagke Tools npegHasHaueH Ansi HACTPONKM NOAK/HOUYEHUS
poyTepa k cucteme ynpasneHus iRZ Link.

Enable iRZ Link client

Server Port
irzlink irz.net 11000

Force Update Information (sec.) Keepalive Interval (sec.)
600 60

[J Use Encryption

Puc. 9. Bknagka Tools, pasgen iRZ Link Client

OTmeTKa B cTpoke Enable no3sonseT BkioyaTb AN OTKNHOYATL AAHHYHO OCHACTKY.
Mone Server Heo6GXx0AMMO A1 YKa3aHUA agpeca Uiy JoMeHHOro umeHu cepsepa Link (irzlink.irz.net).

B none Port ykasbiBaeTcs NopT Uepes KoTopblii paboTaeT cepBep JaHHOMo cepsuca.
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B none Force Update Information (sec.) ykasbiBaeTcs Bpemsi, yepes KoTopoe 6yaet o6HOBNEHA
MHhopMaL sl 0 poyTepe Ha cepBepe.

B none Keepalive Interval (sec.) — Bpems, yepes KOTopoe poyTep GyaeT oTnpaBasTb MHGIOPMaLUI0 Ha
cepBep, YTO OH Ha CBS3W.

MocTaBuB rasioyky B none Use Encryption, MOXHO 3alumMdpoBaTh JaHHble NepefaBaemble, MeXay
poyTepom n cepBepoMm. [1a aToro Heobxoammo B nosne Cipher Key (AES256) ykasaTb K/tod
LUMCppOBaHUSI, CreHePUPOBaHHbIi No anroputmy AES 256. Kntou windpoBaHms ykasbiBaeTcs B HEX
thopmare.

[N coxpaHeHWs BbINOMHEHHBIX HACTPOEK UCMO/b3YiiTe KHOMKY Save. Mpu nepexoge Ha Apyrue cTpaHuubl
pas3fenoB BCe BbIMNOMIHEHHbIE, HO HE COXPaHEeHHble HAaCTPOMKM ByayT COpOLLEHbI!
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4.2. CoobiTUA

Mpu nepexoae Bo BkNaaky CoGbITUA 0TOOpaxarTCs npeaynpexaeHus, chopMnpoBaHHbie B
3aBMCMMOCTU OT MOAK/IIOUEHHBIX K POYTEPY CEPBUCOB, AATYMKOB U APYrMX YCTPOWCTB. Cuctema
3anncbiBaeT KOHTPO/IbHYO MHhopMaLMio 0 BpEMEHW NOJTYHYEHMS NpeaynpexaeHust u o
nosib3oBaTesie,06paboTaBLLEM €rO0.

CobbITuA pasgeneHsl Ha fBa pasgena: HoBble — 3T0 HOBblE COObLITUS, TPEOYIOLWME BHUMAHNS CO
CTOPOHbI Nosb3oBarens; Bce co6bITUA — 3T0 BCe COObITUSA, MPoM30oLLELLINe C NOAKIOYEHHBIMU
ycTpoiicTBamMm.

Beero: 43

Wunumnatop Twun CoobuieHune Bpems MpouutaHo JDeicteua
(2) RDDE1000512 o Ownbka error automatic synchronization time with NTP server 2025-05-10 11:42:55 He npouutaHo
(7) RDDE1005231 A\ Npeaynpexaenve  Default route has been changed 2025-05-09 12:56:15 - 15:09:53 He npouutaHo (7)
RDDG1006082 o Undopmauus PORT1 link down 2025-05-05 11:43:12 - 14:48:47 He npouutato (7)
(5) RDDG1006144 o UHbopmauus PORT3 link up (100Mbps/full duplex) 2025-05-01 10:16:34 - 15:07:01 He npouutaro (7)
(9) RDDG1006367 o UHbopmauus Default route has been changed 2025-04-29 12:56:15 - 14:03:38 He npouuntaHo (7)

CTpok Ha cTpanuue: 10 1-10 u3 35 12 3 4

Puc. 10. BHELWHWii BUA, OKHa C COBbITUSMU

OTMETUTb CO6bITME KaK MPOYNTAHHOE MOXHO, HaXKaB Ha B cToN6Ue «[eiicTBre». [Ans yaaneHus

[ABaXbl HOKMUTE Ha

OfHOTUNHbIE COBLITUS A151 KOHKPETHBIX YCTPOWCTB CBOpaUMBalOTCS B 6/10KM, YTOObI Pa3BepHyTb CUCOK
HaxkMuTe Ha V psigoM C YCTPOMCTBOM.

HaxaB Ha KHOMKY = , MOXHO cKa4yaTb oaiin, BKIYaoLWwmii B cebsi MHpopMaumio 0 CobbITUAX OT
YCTPOWCTB, Nonb3oBareneii nnm cuctemsl. dopmar cpaiina 6yaet COBMECTUM C GONbLUMHCTBOM
TabnmuHbix pegaktopos (Microsoft Excel, LibreOffice Calc u gp.), 4TO N03BOMSIET NCNONBL30BATh €ro 415
aHann3a fgaHHbIX.

Ka)K,CI,bII‘/’I TMN COBbLITUS OTMEYEH COOTBETCTBYIOLLUM 3HAKOM. BO3MOXHbIE BapuaHThl COb6bITWIA npmeegeHbl
Ha PUCYHKE HWXeE.

WuuymaTop Tun CoobLeHne
(2) RODE1000512 o e 3$:-i|;2§:;s:ﬁ/|amqecmﬁ CUHXPOHU3aLWUN BPEMEHHU C
(2) RDDE1005231 A MpepynpexaeHue MapLupyT rno yMonyaHuo U3MeHuca
RDDE1005231 A MpepynpexxaeHue MapLupyT rno yMonyaHuo n3meHusncs
RDDE1005231 A Npeaynpexpenve MapLupyT Nno yMon4aHuio N3MeHuCs
RDDG1006082 0 NHdopmaums PORT1 nnHK oTk/toYeH ("port1 link down")

Puc. 11. Mpumepbl TUNOB COBbITUIA
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4.2.1. MNouck n hnnbtpbl B pasgene CoobiTusA

B pasgene Co6bITUA AOCTYNHbI ABa TMNa NOUCKa: NOUCK TOYHOTO COBNaZEeHNs 1 MOUCK No hunsTpam.
Mounck no chunsTpam paboTtaet no noruke <. Mpu ykazaHUM HECKOSIbKUX TEFOB 0TOGpaXKatoTCs BCe
3anucu, cogepxallye xoTs 6bl 0AMH U3 yKasaHHbIX TeroB. CTpoka «OT(nALTPOBaHO No» NokasbliBaeT
MCNonb3yemble KtoyeBble C/10Ba. NMonck AocTyneH Ans ctonbuos «MHuuymatop» n «CoobLueHve». Ons
cTtonbua «lMpoynTaHo» NOUCK BbINO/THAETCA TO/ILKO NO NOMb30BaTEN0, OTMETUBLLEMY COObITME Kak
npoynTaHHoe.

KpoMme Toro, nMpu HaxkaTn Ha KOHKPETHoe 3HaueHne B cTonbue «/Huupuatop» unn «Tun» Tabnuua byget
OT(PUNLTPOBAHA MO 3TOMY 3HAUEHMI0. [onyckaeTcs ogHOBpeMeHHast (oubTpaums no o6oMm ctonbuam.

A C NMOMOLLbIO KHOTKU MOXHO OT(OUNLTPOBATh Tab/nLy No BPEMEHHOMY UHTepBarly.

Mouck n CbVI}'Ipr MOXHO 1Cnosib3oBaTb OAHOBPEMEHHO.

®UNLTPbI BAUSIKOT HA OTOGPAXEHNE faHHbIX TO/IbKO BHYTPU Pa3fesioB, B KOTOPbIX OHW MPUMEHEHbI.
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4.3. fencTBunA

4.3.1. Paspen [eiicTBua

Co3sfaHue HOBbIX AeCTBNIA NPONCXoanT B pasaesnie YCTPOWCTBA Noc/ie BbiGopa OfHOT0 UM HECKOMBKIX 13
HUX.

B pasgene [lelicTBUA XpaHUTCSA UCTOPUSI BCEX ONepaLmii, BbINOMHEHHbIX Ha ycTpoiicTeax. Cioga
OTHOCATCS Kak M3MEHEHUs1 KOH(UIypaumm, Tak U CepBUCHbIE KOMaHAbI, HANPUMep, Co3a4aHne pPe3epBHbIX
KOMUiA NNK NOJTyYEHNE CUCTEMHBIX XYPHAII0B.

HaxaB Ha KHOMKYy = , MOXHO ckauaTb doaiisi, BKovalLwuii B cebs MHopMaLmio 0 COBEPLLEHHbIX
[JeNcTBUSX B TO MW MHOE BPEMS HaZ, O4HVMM UK rPpynnoi ycTpoiicTe. ®opmar dhaiina 6yLeT CoBMECTUM
¢ 60nbLWMHCTBOM TabmyHbIX pegakTopos (Microsoft Excel, LibreOffice Calc n gp.), 4To no3sonser
MCMoMb30BaTh €ro A1 aHa/IM3a AaHHbIX.

4 Ckavatb
OTdunbTpoBaHo no: Bce faHHble
Bcero: 163

[JeiictBue Cratyc MoaTBepXxaeHo AsTop CospaHo

Monb3oBaTenbckas KoMaHaa Owméka (1) petrovsky Petrovsky 2025-05-10 11:42:55

MospaaTb pesepBHyto KOnuio OTmeHeHO aliev Aliev 2025-05-09 12:56:15

3arpyauTb dhainn Owmwbka (1) ivanov Aliev 2025-05-08 12:54:14

CkayaTb CUCTEMHbIV XypHan 3aBepLueHo derzhko Petrovsky 2025-05-08 10:36:15

Mepesarpyska 3aBepLueHo ivanov Petrovsky 2025-05-07 14:22:23

CTpoK Ha cTpaHuue: 10 161-170 13 10 16 17 18
Puc. 12. BHeLWHWIA BUA, OKHa AeACTBUIA
Tabnuua 5. Mona pasgena AeiicTBus
Monsa OnucaHune
[eiicTtBre Tun gelicTBuiA B COOTBETCTBUM C pa3aenom Hosoe aelicTBue
Craryc CraTyc KOMaHAbl B AaHHbIi MOMEHT
Mmsa nonb3osartens, nogresepguBLLETro BbINO/IHEHNE ,Cl,eVICTBVIFI. Ecnn

MoaTBepXAeHO [OelicTBMeE SIBNSIETCA peraMeHTHbIM, TO B Nose ByAeT ykasaHo «Cuctema»

ms nonb3oBaTtens, MHMLMUPOBaBLUEro faelicTeue. Ecnu geiicteue
ABTOpP SIBNISIETCS PErNiaMeHTHbIM, TO B nosie GyAeT ykaszaHo «Cuctema»

CosgaHo Jata v Bpems 106aBeHNs KOMaH/bl B ouepe/b Ha UCMoHEHNe
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4.3.2. Mounck n hunbTpbl B pasgene fencreusa
B pasgenax AeiicTBusa B Tabnmuax nonb3oBaTento 4OCTYNHbI COPTMPOBKA No Nt060My 13 CTOMOLOB U
yrnpaBneHne 0TobpakeHneM AaHHbIX:

¢ CopTtupoBka: UTob6bl OTCOPTUPOBATL CMNCOK, HAXXMUTE Ha 3aro/1I0BOK NH060ro ctosnbua. BeibpaHHble
cToN6LUbI NTOMeYaloTesa undpamu, ykasbliBaloLWMMy NPUOPUTET COPTUPOBKU.

e BbICTpbIN Nouck: YTo6bl HATK YCTPOIMCTBO BBEAMTE TEKCT B Nosie noucka. Mouck BbINO/IHAETCS no
coBMaZeHnsM B ctonbuax «[encteme», «MoaTBepXaeHO», «ABTOP».

C NoMoLLbo KHOMKK MOXHO OTCPMILTPOBATL Tab/MLLYy MO BPEMEHHOMY UHTEPBaUTY, @ MO KHOTKe
MOXHO OT(OM/ILTPOBATL PeryfsipHble AeicTBuUS.

Kpome Toro, npy HaxaTum Ha KOHKPETHOEe 3HaYeHne B cTonbue «Crartyc», «oaTBEPXAEHO» NN
«ABTOp» Tabnuua byneT oTdusTpoOBaHa NO 3TOMY 3HAYeHMI0. [JonyckaeTcs OfHOBPEMEHHAs
hunnsTpauma no Tpém ctonbuam.

MOXHO KOMBMHUPOBATL BCE 3TU MHCTPYMEHTbI.

PuUNLTPLI BAIMAIOT HA 0T06pa)KeHVIe OaHHbIX TOJ/IbKO BHYTPU pa3aesioB, B KOTOPbIX OHU NPUMEHEHbI.

4.3.3. PegakTpoBaHue geiicTeus

[Nsi coBepLUEHNsI onepauuii ¢ AeiicTBreM HeO6X0AMMO KNVKHYTb MbILLIKOI N0 KOHKPETHOMY AECTBUIO.
B okHe «/[lelicTBMe» NpeayCcMOTpeHbl Takme YHKLMK, Kak:

 [oBTOPUTbL — NO3BOSISIET 106ABUTL JaHHOE AeiCTBMNEe B oUepeb Ha UCMOSIHEHME elLé pas.

e YpanuTb — AN yaaneHust AelicTBMA HEOOXOANUMO HaXaTb Ha KHOMKY «YAanuTb», A0XAATLCS, Koraa
KHOMKa «YAanunTb» CTaHET KPacHOro LBETA, U HaXaTb eLle pas.

* Opo6puTh AelicTBME — MO3BO/ISIET 0406PUTL AeCTBIUE MHULMUPOBAHHOE NO/L30BATENIEM C POSILIO
MOMOLLHKK,YTOGbLI NOATBEPANTL AENCTBUE HAXXMUTE KHOMKY «Of06pUTh>.

Tabnuua 6. Monsa B okHe OelicTBUE

Monga OonucaHue

KaTeropus BbIMO/THEHHOW KOMaHAbl B COOTBETCTBUN C Ta6I'IVIL|,el7I OnuncaHune

Tun [OOCTYMHbIX AeNCTBUIA

ABTOp VIMs nosib3oBatenis, KoTopbliA UHULMMPOBaN AelcTBME

MoaTBepxaeHo Vima nonb3oBaTens, KoTopblil 0406pu BbINOIHEHNE AeACTBUSA
KomaHga CuWHTaKC1C Nonb30BaTeNbCKoli KOMaHbl, OTNPaB/IEHHOW Ha YCTPONCTBO

Ecnu geiicTBue 6bIN10 3ann1aHNpoBaHo Ha byayliee, 34eChb yKasbiBaeTcs
BbINosHKTCA € Bpems Hauana

Ecnu pelicTBre 6b1/10 3an/1aHUPOBAHO Ha Byayllee, 34eChb YKka3biBaeTcs
BbinonHutea oo BPEMSI OKOHYaHWS cpoka AelCTBUS KOMaHbI
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Tabnuua 6. Nons B okHe AeicTBre

dainbl MpukpenneHHble halinbl, CBS3aHHbIE C AENCTBMEM

WTOroBbIli cTaTyc BbINOSIHEHWSI KOMaHAb! HA YCTPOCcTBaxX. YTo6bI yBUAETL
NOAPOGHLIF OTYET O BbINOSIHEHWU, LLEMKHUTE MbILLULIO MO HYXXHOMY
Pe3ynerat ycTpolicTBy

Oxunparot CnuncoK yCTPOICTB, K KOTOPbIM NPUMEHSIETCS AeicTBME
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4.3.4. HoBoe paeiicTBue

Toru CobbITus 2 Pepaktuposatb 000 Konowkm 4 Cxauatb

[Monb3oBaTenbckas KOMaHaa

Mepesarpyska
Tern Curnan CeTb Uy CobbITus
C6poc HacTpoek
RL21W HopManbHbiii 36 o 4) ()18
P 3arpysuTb daiin 0 =
R50-A2.WAn @ Y[0BNETBOPUTENBHDII 4G 14 YcraHoBuTb nakeT 0 1 0 13
K\
VPN O6HOBUTb NPOLUNBKY 7) &6
Reserve | | R50-A4.WAn HopmanbHblit 4G 2, CkayaTb CUCTEMHbIN XypHan o 1 21
CospaTb pe3epBHYHO KOMUIo
RL 21W | | Megafon OTANYHbBIA 4G 1¢ AATE PESEpBHY 23

Puc. 13. lo6aBneHne HOBOro AeicTBuUSA

[ns nobaeneHnst HOBOTO AENCTBUSA B o4epeb He06XxoauMOo B pasaerne «YcTpoiicTBa» BbiopaTbh

@ DeiAcTeua Vv

poyTepbl C MOMOLLBH YEKOOKCa U HaXaTb KHOMKY . Ecnn peiictBme Heobxogmmo 3agatb

[UNS1 OHOTO YCTPOWCTBA, MOXXHO HaXaTb KHOMKY PSILOM C HUM.

B03MOXHOCTb CO3/]aBaTh HOBbIE AE/CTBUS 3aBMUCUT OT PO/ YHETHOI 3anucu:

o AamuHucTpaTop: Mofb3oBaTeni ¢ 3Toi Posibio MOryT CO3AaBaTb M 3anyckaTb AeUCTBUSI HANPsSIMYIO.
Takve geiicTBUS BbINO/HAIOTCS HEMeA/IeHHO (MW B 3an/laHMpoBaHHoe BpeMsi) 6e3 A0MNOSHUTEIbHO
NPOBEPKM.

o MoMoLHuK: Monb30BaTeNun ¢ 3Tol PO/bio Takke MOryT CO34aBaTh AelCTBMS, HO OHU He 3amnycKatoTcs

aBTomaruyeckn. [11a nx BbINoNIHEHUS TpebyeTcs obs3aTenbHOe nogTeepxaeHne (ogobpeHne) ot
ALMUHMCTpaTOpa.
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Mepesarpyska

MHTepean BeINONHEHWA

YcTpoiicTea (Bcero 1) JoNnonNHUTENbHO

RDDG1006762 OpenWrt 20.9

Puvc. 14. BHewWHW BU, OKHa C HOBbIM AeACTBMEM

Tabnuua 7. MNonsa B okHe «HoBOe geiicTBME»

Mons OnucaHue

B aToM BbiNnagaloweM cnmcke BbibepuTe TUM KoMaHAbl, KOTOPYHO Bbl XOTHUTE
[evictBue BbINOMHUTb

370 nose NOsIBNSETCS, ecnv 415 BblIbpaHHOTo AelicTBus Tpebyertcs daiin
Bbi6epuTe chaiin (Hanpumep, dhaiin NpoLunBKM)

Mo ymonuaHuto aelicTBme GyAeT BbINO/IHEHO cpasy nocsie ero co3aaHus (1
noATBepXAeHus). ECnv Bbl XOTUTE 3an/1aHpPoBaTh ero Ha onpeaeneHHoe
BpeMmsl, ycTaHOBWTe 3Ty rasouky. MNoce aToro cTaHyT AOCTYMHbI ABa NONs:

o OTNIOXUTb [0: YKaXuTe BPeMS, He paHbLLe KOTOPOro AeCTBUE A0/MKHO
Havartbcs;

e BbINOHUTE [0: Ykaxute BpeMs, A0 KOTOPOro YCTPOIACTBO A0/HKHO
yCMeTb BbIMNOMNHUTL KOMaHAy. 3TO NOME3HO A1 YCTPONCTB, KOTopble

VIHTepBau BbINO/IHEHUSA
P MOryT 6bITb BpPEMEHHO HE B CETU

(4ekbokKc)
VHdhopmMauuoHHoe norne, rae oTobpaxaeTcsi KOsIM4ecTso U cepuiiHbie
HOMepa BCex YCTPOICTB, Ha KoTopble OyAeT oTnpaBneHo gelicteme. Takxke
oTOOpaXaeTcs AONOMHUTENbHASA UHGDOPMaLMS O BblIGpaHHbIX YCTPOCTBAX,
YcTpoiicTea Hanpumep, cepusi poytepa v Tin OC.

@ [Jns 3arpysku haiifioB Ha poyTepbl, yCTAHOBKU NAKETOB U 06HOB/EHNS MPOLUMBKY HEOGXOANMO
npesBapuTenbHO 3arpy3nTb dhaiifibl B cucTemy B pasgene «daiinbi».

Mocne 3anosiHeHNss HEO6XOAMMBIX NONEN HaXMUTE OTNPaBUTD.
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Cnu1coK OTNpaB/eHHbIX Ha YCTPOICTBA AeiCTBIIA MOXHO BUAETL B pasdese «AeidicTBus».

Tabnuua 8. OnucaHne JOCTYMHbIX AEACTBWUIA

AeiicTBne

Monb3oBaTtesnbekas
KoMaHaa

Mepe3arpyska

C6poc HacTpoek

3arpysnTb pain

YCcTaHOBUTL NakeT

OGHOBUTb NPOLLNBKY

CKayaTb CUCTEMHbIA
XypHan

Co3paTtb pe3epBHyto
KOMuto

OonucaHuve

CobcTtBeHHas shell-komaHaa nosb3oBartens s nporpaMmMHO 060/104KM
poyTtepa. None BBOAA A7151 NONb30BATE/IbCKON KOMaHAbl OrpaHnyeHo 250
CMMBO/IaMU

Mepesarpyska BbIGPaHHbIX YCTPOACTB N0 NUTaHNI0
C6poc ycTpolicTBa K 3aBOACKUM HacTpolikam

3arpyska Ha ycTpoIiCTBO /1t06bIx halifioB He ABMSIOWMXCS NMPOLUMBKOIA U
nakeTom

YcTaHoBKa naketa I'IpVU'IO)KeHVIVI

O6HOB/EHME NPOLLUMBKN BbIGPaHHBIX YCTPOKCTB (HEO0BX0AMMO BblibpaTh cam
thainn NpoLnBKKM)

CchopmumpoBaTb U CKadaTb CUCTEMHBIN XypHaUs yCTPOIicTBa

CdhopmumpoBaTh 1 ckauaTb pPe3epBHYI0 KON YCTPoicTBA

C NOMOLLbIO KHOMKM A MOXHO CO3/1aTh rOpPsYY0 K/IaBWLLY W3 N0/b30BaTeNIbCKoI shell-komaHabl, ans
3TOro0 He06X0AMMO B MOSIBUBLLEMCS M0J1€ BBECTU HAa3BaHWe KIaBWLLK. YAa/IUTb KOMaHAY MOXHO B
pasgene AGMUHUCTPUpPOBaHue —~ HacTpoiikm — CNMCOK NOMb30BaTe/IbCKUX KOMaHZ,

[o6aBnTb CO34aHHYH ropsiyyio K1aBuLly B BbiNafaroLlmii cnncok JeiAcTBue MOXHO B
NOMb30BaTe/IbCKUX HACTPOMKaxX pacrnofioXeHHbIX B BEPXHEM NPaBomMm yry Beb-uHTepdeiica.

O6paTnTe BHUMaHMWe, YTO B BbiNaAaloLlem cnvcke JeicTeme MoOXeT 0ToGpaxaTbecsl He 6onee AecaTu

[eCTBUA.
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4.4. daiinbl

B paspgene Paiinbl npeacrasneHa nHhopmaLus o XpaHsaLwmxcs B cucteme hainnax u ckpuntax
(Hanpumep, cepTudmkaTbl).

Beero: 31

WUmsa @aiina Tun ®aiina LononHuTenbHo Paamep Co3apaHo

aggregation_configuration_user_manual_main.pdf file 105KB 2026-01-14 12:34:09
R0-v20.13(2025-12-15).bin firmware OpenWrt | ( RO ) (2013 9 MB 2025-12-23 11:52:37
irz-link-main.zip file 3MbB 2025-11-26 22:11:31
RDDE1000512_2025-11-13_backup.bin firmware 20 Kb 2025-11-13 20:36:43
R0-v20.12.1(2025-07-01).bin firmware Openwrt | ( RO ) ( 20.12.1 9 MB 2025-11-13 14:43:41
R2-v20.12.1(2025-07-01).bin firmware Openwrt | ( R2 ) ( 20.12.1 9 MB 2025-11-13 14:43:34
R10-v20.12.1(2025-07-01).bin firmware Openwrt | [ R10 ) (20.12.1 9 MB 2025-11-13 14:43:28
R50-v20.12.1(2025-07-01).bin firmware OpenWrt | [ RS0 ) ( 20.12.1 11 Mb 2025-11-13 14:43:01
tair-pro.v1.md file 6 Kb 2025-11-12 19:41:27
A2.bin firmware Openwrt | [ R2 | ( 20.8 9 MB 2025-11-10 15:02:29

OTo6paxars no: 10 11-20 nz 31 2

Puc. 15. BHelwHuiA BUA, okHa ¢ thaiinamm

Tabnuua 9. Nons B okHe daiinbl

Mons OnucaHue
Nmsa dhaiina Nms doalina
Tun dhanna Tun dhaiina, Hanpumep, NpoLIBKa

JononHutensHasa nHdopMmauus naeHTduumpyoLLas kateropuio caina.
Hanpumep: TMn onepawmoHHOR CUCTEMBI, BEPCUS NPOrPaMMHOro

JononHnTensHo obecneyveHus N nnatgopma, 418 KOTopol npeaHasHa4veH gaiin
Pasmep Pa3smep haiina
CosgaHo [ata n Bpems co3gaHuns

VIkoHKOW oTMeuYeHbl dhaiinbl odhmumanbHbIX Bepcuii MO.

4 o
C nomMouibto KHOMoK — | MOXHO COOTBETCTBEHHO CKauaTb WM yaanTb (oain. Ans yaaneHus

ABaKabl HAOKMUTE Ha

®daiinbl omumansHbix Bepcuii MO yaanutb Henb3s.
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4.4.1. NMouck n counbTpbl B pasgene dannbl
B pasgene ®aiinbl B Tabnuue nonb30BaTento 4OCTYMHbl COPTUPOBKA MO /Il060MY 13 CTOMOLI0B U
yrnpaBneHne 0TobpakeHneM AaHHbIX:

¢ CoptupoBka: UTob6bl OTCOPTUPOBATL CMNCOK, HAXXMUTE Ha 3aro/1I0BOK NH060ro ctosndua. BeibpaHHble
cToN6LUbI NTOMeYaloTesa undpamu, ykasbliBaloLWMMy NPUOPUTET COPTUPOBKU.

¢ BbICTpbIl nonck: YTobbl HAlTK YCTPOCTBO BBEAMTE TEKCT B MOME NOUCKa. MonCK BbIMOMHAETCS NO
coBnageHnsM B ctonbuax «ms dainax», «Tun daiinax.

C NoMoLLbo KHOMKK MOXHO 0TO6pa3nTb B TabnuLe To/bKo ouLmasibHble Bepcum MO.

Kpome Toro, npu HaxaTum Ha KOHKPETHOe 3HaueHune B cTonbue «Tun danna» uimn «JononHUTeNbHO»
Tabnuua 6yget oTchubTpoBaHa No 3TOMy 3HaueHuto. JonyckaeTcs 0gHOBpeMEHHasA (ouasTpaums no
3TUM 3HAYEHUAM.

MoxHO KOM6I/IHI/IpOBaTb BC€ 3TN MHCTPYMEHTHI.
4.4.2. NMpocmoTp nHcpopmayum o chainax

[na npocmoTpa nHopmaLum o 3arpyxeHHoM oaiine HeobXoaMMO LLENKHYTb MbILLKOM MO KOHKPETHOMY
doaiiny.

firmware
RO-v20.13(2025-12-15).bin
9 MB
system
2025-12-23 11:52:37

OpenWrt RO 20.13

Yranm

Puc. 16. BHelwHWi1 BUA OkHa C nHhopmaumeid o chaine

Tabnuua 10. Mons B okHe daiin

Mons OnucaHue

Tun Tvn dharina

Nms Vms dhaiina
Pa3mep Pa3mep B 6aiiTax

Monb3oBatens  MNonb3oBaresnb fobasmBLIMiA thaiin

JononHutensHasa nHcopMaumsa naeHTMuLmpyowas kateroputo dgaiina.
Hanpumep: Tun onepaLyoHHO CUCTEMbI, BEPCUSA NPOrpaMMHOro obecneyeHns nam
JononHuTtenbHo nnardgopma, 415 KOTOPOol NpegHasHadveH daiin
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Ta6nuua 10. Monsa B okHe Paiin

3arpyxeH [Jata v Bpemsa co3gaHus

C NOMOLLbIO KHOMKK «3arpy3ntb» MOXHO ckavatb daiis.

Ans ynaneHus oaiina Heo6Xo4MMO HAXaTb Ha KHOMKY «Y4aNUTb», A0XAATbCS, KOrAa KHOMKa
«YaanuTb» CTaHET KPACHOTO LBETA, U HAaXaTb elle pas.

daiinbl omymanbHbix Bepcunii MO yaannTb Heb3s.

4.4.3. Jo6aBneHne HoBOro haiina

JlobaBneHne HOBOro (haiifia 4OCTYNHO TOMbKO NO/Ib30BATENSAM C POJIbI0 AQMUHUCTPATOP.
[nsa nob6aeneHus HOBOro paiina HeobxoAnMo B pasfene Paiinibl HaxaTb B BEpXHEW YacTu aKpaHa Ha

+ [lo6aBuTb o .
VKOHKY 1 B MPOBOAHMKE BbIGPaTh haiifl, KOTOPbIV HYXXHO 3arpy3uTh.

Mpw 3arpy3ke HECKO/bKMX hainnoB ¢ OAMHAKOBLIMM UMEHAMW B CUCTEME COXPAHSETCS TOMIbKO OAWNH doaiin
(nocnegHssa 3arpyxeHHasi BEpCusi NepesanmchiBaeT CYLLECTBYIOLLYIO).

MakcuMmasibHbIN pasmep 3arpyxaemoro taina 25 Mb.

32



ANIEKTPOHUKA

4.5. ApMUHUCTpUpOBaHue

4.5.1. Nonb3oBaTenu

Pazfen AocTyneH Nosib30oBaTesNsaM ¢ Posibio AAMUHUCTPATOP U MOMOLLHUK.

B pasgene «Monb3oBaTenn» CoAepXnTcs MHdopMaLys 0 Nosib30BaTeNsix cMcTeMbl. B pasaene MoxHO
[106aBNATb HOBbIX MO/Ib30BATESNEN, PelakTMPOBaTb 1 AeaKTVBMPOBATb NPOINN MEHOLLIMXCS.

Cnncok nonb3sosatenen
Bcero: 35

Torux MonHoe umsa

Ponb OneKTpoHHas noyta Mpodunb ™ n i BXOA BabnokuposaH

petrovsky MeTposckuit Hukonait Hukonaesny AnmuHucTpatop petrovsky@rad.ru banking 2025-05-05 11:42:55 HeT

putilov Mytunos Anekcanap OpbeBny

pechkin Meukun AnekcaHap Metposuy

Onepatop putilov@rad.ru default 2025-05-05 10:02:32 HeT

Onepatop pechkin@mail.ru default 2025-05-04 16:11:23 Aa

plastizin MnacTuumH Anekceit AnekceeBuy Onepatop plastizin@rad.ru default 2025-05-03 11:44:17 HeT

CTpok Ha cTpanuue: 10 21-30u3 10 2 3 4

Puc. 17. BHewWHW BUZ, OKHa C NOMb30BaTensmu

Tabnuua 11. Monsa B pasgene «Nonb3oBaTesin»

Mona

NorvH

MonHoe nmsa

Ponb

OneKTpoHHas noyta

Mpodhnnb
6e30nacHoOCTH

MocneaHwnii Bxoq,

3abnokmposaH

OnucaHue

BblbpaHHbIi Npu perncTpaumm norvH

Mms 1 hbamunnnsa nonb3oBartess

YpoBeHb goctyna. Cm. pasgen Ponu nonb3oBaTtenein gaHHOro pykosoacTea

MouTa AN cBA3U, yKasaHHas npu perucrpaumm

BbiGpaHHbIli Ansi nonib3oBatesns Npohusib 6e30MacHOCTM
[Jata 1 Bpemsi noc/ieHero Bxoaa nosib3oBarens

Craryc nonb3oBartens (ga/Her)

4.5.2. NMNouck u hunetpbl B pasgene NMonb3oBatenu

B pasgene Monb3oBatenu B TabnMLE No/Ib30BATE/NHO AOCTYMNHbI COPTUPOBKA MO /I060MY U3 CTONGLOB U
ynpae/ieHne oTo6pakeHeM JaHHbIX:

¢ CopTmpoBka: Ytobbl OTCOPTMPOBATL CNMUCOK, HAOKMUTE Ha 3aronoBoK Nto6oro cronbua. BeibpaHHble
cTON6LbI NOMeyatnTcs Ludpamu, yKkasbiBaloLwyMm NpUopuTET COPTUPOBKM.

¢ BbICTpbIil nonck: YTobbl HaliTK NoNb3oBaTeNs BBeANTe TEKCT B Nosie noucka. MNMonck BbINO/HAETCS No
coBnageHnsM B ctonbuax «J1ornH», «fMonHoe Nmsa», «Ponb», «9nekTpoHHas Moutax», «Mpodunb
Be3onacHoCTU» N «3a6/10KMpPOBaH».
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4.5.3. PepgakTpoBaHue nonb3oBaresiei

Mpu BbIGOPE K/TMKOM MbILLKM ONPeAenEHHOT0 NOMb30BaTE A U3 CMNCKA OTKPbIBAETCS CTPaHMLA
pefakTUpoBaHus MHOPMALMM O HEM.

Tabnvua 12. MNongd, AOCTynHble /19 pefakTUpOoBaHUA B OkHe «PefakTupoBaHue nosb3oBaresisa»

Monga OonucaHue

BbI6paHHbIli Npu perucTpauuy sIorviH. JIorvH Nob3oBaTtens AO/MKEH ObITb
NoruvH (He pocTyneH YHUK&/TEH B pamMKax CUCTEMbI, 1 B fa/lbHElLLIEeM peAakTMpoBaTh ero
ONA pefakTMpoBaHns) — 3anpeLueHo

MonHoe ums Nmsa 1 hamunma nonb3osartens
DNeKTpoHHas noyta DNeKTPOoHHAasA noyTa Ans CBsA3m
KoHTakTHbI TenecoH Homep TenedoHa gns cesasu

PaspelleHuns Ha BbINOIHEHWE ONpefeneHHbIX AeicTBuid. Mog npodunem

Mpochunb 6e30MacHOCTU A0CTYMHa MH)opMaLUusi 0 NOC/IeAHEM UCMOJIb30BaHWMMN iRZ
6e30nacHoOCTH Link

Ponb YpoBeHb gocTtyna. Cm. pasgen Ponv nonb3oBartesneli JaHHOro pykoBoACTBa
Maponb * Maponb, BBEAEHHbI NpKU perncTpauun

* MuHUManbHoe uncsio cumeosios 10. Maponb JO/MKEH COCTOSATb U3 TATUHCKUX BYKB (A-Z, a-z), undp (0-9) 1
cneumanbHbIX CMMBONOB: % ,*,) ,? ,@ ,# ,$ ,~ . He gonyckaeTtcs BBOANTL 60MbLUE [BYX OANHAKOBbIX
CMMBOJ/I0B NOAPAL.

3anpeTuTb JOCTYN BbIGPAHHOMY M0/1b30BATESII0 MOXHO C MOMOLLbI0 YEKGOKCA «3a6/10KMpPOBaH>».

B cniyuae M3meHeHusi Npodgnia 6e30NacHOCTM UM POU NoMb30BaTess cUcTemMa aBToMaTUYecku
aKTVBUPYET 1 BPEMEHHO GIOKMPYET onuyio CMeHUTb Npu Bxoae. 510oKMpoBKa ¢ onuuy CHUMaeTcst
aBTOMATWYECKM, KaK TOMbKO NosIb30BaTe/lb CMEHWUT Napo/ib.

Mocne Toro, Kak agMUHUCTPATOP U3MEHWT AJ1s1 NONb30BaTe s NPothub 6E30MACHOCTY WU POSb, CUCTEMA
nepeHanpaBuT NOMb30BaTE IS HA CTPaHULY BXOAA C NOCNeAYyOWUM U3MeHeHMeM napons!

Mocne pefakTMpoBaHWs noseli Heo6XoANMO HaxkaTb COXPaHUTD.

[ns yaaneHus nosib3oBatesnisi HE06X0AMMO HaXaTb Ha KHOMKY «YAanuUTb», JOXAATbCSs, KOrga KHoMKa
«YaanuTb» CTaHET KPpacHOro LBeTa, 1 HaxaTb elle pas.
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4.5.4. lo6GaBneHne HOBOIro nonb3oBarens

IL||O6GIB!'I9HI/I(§! HOBOTO NOJIb30BaTeN1A AOCTYMHO TOMLKO NOJSb30BaTEeNO C PO/ibl0 AAMUHUCTPATOP.

[nsi fo6aBNeHnst HOBOTO MoJib30BaTessi Heo6XxoANUMO B pasaene «Ionb3oBaTeNn» HaxaTb B BepXHel

4aCTun 3KpaHa Ha NKOHKY .

Hoebin Nonb3oBaTenb

~domain-default Monb3oBaTenk

Puc. 18. BHelLHWIA BUA, OKHa AN CO3[4aHNsl HOBOrO Nosib3oBartens

Ana ,Cl,06aB.I'IeHVIFI HOBOIO NoJsib3oBaresid B NOABMBLLEMCA OKHE HEO6X0,EI,VIMO 3arnoJIHUTb
COOTBETCTBYOLME NoA.

Ta6nuua 13. MNonsa B okHe HoBbIii Monb3oBartenb

Monga OonucaHue

Bbl6paHHbIii Npu perncTpauun s1orviH. JIorvH Nonb3oBaTtens AO/MKEH ObITb
NorvH (He pocTyneH YHUK&/TIEH B pamMkax CUCTEMbI, 1 B faJ/lbHElLLIEeM PeAakTMpoBaTh ero
ONA pefakTMpoBaHns) — 3anpeLueHo

MonHoe nma Vima n CbaMl/U'IVIFI nosnb3oBarena
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Tabnuua 13. MNMona B okHe HoBbliA Monb3oBaTenb

DNeKTPOHHas noyta DNeKTPOoHHasA noyTa An1s CBA3M
KoHTakTHbI TenecoH Howmep TenedpoHa ans ceAsn

PaspelleHuns Ha BbINOIHEHWE ONpeaeneHHbIX AeicTBuid. Mog npodunem

Mpochunb 6e30MacHOCTU A0CTYMHAa MHd)opMauusi 0 NOC/eAHEM UCMOJIb30BaHWMMN iIRZ
6e30nacHoOCTH Link

Ponb YpoBeHb gocTtyna. Cm. pasgen Ponv nonb3oBartesneli JaHHOIo pykoBoACTBa
Maponb * Maponb ansa nonb3oBaress

* MuHuMansHoe uncsio cumeosoBs 10. Maponb Ao/MKEH COCTOSATb U3 ATUHCKUX BYKB (A-Z, a-z), undp (0-9) n
crneyunanbHbIX CUMBOMOB: %, *,),?,@,#,%,~. He gonyckaeTtcsi BBOANTb 60/bLUE ABYX OAMHAKOBLIX CUMBOJ/I0B
noapsaa.

Mocne 3anonHeHus nonei H906X0,EI,VIMO HaxKaTb COXpaHVITb.
4.5.5. Nonb3oBaTesibCKMe HaCTPOUMKN

Pa3aen nonb3oBaTenbCKnx HACTPOEK PACMONIOKEH B BEpPXHEM NpaBoMm yrny Beb-uHTepdpeiica. Ans

nepexoga B pasaen HaxmuTe Ha MKoHKy T Y.

[na pegaktnpoBaHns AaHHbIX CBOEro Npoduss nosb3oBaTesis BolbepuTe nogpasaern NnyHble
AaHHble.

[na pegakTmpoBaHus [OCTYNHbI CReayowme JaHHbIe:

e [lonHoe nms4.

e OJIeKTPOHHasA noyTa.

¢ KOHTaKTHbIA TenedoH.

¢ HoBbIl naponb. MNaposib MOXHO MEHATb HE Yalle, Yem pas B 5 MUHYT.

B gaHHOM pasgesnie Takke AO0CTYMNHO yaasieHne cOGCTBEHHO YUEeTHOI 3anmcu.

Mocne pefakTMpoBaHWs noseli Heo6XoANMO HaxkaTb COXPaHUTDb.
B nogpasgene “2* HacTPOIKM MOXHO ONpefenuTh Kakue AeiicTBusi ByayT oTo6paxaTbCs B
BbINagaloLLlEM crimcke «[leiicTeus» B pasaene YCTPOICTBA, B TOM YMC/E COXPaHEHHbIe

nonb30oBaTesIbCKne KoMaHAabl.

O6parute BHUMaHuUe, 4TO B HACTPOiKax CNUCOK feiAcTBUIA A1 0TOO6paXKeHUss MOXHO BblbpaTtb He 6onee
[OECATN AeNCTBWIA.

C nomMoLbio KHOMKK MOXHO CMEHUTb TEMY Be6-MHTepcbe|7|ca, a KHonka N3MEHAET A3bIK.
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4.5.6. Copoc napons

Mo HaxaTuo KHoMkM He NOMHIO Naposib Ha CTpaHULLE aBTopM3aLmMmn OTKpoeTcs hopMa BBOAA J/IOTMHA U
3M1EKTPOHHON NoYTbl (email). Mpy npaBWIbHOM 3ano/IHEHUN (POPMbI Ha yKa3aHHbI email 6yaet
OTNpaB/IeHO CO0OLLEHNE C HOBbIM BPEMEHHLIM NaposieM. Bce afgMUHMUCTPaTOpPL! 4OMEHA AaHHOIO0
nonb3oBatens oyayT yBefomaeHbl 06 3TOM COBbITUN.

Mocne ayTeHTMhMKaLum ¢ BpEMEHHbLIM NMaposieM Nosb30BaTe b NepeHanpaBseTcs Ha CTpaHuLy, rae
eMy Heob6x0AMMO 3a4aTb HOBbI, MOCTOSIHHbIV Naposb ANs AasbHelwen paboTbl B CUCTEME.

BpeMeHHbIi naposb 6yAeT AocTyrneH B TedeHne 10 MUHYT, NOC/ie Yero BOCMo/Ib30BaThCs UM /1S BXOAA
6yAeT HeBO3MOXHO. 15 c6poca naponsi noTpebyeTcs BHOBb 3ano/HATL DOpPMY, MPY 3TOM
BOCTO/1b30BaThCS CTapbIiM NaposieM Ass Bxoaa 6yaeT Bce elle MOXHO.

Ecnu Heo6XxoauMo COPOCUTL Naposib eANHCTBEHHOMO aMUHUCTPATOPA U HET BO3MOXHOCTY yKasaTb
nouTy, To C6POC NPOUCXOAUT Yepes obpalleHne B TEXHUUYECKYIO NOAAEPKKY HA NOUTY, YKa3aHHYIo B
pasgene KOHTaKTbl JaHHOMO pyKOBOACTBA.
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4.5.7. HacTtpoiiku

B pasgene «HacTpoiiku» MOXHO onpeaenuTb BpeMs 06HOBMEHUS] MHZDOPMALMK O COCTOSIHN POYTEPOB,
HaCTPOWTb NapameTpbl PE3EPBHOTO KONMPOBAHWS U /TOTMPOBaHUS.

CraTtyc ycTpoicTB KonnyecTBO XpaHUMbIX KOMWA
15 30
15 30

Puc. 19. BHeLlHWi BUA, OKHA C HAacTpoiikamm

B 6noke «CtaTyc yCTPOMCTB» MOXHO 3aaTb BPEMEHHbIE UHTEPBaUTbI («online — warning» u

«warning - critical»), KoTopble onpeaenstoT, kak AoNro yCTPoicTBo cuntaetca Online n korga ero cratyc
cTaHoBuTcA Critical. 3T HACTPOIKM NCNO/L3YHOTCA ANS pacyeTa AaHHbIX B MHOPMaLOHHOM 6/10Ke
«OBLLEE COCTOAHWME> B pa3aene «YcTpoiicTear.

PekomeHayeTcs He ycTaHaBNMBaTb BPEMEHHbIE MHTEPBasIbl «online —» warning» n «warning — critical» meHee
15 MUHYT, Tak Kak BpeMsi 06HOBNEHMA MHGopMaumn mexay Link n poytepomM no ymonyaHuto coctasnsiet 10
MUHYT (3a4aeTcs B HacTpolikax poytepa B pasgene Link Client).

B10K «KONMMUYECTBO XpPaHUMbIX KOMUii» OnpeiensieT, CKOMbKO pe3epBHbIX KOMuii 1 CUCTEMHbIX
XXYPHaUI0B GYAET COXPaHATLCS Ha YCTPOICTBE. VI3MeHeHNs B MEHbLUYIO CTOPOHY NMPUMEHSTCS nocsie
COXpaHeHnsi HOBOI pe3epBHO Konuu.

PesepBHas konus ycTpoiicTBa

B 6n10Ke «Pe3epBHasi KONusl YCTPONCTBa» MOXHO NOCMOTPETb U OTPEAAKTUPOBATbL YXE CO3MaHHble
npaswna hOpPMMPOBaHUS PE3EPBHbLIX KOMUIA U CO3A4aTh HOBbIE NpaBua.

UTo6bI OTPeAaKTMpPOBaTb YXe co3faHHble NpaBuia opMUPOBaHNS PE3EPBHBIX KOMUIA HaXXMIUTE Ha
Ha3BaHue npasuna B Tabnuue.

N5t HACTPOViKM HOBOTO NpaBwna POPMMPOBAHUS PE3EPBHBIX KOMUIA HAXKMKUTE KHOMKY «[J06aBUTb» 1
3anosiHUTe COOTBETCTBYOLLME NOSS.
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AKTMBHO

Becex ycTpoicTB

ups

OTdunbTPOBaHO NO: Bee fJaHHbIE

Yetpoiictea -l 1 Mopenb OnucaHue Tern
RDDC1000403 RL2TL UPS UPS | [ RL21L
RDDE1000512 RL2TIw ATP20 ups | vpn | client | | modbus

Puc. 20. BHeLUHWii BUZ, OKHa HACTPOIikM NpaBusia (hopMUpOBaHIs PE3EPBHBIX KON

Tabnuua 14. Monsa ansa HacTPoky npasuna hopMMpPoBaHUS Pe3epBHbIX KON

Monsa OonucaHue
AKTVBHO UekbOKC N1 akTMBaumy npasmna
HazBaHue YHVKaslbHOE Ha3BaHMe npasuna

Kak yacTto cuctema fo/mkHa BbINO/HATL pe3epBHOE KONUPOBaHUeE.
BbibepuTe noaxoaswmii uHTepean (ExxegHeBHO/ExxeHeaenbHO) 1 BpeMs
PerynapHocTb Havana

[ns Kaknx yCTPOICTB BbINOMHSATL PE3ePBHOE KONMpoBaHne. MoxHO
MPVIMEHNTb €ro KO BCEM YCTPOICTBAM B CUCTEME, K ONpefesieHHol rpynne
BbINoOMHATL Ans WK BbIGPATL YCTPOCTBA MO HA3HAYEHHbIM UM Teram

BbIGoOp rpynnbl YCTPOACTB A/15 PE3ePBHOTO KOMMPOBAHWSI OCYLLIECTB/ISIETCS C MOMOLLbIO MOMCKOBOIA
CTPOKM ¥ hUnbTPA, KOTopble OTCMUILTPOBLIBAKOT HEOBXOAMMbIE YCTPOWCTBA MO Nt0GLIM BBEAEHHbLIM
napameTpaM, HanpuMep, Teram UM Mogensim.

Mocne 3anonHeHust noneli Heo6xoaMMo HaxxaTb CoXpaHUThb.

Ha oHO YyCTPOICTBO MOXET PacnpoCTPaHATLCA HECKO/IbKO OAHOTUMHbIX 3afaHunid. 115 KOppekTHOI paboThbl
HasHavaliTe Ha O4HO YCTPOICTBO He 6osiee 0AHOTO 3aAaHNsa KaxAoro Tuna. HasHaueHne HecKobKuX
OHOTUMHbIX 3aaHNI MOXET BbI3BaTb KOH(IMKT KOH(IMUIypaLuil U NPpUBECTH K U36bITOYHOMY BbIMO/THEHNIO
onepauwi.
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CkauaTb pe3epBHYI0 KONNI0 MOXHO B pasaene «YCTPoicTBa», HaxXaB Ha MAEHTUNKATOP KOHKPETHOrO
ycTpoicTBa (BKNaakn «enctens» n «ononHUTENBHO») U B pasgene «AeicTtBus».
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CuUCTEMHbIV XXypHan ycTpoicTea

B 6/10ke «CUCTEMHbIIi XypHas yCTPONCTBA» MOXHO NOCMOTPETL YXKe Co3faHHble npasuna
hopMMpPOBaHUA XYPHAIOB U CO34aTb HOBbIE MpaBusa.

[Ons co3panvisi npaBun hOPMUPOBaHKS N0T-(haiiioB YCTPOCTB HAXKMUTE KHOMKY «[106aBUTb» U
3arnosiHUTe COOTBETCTBYHOLLME MOSISI.

AKTUBHO

Bcex ycTponcTte

OTdunsTpoBaHo no: | Tery client@ OUMCTUTD
YcTpoiicTBa 1 Mogenb OnucaHue Terun
RDDE1000512 RL27Iw ATP20 client | modbus  ups  vpn
RHBB1003401 RLOTw ATP21 client ) vpn | wifi-ap

Puc. 21. BHeLHWii BUJ, OKHa HacTpoiiki NpaBuia hopM1MpPOBaHHsS 3aniCU CUCTEMHOIO XYypHasia yCTpoicTea

Tabnuua 15. MNona gna HacTponky npasunia hopMMpoBaHns 3anncu CUCTEMHOTO XypHana
yCTpoicTBa

Mons OnucaHue
Ha3BaHue YHVKaulbHOE Ha3BaHMe npasuna

Kak yacto chopmmpoBaThb XypHas. Beibepute noaxoaawmii MHTepBsan
PerynapHocTb (ExxepHeBHO/EXXeHeieNbHO) U Bpems Havana

1151 KaKUX YCTPOWCTB (DOPMUPOBATh XYPHaUT. MOXHO NMPUMEHNTb KO BCEM
yCTpoicTBaM B cUCTEME, K ONpeeneHHol rpynne Wi BelopaTth
BbINOMHATL 418 YCTPOIACTBA N0 Ha3HAYEHHbIM UM Teram

BbIGoOp rpynnbl YCTPOCTB A5 CO34aHUsi CUCTEMHOIO XXYpPHasia OCYLLECTB/SIETCS C MOMOLLbIO MOMCKOBOIA
CTPOKM ¥ hUnLTPA, KOTopble OTCUILTPOBLIBAKOT HEOBXOAVMbIE YCTPOWCTBA MO Nt0GLIM BBEEHHbIM
napameTpaM, HanpuMep, Teram UM Mogensim.
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Mocne 3anonHeHUs nonein HeobxoAMMO HaxaTb CoOXpaHUTb.
Ha ofiHO YCTpOICTBO MOXET pacnpoCcTPaHsATLCA HECKOBKO OAHOTUMHLIX 3aA4aHuii. 115 KoppekTHoW paboTbl
HasHaualiTe Ha 0fiHO YCTPOICTBO He 60/1ee OAHOTO 3aJaHunsi KaXA0ro Tuna. HasHauYeHne HeCKOMbKIX
OJHOTWMHBIX 3a/laHWI MOXET BbI3BaTb KOH(/IKT KOHCOMIypaLuii U NPUBECTH K N3GbITOUHOMY BbINOTHEHWIO

onepaumii.

CkayaTb CUCTEMHbI XXYpHaU1 MOXHO B pa3gesie «YCTpPoMCcTBa», HAXXaB Ha NAEHTU(MKATOP KOHKPETHOIO
ycTpoiicTBa (BKNagkn «enctens» n «JononHUTENbHO») U B pasgene «eicTtBusa».

CnuUcoK Nosib3oBaTes/IbCKUX AEVICTBMVI

B 6n1oke «Cnncok nosib30BaTesIbCKUX AelCTBU» MOXHO YyNpaBnsTb CO34aHHbIMU 1 COXPAHEHHBLIMM
shell-komangamv gns 4eicTBMin Hag, yCTpolicTBaMN.

UT06bl CO3AaTb HOBYHO KOMaHAY HaXKMUTE KHOMKY «[06aBUTb>» 1 3ano/IHATE COOTBETCTBYIOLLME NOSIS.
Tabnuua 16. Monsa ans HaCTPOKM NO/Ib30BaTENIbCKOro Tvna AeCTBUiA

Mons OonucaHuve
Twun HasBaHue nnm kateropms aAns KoMaHgbl

CKpUNT WK TEXHUYECKas KoMaHaa, kotopas 6yaeT BbINoMHATLCA Ha
KomaHga ycTpoiicTee

Mocne 3anonHeHust noneli Heo6xoaMMo HaxaTb CoOXpaHUTb.

CnucoK aHaIM3npyemMbIX COObITUIA

B 6110ke «Cn1CoK aHaIM3npyeMblix COBbITUIA» MOXHO YNpaBnsTe TeM, Kakue cobbITUs, NocTynatoLue oT
poyTepOB, cUCTEMA [J0/HKHA aHa/IM3UPOBaTh 1 PUKCUPOBAT.

|/|CI'I0]'Ib3yI7ITe nepeksyaresb, YTOObI BKAOUNTL UMW OTKNHUNTL aHanns A1 KaXKO0ro tuna COObITWIA.
AHann3 paboTaeT TOJbKO /18 HOBbIX CO6bITUIA. Korga Bbl BK/IHOYAETE OTCNEXUBAHNE A1 KaKoro-nnbo

co6bITUSA, CUCTEMA HAUMHAET (OMKCUPOBATbL EI0 TOSIbKO C 3TOF0 MOMeHTa. MNpoLuble cobbITUS He
aHaNM3npytoTCs.
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4.5.8. YBegomneHus

B pasgene «YBeAoM/IeHUs» HAaX0ANTCS CMMCOK MHULMMPOBAHHbIX NOMb30BaTENISIMU NpaBua Ans
OTNpaBkM yBeAOM/IEHUIH OT YCTPOICTB.

MNepeknoyarens pagoMm c HasBaHWEM npasuia Nno3sonaeT BK/THOUNTL/BLIK/THOYUTL aKTUBHOCTb
yBEAOMJIEHUA. UT06bI akKTUBMPOBaTb HYXXHOE NpaBun10, NnepeseanTe NoJI0KEeHNE nepekyvaresnisa

BMNpaso.

CnUCOoK NpaBun AN yBEAOMIEHUA

Bcero: 2, AKTWBHO: 0

HaszBaHue MoHuTop Cnoco6 AoCTaBKW YBEAOMNEHNA
Figure-s Bbixog ycTpoAcTBa Ha CBA3b TG
eventto TG [Monb3oBaTenbcKoe feAcTBUE Haf YCTPONCTEBOM TG

Puc. 22. OkHo yBegoMneHuii

v
ﬂ,ﬂﬂ co3gaHuna npasun yeegoM/1€HUN HAOXKMUTE Ha NKOHKY 1 3ano/1HNTEe COOTBETCTBYOLWNE
nons.

Tabnuua 17. MNonga gna HaCTPOWMKM NpaBus OTNPaBKN YBEAOM/IEHWIA

Monsa OnucaHue
HassaHue HassaHue ans npasuna

Tun cobbITusA, KOTOpoe GyAeT OTC/exXuBaTbes. BbibepuTe oavH 13
[OCTYMHbIX BapUaHTOB:

* [NepBblii BLIXOA YCTPOCTBA Ha CBSI3b: YBeAOM/IEHME MPU NEPBOM
BbIXOZ,e HOBOTO YCTPOIiCTBA Ha CBsI3b. [103BONSIET OTC/EXMBATb
fo6aBneHne HOBOro 060py0BaHuS.

» HoBoe co6bITVe Ha YCTPOIACTBE: YBEAOM/IEHME NPU pernctTpaumm
HOBOIO CODOBITUS HA YCTPOICTBE (Hanpumep, AeicTeme nnu
cobbITure).

» OO6HOBNEHWe cTaTyca ycTpoicTea: YeefoM/eHe Npu N3MEHEHNUN
cTatyca yctpoiicTsa (Hanpumep, Warning wnw Critical).

 [Monb3oBaTenibCKoe AeiicTBNe Hag, YCTPOCTBOM: YBeAoM/IeHMe npu
BbINO/IHEHU ONPEAENEHHOI0 M0/b30BATE/LCKOIO AeACTBUS.

 [locTynHo o6HOB/IEHME: YBELOM/EHNE NPU NOSIBAIEHNI HOBOM

BEpCUN NPOLUMBKW /151 YCTPONCTBA.
MoHuTOp P P AnA yeTp
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Tabnuua 17. MNons Ans HacTpolikn Npasua OTNPaBKK YBEAOMSIEHW

YBegomsieHne no cobbITuio

YBegomsieHue no Taimepy

NHdopmupyemeblii ctatyc

Cnoco6 gocTtasku
yBEAOM/IEHUS

Bbi6op cobbITUSA, MO KOTOPOMY 6YAET OTNPaB/EHO YBEAOMIEHNE, DTOT
napameTp yTOYHAET BblOPaHHbI «MOHUTOP:

« HoBoe cobbiTne Ha ycTpoiicTBe: command — NOATBEPXAEHNE
BbINOSIHEHMS OTNPAB/IEHHON KOMaHAbl, event — nboe
NMHOpMaLMOHHOE CObbITHE;

¢ [Monb3oBartenbCcKoe AencTBMe Haj YCTPOWCTBOM: put — nobasneHne
HOBOrO YCTPOICTBa; update — peAakTMpoBaHue yCTpoicTea
(o6HOBNEHME ONUcaHus, aobasneHne/yganeHme Tero, CMeHa
Knoya WwndpoBaHus), delete — ypganeHue ycTpoicTea

Bbi6op Taiimepa, no KoTopomy 6yAeT OTNpaBieHo yBeaoMIeHne. ToT
napameTp YyTOYHSET BblOPaHHbI «MOHUTOP»

Bbi6op cTatyca, npu KOTOPOM ByAeT OTNpaBNATbCA yBeAOMIEHNe. 3TOT
napameTp yTOYHSET BblOpaHHbIii «MOHUTOP»!

+ O6HOBNEHNE cTaTyca YCTpPoNCTBa: critical — BO3HWKHOBEHMWE
Cepbe3HOro cbos, warning — BO3HUKHOBEHUEe HEKpUTUYHOW
npo6/emMsl

Bbi6op cnocoba goctaBkv yBeAOM/IEHMS. BbiGepuTe n3 umetoLmxcs B
BbINaJaroLLeM CNUCKe Un Co3ainTe HOBbIN

MpaBuna ana yBeaomIeHnin obLye 1 AoCTynHbl ANl CO34aHVS Y PEAAKTUPOBAaHMUS /15 BCexX nosib3oBatesiel

LoMeHa.
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Cnoco6 gocTaBKU yBeOM/IEHUIA

UT06bI cosanatb HOBBbI CNOCO6 [OOCTaBKM, HOXXKMUTE Ha + B NeBoii yacTu nons. Y 3anonHuTe

COOTBETCTBYOLLME NonA.

Tabnuua 18. Monsa gnsa cosgaHns npasus OTNPaBKX YBEAOMIEHWIA

Monga

HasBaHue

LLa6noH

A3bIK

OnucaHve
Ha3saHue cnocoba ysBefomneHus

Bbi6op WwabnoHa Ans otnpaskv yBeAoMIeHWUA. BO3MOXHbIe BapuaHTbl:

e smtp: OTnpaBKka yBe4OM/IEHWI N0 3/IEKTPOHHO No4Te Yepes
SMTP-cepBep. TpebyeT HacTpoiikn napameTpos SMTP-cepsepa
(agpec, nopT, y4eTHble AaHHbIE).

» telegram: OTnpaBka yBegomseHuii B MecceHgxep Telegram.
TpebyeT HacTpolikn HTerpaumm ¢ Telegram-60Tom (TOkeH 60Ta).

A3bIK, HA KOTOpPOM ByAyT hopMUpPOBATLCS YBEAOMEHMS: ru/en

3Be3f04Ka (*) pagom ¢ HasBaHMeM Mnons 06o3HavaeT 0ba3aresibHOe Mose 415 3anofiHeHus. bes 3anonHexHus
06s13aTe/IbHbIX NOME HAaCTpoiKa He ByAeT paboTaTh.

Omnpaska ysedomsieHuli no 3/IeKmMpPOoHHOU noume yepe3z SMTP-cepsep

[Nsi HACTPOViKM OTNPAaBKY YBEAOM/IEHMIA MO 3NEKTPOHHOI NouTe yepe3 SMTP-cepBep BbiGepuTe
WAaGMOH SMEP 1 3anosHNTe COOTBETCTBYHOLLME NOSS.

Ta6nuua 19. Nonga ana co3gaHnsa oTnpaBky yBeaoMaeHuin yepes SMTP

Monga

HaseaHue

LLa6noH

A3bIK

XocT

Mopt

Mmsa nonb3osarens

Maponb

OnucaHve
VimMa gnst aTon HAaCTPOViKK

YKa3blBaeT, YTO 3Ta HaCTpoiika npegHasHayeHa 15 oTnpasku
yBeAoM/1eHnin yepe3 SMTP

A3bIK, HA KOTOPOM ByAYT hOPMUPOBATLCS YBEAOMSIEHNS

O6na3artensHoe nosne. Agpec SMTP-cepsepa. Hanpumep,
smtp.gmail.com nnu smtp.yandex.ru

O6sna3zartensbHoe nose. NMopt SMTP-cepeepa. O6bI4HO AN
He3allMLLEHHOro CoeiMHEHNS Ucnob3yeTcs nopT 25, Ans
3awuueHHoro coegmHenns (SSL/TLS) — nopt 465 unun 587

Vimst nonb3oBarens ans ayteHTndmkaummn Ha SMTP-cepeepe. MoxeT
ObITb aAPECOM 3/IEKTPOHHO MOYTLI NN APYTUM MEHEM
nosib3oBaTesis, B 3aBUCUMOCTM OT HACTPOEK cepsepa

Maponb ansa ayteHTudpmkaymm Ha SMTP-cepsepe
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Tabnuua 19. MNong ans cosgaHns oTnpasku yBegoMIeHnin Yepe3d SMTP

MouTta oTnpasuTens

Tema coobLeHus

MouTa nonyyarens

Konusa nucbma

CKprTaﬂ Konusa nncbma

O6s3aTenibHoe nose. AApPec 31IeKTPOHHOI NoYTbI, C KOTOPOro 6yayT
OTNPaBAATLCA YBEAOM/EHNS]

Tema nucbma ¢ yBegom/IeHNeM

O6s3aTenpHoe none. Agpec(a) aNeKTPOHHOM NoYThbl nonyyatens(en)
yBeAOM/IEHUA. MOXHO yKa3aTb HECKOMIbKO aflpecoB, pasfenns nx
3anaTol UK TOYKOW ¢ 3ansTol

Agapec(a) 3NeKTPOHHO NoYTbI A/18 OTNPaBKK KONum NucbMa. MOXHO
yKasaTb HECKO/IbKO afjpecoB, pa3AesimB X 3ansaTol Uan TOUKOW ¢
3anaTon

Agpec(a) 3NeKTPOHHON NoYThl 415 OTAPaBKM CKPbITOM KoMK NUCbMa.
MOXHO yKa3aTb HeCKO/IbKO afpecoB, pasfenvB X 3ansTol UM TOUKOW
€ 3anaToii. Monyyartenn B CKPbITOV KOMWMU HE BUAHbI APYTUM
nonyyarensm

N5 KoppeKTHoI paboThkl yBeaoMIeHuit yepe3 SMTP-cepBepbl HEKOTOPbIX MOYTOBbLIX CEPBUCOB, HaNprmep,
«SHaekc MouTa» MoXeT NoTpe6oBaThCA HACTPOIiKa NapaMeTpoB 6e30MacHOCTU YUETHOI 3anucK (HanpumMep,
co3faHvie Napons NPUIKEeHUs UM paspeLleHne JoCTyna A1l CTOPOHHUX K/IMEHTOB).

C nomoLbo KHoNkM MpoBepUTbL MOXHO Y6eanTLCA B KOPPEKTHOCTY BBEAEHHbIX AaHHbIX, HANpumep,
poctynHocTn SMTP-cepBepa. Ecnm HacTpolikn paboTatoT NpaBu/IbHO, TO Ha YKa3aHHYH nodTy npuaet

TeCToBOe yBelOM/IEHNE.

Mocne ycnewHoro 3ano/iHeHns nonein Haxxmmute CoxXxpaHUTb.

Omnpaska ysedomsieHuli 8 mecceHoxep Telegram

st HACTpOVikM OTNpaBKu yBegomieHuii B Telegram BoiGepuTe WAG/IOH telegram v 3anosiHnTe

COOTBETCTBYHOLLME NosA.

Tabnuua 20. Mona gna co3ganHusa oTnpaBky yBegomneHuii B Telegram

Monga

Has3BaHue

LLla6noH

A3bIK

ToKeH 60Ta

OnucaHue
Nmsa onsa aToli HacTpoiikm

YKa3blBaeT, UTO 3Ta HacTpolika NnpegHasHayYeHa A/1s oOTnpaBkm
yBeAoM/ieHnin yepes Telegram

A3bIK, Ha KOTOPOM GyAyT HOPMUPOBATLCS YBEAOM/IEHNS]

O6s3arenbHoe none. YHvKasbHbIA KNy 4ocTyna K Bawemy Telegram-
60Ty. YUTOObI NONYUNTL €ro, co3aalite HOBOro 60Ta Unu Bbibepute
cyllecTBytoLLEro Yepes ochumuymanbHoro 6ota @BotFather B Telegram.
CkonwvpyiiTe Nosly4eHHbI TOKEH 1 BCTaBbTE €ro B 3TO None
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Tabnuua 20. MNons Ans co3gaHvs oTnpaskn yBegomieHnii B Telegram

O6s3are/nibHOe none. YHUKasbHblii ngeHTUdMKaTop Yata g1s oTnpasku
yBeA0MJIEHWIA.
Yto6bl nonyuunts ID yaTa:

1. OTnpasbTe Nt060€ cooblieHne Bawemy 60Ty B Telegram.
2. Yb6egutecb, UTo nose «TOKEH 60Ta» yXxe 3anosIHEHO.

3. MNepeiigute No ccbinke-NoACKasKe HKe (TOKEH NOACTaBUTCS
aBTOMATUYECKN).

4. B OTKpbIBLLEMCS TEKCTe HanguTe 610k "chat" n ckonupyiite undpsl,
yKasaHHble psagom c "id".

ID vata
Mo3BoNsIET OTNPABNATL YBEAOM/IEHUS B ONPEAENEHHYHO LEMOUKY
coob6ueHwuii (thread) BHyTpK YaTa. ECnim He yka3aHo, TO COOOLLEHNS
OyayT OTNpaBNsATLCA B OCHOBHOI YarT. Mos1e3Ho A5 rpynnupoBKy
ID Leno4kn coobLLEeHN yBEAOM/IEHWIH NO TEMaM
Ecnu Bk/oUeHO, TO NOMb3oBaTeNMN 6GyayT NosyyaTb yBeAOMAeHUs 6e3
OTnpaBnsTh 6€3 3ByKa 3BYKOBOIO CMrHana

Ecnv BkNOYEHO, TO BXOASLLME CO06LLEHMS ByayT 3alipLleHbl OT
3anpeTtutb NepeckifiaTtb 1 COXPaHEHMUS 1 NEPECHIIKM B Apyrue yartbl. [oBbiaeT
COXpaHsiTb COOOLLEHUS KOHDMAEHUMANbHOCTb YBEAOMIIEHWIA

C nomouibto KHOMKM MpoBepUTb MOXHO Y6eaAnTbLCS B KOPPEKTHOCTY BBEAEHHBIX AaHHbIX, HanpumMep,
Ba/IMAHOCTb TOKeHa 60Ta 1 |D yaTta. Ec/in HacTpoiliku paGoTatoT MPaBU/IbHO, TO B YKa3aHHbIA uaT npuaet
TECTOBOE YBeIOM/IEHNE.

Mocne ycnewHoro 3anonHeHns nonein Haxmvute CoxXxpaHUTb.
4.5.9. XXypHanbl

B pasgene XXypHanbl BefleTcs CNUCOK NoJib30BaTe/IbCKOl aKTUBHOCTW. 34eCb 0TOGpaxXatoTcs AelicTBus
COBepLLEHHbIe N0Mb30BaTe/IAMU CUCTEMBI JOMEHA.

Tabnvua 21. IHhopmaunoHHble nonsa pasgena XXypHanbl

WNHuumatop Monb3oBartesnb, KOTOPbIV BbINOHUA AeCTBUE
AKTUBHOCTb KpaTkoe onucaHue cyTu geincTaus

Crartyc PesynbTar BbINO/HEHWS AECTBUS

Bpems co3gaHus [ata n Bpems, korga gencTeue 6bi710 3addUKCMPOBaAHO

IP nHuumatopa IP-agpec, ¢ KOTOPOro nosib3oBate b BbINONHWUA AeAcTBME
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Tabnuua 21. HhopmaumnoHHble nons pasgena XXypHasbl

JlononHuTensHas TexHuuyeckne getanu geictems. 34ecb MOryT COAEPXaTbCS Kak NpoCTble
NMHpopmaums KomaHabl (Hanpumep, reboot), Tak 1 NoMHbIE NapameTpbl KOHGUrypauum

B pa3gene XXypHanbl AOCTYNHbI ABa TUMa NoucKa: nouck TOYHOro CoBnafeHns 1 No1cK nNo unsTpam.
Movck no cpunsTpam padoTtaet no sioruke «». MNpu ykazaHUM HECKOSIbKUX TEFOB 0TOGpaXKatoTCs BCe
3anuncu, cogepxatume xotsa 6ol 04UH 13 yKa3aHHbIX Teros. CTpoka «OTguNLTPOBaHO MNo» NnokasbiBaeT
NCNoJsib3yeMble K/YeBbIe C/10Ba.

B Tabnuue focTynHa copTupoBkKa no t6omMy 13 cTonbuoB. C NOMOLLI0 KHOMKK MOXHO
0TCOpPTMPOBaTh COOLITUS NO AaTte. BbibepuTe UHTEPECYOLWNIA BaC BPEMEHHOI NHTEpPBaU, YTOObI
0TO6pasnTb AENCTBUSA TOMBLKO 3a 3TOT Nepuoa,

Haxas Ha kHonky =—— «CkauaTb», MOXHO cKayaTb XypHas B BuAe haiina c paclumpeHnem CSV.
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4.5.10. Be3sonacHoOCTb

B paspgene «be3onacHOCTb» HaXOAUTCSA CMMCOK AOCTYMNHbIX A1 MpocMoTpa AAMUHUCTpaTopy
npocbmneii 6e3onacHocTL.

WNHdpopmauysi, npeAcTaBneHHas B pasgesne, He AoCTynHa As peaakTupoBaHus. 015 peaakTMpoBaHus
npocpuns 6e30MacHOCTV 06paTUTECH K CO3AATEN0 AOMEHA WU B TEXHUYECKYIO MOAAEPXKKY Ha NouTY,
yKazaHHyto B pasfesie KoHTaKTbl 4aHHOTO pyKOBOACTBA.
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KOHTaKTbI

HoBble Bepcum NPOLUMBOK, [OKYMEHTaLMW U CONYTCTBYHOLLENO NMPOrpaMMHOro 06ecneyeHnst MoOXHO
noslyYnTb, 06PATMBLLUMCH MO CeAYyOWMUM KOHTaKTam:

CaHkKT-lMeTepoypr

Caiit KoMmnaHum B IHTepHeTe www.radiofid.ru
Ten. B CaHkT-lNeTepbypre +7 (812) 318 18 19
e-mail support@radiofid.ru
Telegram @irzhelpbot

Haluu cneumanncTbl Bcerga roToBbl OTBETUTL Ha BCe Ballu BOMpPOCHI, NOMOYb B YCTaHOBKE, HAaCTPOIKe U
yCTpaHeHU Npo6/IEMHbIX CUTyaLuit Npu aKkcnyaTauun 060pyaoBaHus.

B cnyyae BO3HMKHOBEHWSI MPOG/IEMHOM CUTyaL Npyu 06paLLEHNN B TEXHUUECKYIO NMOAAEPXKKY CleayeT
yKasblBaTb BEPCUI0 NPOrpamMMHOro o6ecneyeHnsi, Ucnosib3yemMoro B poyTepe. Takxe pekomeHayeTcs K
MUCbMY MPVKPENUTL XYpPHasIbl 3amycka Npo6/eMHbIX CEPBUCOB, CHUMKM 3KPaHOB HACTPOEK 1 Nobyio
[pYTyto nosie3Hyto nHchopmaumio. Yem 6osblie MHopmaummn 6yaeT NpegocTaBieHo COTPYAHUKY
TEXHUYECKO NoAAepXKM, TEM BbICTPEE OH CMOXET Pa306paThCs B C/IOKMBLUECS CUTyauun.

Mepen o6palleHeM B TEXHUUECKYIO MOAAEPXKKY HACTOSITENTbHO PEKOMEH/YETCS OGHOBUTL MPOrpaMMHOe
obecneyeHvie poyTepa [0 akTyaslbHO BEpCUN.

HapyLueHue ycnoswuii akcnayataumm (HeHagnexallee MCnosib30BaHve poyTepa) NnwaeT Bnagensla
YCTPOIiCTBa NpaBa Ha rapaHTUnHOe 06CNyXnBaHme.
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