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1. BBegeHue
1.1. OnucaHue fOKyMeHTa

JaHHblli [OKYMEHT cofepXuT onncaHne cuctemsl iRZ Link, npegHasHavyeHHoW ANs LEHTPa/IM30BaHHOIO
cbopa uHhopmaLmu 1 ynpasneHuss BCEMU YCTPOCTBaMU, BXOAALLMMUN B CETb.

@ [Lns Kax a0l Mogenn poytepa CyLLECTBYET COBCTBEHHbIN KOMMIEKT AOKYMeHTaLuW. 118 nosnydeHus
“HdhopMaLmn o paboTe cammx YCTPOICTB CMOTPUTE COOTBETCTBYHOLLIEE PYKOBOACTBO NO/b30BaTESS.
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2. CBepfeHNsA o cucteme

2.1. O6wue cBeaeHUA U (PyHKLUN

Cuctema iRZ Link npefHa3sHaveHa Ans LEHTPaIM30BaHHOIO yrpasneHUs KoOHUrypaumsamm poytepos
iRZ 1 N0O3BONSAET KOHTPONMPOBATbL COCTOSIHNE CETEBOro 060pyA0BaHUA Y MHPPACTPYKTYPbI
npeanpuaTusA.

OCHOBHbIE (PyHKLMMN CUCTEMBI:

e KOHTPO/Ib COCTOAHMSA FPYMMbl YCTPONCTB WU KaXKA0ro poytepa iRZ no-otaensHocTu. MNonb3osarento
[JOCTyMNHa cnepyowas nHgopmaLms: CoCTosiHMe YCTPoCcTBa (B ceTu/He B CETH), BPEMS Noc/ieHero
0TBeTa, Bpems paboTsl, gaHHble 0 CPU, LAN, Loopback, mapwwpyTtunsauum un ap.

¢ LleHTpann3oBaHHOE 06HOBNEHNE BCTPOEHHOTO MO OTAENbHLIX POYTEPOB UM TPYNM YCTPONCTB
04HOW annaparHoii cepuu.

« OTnpaBka poyTepam KoMaHf Ha nepesarpysky 1 c6poc HacTpoek. BCTPOEHHBIV NaH1POBLLMK
No3BO/ISIET 33aTh MHTEPBas BbIMO/IHEHNUS KOMAH.

» Co3zgaHue npaBu (QOPMUPOBaHUST Pe3EPBHbIX KOMUIA YCTPOCTB U CUCTEMHbIX XXYPHAUTOB.
e YnpaB/fieHne KOHUTypauusamMm poyTepoB, NOAKMUEHHbIX K CUCTEME.

Bce gelicTBMA B ccTEME NPON3BOAATCH YAa/IEHHO Yepes web-nHTepdeiic ns 6paysepa. Cepsuc
[OCTyneH no agpecy irzlink.irz.net. KnneHTtckasa 4yacTtb yxe BCcTpoeHa B MO poyTepos.
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Puc. 1. MpuHuMn opraHn3auumn cuctemMbl ynpasneHus poytepamu iRZ Link

Bnarogapsa moaynbHO apxuTekType dyHKUMoHan cuctembl iRZ Link MOXeT 6biTb aganTMpoBaH noj
KOHKpETHbIE GU3HEC-LENN.


https://irzlink.irz.net/
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2.2. CuctemHble Tpe6oBaHuA

JocTyn K iRZ Link ocywiecTBnseTcs npy noMowm Be6-6paysepa Ha paboumnx mectax ¢ A4OCTYNOM B CETb
VIHTepHeT:

¢ K — ¢ onepauyuoHHoi cuctemoin Windows, Linux, MacOS u T1.4.

e VIHTepHeT-6pay3ep — Opera, Firefox, Chrome, Safari n T.4. (kpome Internet Explorer)
2.3. Peructpauua B cucreme

3apernctpupoBarbcs B cucteme iRZ Link BO3MOXHO ABYMs cnocobamu:

L I'Iepe|7|TV| Ha CTpaHuuy CaMOCTOSITENbHOA perncrtpaumnmn, 3ano/iIHNTb NoJiA Ccor/iaCHO noAackaskam u
0oXOaTbCA NMCbMa C AO0CTyrnamMn B CUCTEMY.

e HanuvcaTb N1CbMO B TEXHWUYECKYIO NOAAEPXKY HA aApec support@irz.net. B nucbMe HEOGX0AUMO
yKasaTb Ha3BaHMe KOMMaHuK ¢ ykazaHneM hopMbl CO6CTBEHHOCTU, IHH komnaHun, ®1O
COTPYAHMKa 1 email, Ha KoTopbIii BYAET OTNPaB/IeHO OTBETHOE NUCbMO C JOCTyNaMu.

[ns co3aaHnsa AoNoMHUTENBHOTO AOMEHA A5 Balleil opraHn3aumy o6paTuTecb B TEXHUYECKYHO
NoAAEepPXKy Ha nouTy support@irz.net.


mailto:support@irz.net
mailto:support@irz.net
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3. Ponn nonb3oBartesneu

B cucteme iRZ Link peann3oBaHo pasrpaHuyeHmne npas 4OCTyna K ynpas/ieHnio YCTPOCTBaMU.
MpefycmMoTpeHbl TpY PON: «aAMUHUCTPATOP», «KMOMOLLHUK», «OnepaTop».

YcTpoiicTBa 06beAMHANTCSA B BUPTYasTbHble rpynMbl. 151 KXo rpynmnbl MOXET ObiTb Ha3HaYeH OfuH
UM HECKO/bKO «afMUHUCTPATOPOB>.

ApMUHUCTpaTop

O6nafaet HeorpaHNYeHHbIMM NpaBaMy Ha BbINO/IHEHUE BCEX AENCTBUIA B CUCTEME, BK/OYaS:
¢ nobaBfieHne yCTpPONCTB;

e 3arpysky nporpammHoro obecneyeHus ans nocneayoLlero passeprbiBaHus;

¢ BbINO/IHEHNE KOMaH[, Ha YCTPONCTBAX;

¢ [PYNNMpPOBKY YCTPOWCTB MO Teram u/uaim mogensim 415 noBbIleHns ya06CcTBa Nomcka 1 ynpaseHus;
e HacCTpOWiKy rpynn gocTyna K ycTpoicTeam,;

¢ [epes3arpysky yCTPOWCTB;

¢ ynpaefeHve nosb3oBaTeNsamMu B npeaenax CBOero AJoMeHa.

MomoLwHUK

VimeeT BO3MOXHOCTb BbINOMHATL B CUCTEME Takue AeiCTBUSA, Kak:

e OTNpaBka KoMaHg,

¢ 0OHOB/EHME NPOLUMBKMY,

¢ HacTpolika KoHUrypauuu,

e HacTpolika CTaTyCHOl CTpaHuLpl,

e Cco3/aBaTb HOBble YBeOM/IEHNS,

¢ V3MEHSATb Naposb M PefakTUPOoBaThb NOMb30BaTe el TONbKO CO cTatycom Oneparop.
Bce 3aaHus U3 MeHto [eiicTBus TpebyloT NOATBEPXAEHUS agMUHUCTpaTopom!

MOMOLLHWK He UMEeET Npas:

e yaansaTb yCTPONCTBA,

¢ co3gaBaTb Mosib3oBaTesne,

e yaanaTb daiinbl,

e yaanaTb U U3MEHSATb YXE CyLLEeCTBYOLIME YBEAOM/IEHMS.
OnepaTtop

MmeeT eguHCTBEHHOE BO3MOXHOE JeliCTBUE B CUCTEME — HABMIOAEHNE 32 COCTOSIHUEM AOCTYMHbIX
YCTPOIACTB.
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PasrpaHuyeHve npae AocTyna no3BossieT 06e30nacuTb CeTb OT HECAHKLMOHMPOBAHHbIX M3MEHEHWIA B
paboTe yCTpOIiCTB.

NMo60oli nonb3oBarenb MOXET YO2UINTb CBOK YYETHYHO 3anncCb N3 CUCTEMbI.

3Ta BO3MOXHOCTb A0CTynHa B pa3gene «[lonb3oBatenbckue HaCTpOVIKM>> - «JIMyHble gaHHble». Ansa

nepexoga B pasgesnn HaKMNUTe Ha NKOHKY X



4. Web-nHrepdeic

4.1. Yctpouctea
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Ha Bkragke YcTpoWcTBa npeacraB/ieHa nHhopMauust 0 cTatyce NnogkMiUEHHbIX K CUCTEME YCTPOIACTB,
nx o6LLee KO/IMYeCTBO M KONIMHYECTBO YCTPOWMCTB, KOTOPbIE HAaXOAATCA Ha CBA3W B AAHHbIA MOMEHT.

B BepxHeli yacTu pasgena otobpaxaeTcs MHOpPMaLMa 0 NOAKIYEHHbIX YCTPOCTBAX B BUAE

WHPOPMAaLMOHHBIX G/10KOB.

00
HaxxmuTe Ha KHOMKy , 4YTOObI OTKPbITb CNMNCOK nepeKmoaneneVl OnAa ynpasneHna BsuamnmMmocTbo

6/10KOB Ha 3TOW CTpaHumLe.

OBLLEE COCTOAHUE MOLENb YCTPOWCTBA
17 21 710
@ critical A Warning RL21w
1340 38 288
@ Online @ Pending Lpyrue
BEPCUA MO CETb
952 384 1128
20.11 20.9 4G
78 63
20.11.1 3G
CUrHAN PE3EPBHAA KOMNMUA
821 575 89
OTNUYHBIN YAoBNeTBOPUTENbHbBIN 3aBeplLueHo
108 86
HopManbHbIn IMnoxom
CUCTEMHDIN XXYPHAN
57 7
3aBepLueHo Owwubka

Puc. 2. CtarycHas cTpaHuua

295
RL 11W

85
R50-A2.WAN

399
3G

4

Owubka
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Hannune noneii gaHHbIX 1 NapaMeTpoB B Link HanpsiMyto 3aBUCUT OT BEPCUM NPOLUNBKN, YCTAHOB/IEHHOM Ha
KagoMm poyTepe. HekoTopble Nossi MOryT OTCYTCTBOBATbL UM OTOGpaXaTbCsl MHave A5 yCTPOICTB,
paboTatowmx Ha Bepcusix npowwmskm 20.X u irzOS.

OBLUEE COCTOAHUE — cocTosiHMe BCeX MOAK/HYEHHbIX POYTEPOB:

Pending YcTpolicTBo Aob6asneHo B iRZ Link, HO eLle He BbIXOANNIO Ha CBA3b U He
nepefasasio faHHbIE B CUCTEMY

Online YCTpOWCTBO aKTUBHO 1 PerysisipHo nepefaeTt AaHHble. MNpucsanBaeTcs, ecnv
nocnefHee coobLleHne OT YCTPONCTBa 6bI/10 NOYYEHO B TeYeHne
yCTaHOB/IEHHOro BpeMeHu «online — warning» (pekomeHayemMoe MUHYMasbHOe
Bpems 15 MuH)

Critical OT ycTpoiicTBa AaBHO He 6bI/10 AaHHbIX, BEPOATHO, CBA3b C HUM MOTepsiHa.
MprcBamBaeTCs, eCNn YCTPOMNCTBO HE NPUCHIIAN0 COOBLLEHMNI foNbLUe
YCTaHOBIEHHOrO BPEMEHU «warning — critical» (no ymonyanuio 10080 MuyH,
pekoMeHAyeMoe MUHMa/IbHOe BpeMs 15 MuH).

Warning YCTPOIACTBO A@BHO HE BbIXOAW/I0 Ha CBA3b, HO BPEMS OXUAAHWSA eLle He
KpuTU4HO. MpuceamsaeTcs, ecam nocnegHee cooblleHre 6bis10 NoyYeHo B
NPOMEXYTKE MeXAy YCTaHOB/IEHHbIMM 3HaUYeHMsAMU «online — warning»
«warning - critical»

Tpe6oBaHVsAMY Balliei cucTeMbl. ATV NapameTpbl HAXoAATCS B pasaenie AGMUHUCTPUPOBaHue —

BpemeHHble noporu «online —warning» n «warning — critical» MOXHO U3MEHWUTb B COOTBETCTBUM C
HacTtpoliku.

CUIHAJT — ypoBeHb cuUrHasna CoToBOW CETU, OTOOPaXKaeT KOIMHYECTBO YCTPOMCTB 418 KaK40ro YPOBHS

curHana:
OTNUNYHbII JNyyliee 13 BO3MOXHbIX 3HAYEHUIA CUrHana.
HopmasibHbIl HopmasibHoe 3HauyeHue curHana.
YA0BNETBOPUTENbHbI YpoBneTsopuTesibHOe 3HaYeHve curHana.
Mnoxoii XyfaLee 13 BOSMOXHbIX 3Ha4YeHWl curHana.

CETb — TexHonorvsi nepefaymn JaHHbIX, 0TO6paaeT KofMUecTBO COTOBbIX MOAyNei Ans Kaxaoro
pexumMa ceTu:

2G EcTb yCTpOIiCTBO, KOTOPOE 3aperncTpupoBasiock B 2G-CeTu.
3G EcTb yCcTpOIicTBO, KOTOPOE 3aperncTpmrpoBanockb B 3G-ceTu.
4G ECTb yCTpPOIiCTBO, KOTOPOE 3aperncTpupoBanock B 4G-ceTu.
[Jpyras TexHonorus Noboe gpyroe 3HayveHne, KOTOPOE OTNPaBUIO YCTPOCTBO.
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MOJAE/Nb YCTPOMCTBA — Mogenu Bcex NOAKMIOYEHHbIX YCTPOICTB, OTOBPakaeT KoMM4ecTso
YCTPOWCTB ANS KaxXaolh Mogenu:

Hanpumep: HasBaHve mogesnu, KoTopoe nNpucnasio yCTponcTeo.
RL21W

BEPCUA MO — Bepcus MO nogxItoUeHHbIX YCTPONCTB, 0TO6paxaeT KO/IMUeCcTBO YCTPOCTB AN
Kaxgow Bepcun MO:

Hanpumep: 20.8 Homep BepcyM NPOLLUMBKU, YCTAHOB/IEHHOI Ha poyTep.

PE3EPBHAS KOMUA — cTartyc hopM1MpoBaHns pe3epBHbIX KOMUI B HACTOSILLMIA MOMEHT, oTo6paxaeT
KO/INYeCTBO POYTEPOB C COOTBETCTBYHOLLUNM CTATYCOM:

completed VicnonHeHo.

failed OwnbKa NCMONHEHUSA UM UCTEK CPOK UCTIONHEHUSA.

CUCTEMHDbIW XXYPHAJT — cTaTyc (DOpMUPOBaHMSA XYPHA/IOB COBLITUI B HACTOSALLMIA MOMEHT,
0oTOGpaXKaeT KosIM4ecTBO POYTEPOB C COOTBETCTBYHOLLUM CTATYCOM:

completed VicnonHeHo.

failed OwnbKa NCMoNHEHUS UM UCTEK CPOK UCTIONHEHUA.

HaxaTtune Ha nose B 3Toi YacTu uHTepdeiica pabotaeT Kak dnasTp noucka. s noucka
onpeAeneHHoro yCcTpoicTBa Un rpynmbl MO HA3BaHUIO MOAENM MOXHO BOCMO/Ib30BaTLCS MNONCKOBO
CTPOKOIA.

VIKoHKa O3Ha4yaeT Hain4ne LLIVIdZ)pOBaHI/IFl nepegasaemMbiX AaHHbIX.

MkoHka '/ 03Ha4aeT, YTo YCTPOCTBY 3anpeLLeH A0CTyr.

B pasgene MOXHO OTC/IeXMBaATb COCTOSAHUSA YCTPOICTB. MIHGhopmaLmsa N0 COCTOSHUIO YCTPONCTB
06HOB/NSIETCSA B C/ly4yae 0GHOB/IEHUSA NHTEPAENCOB YCTPOMCTB UK C 3afaHHO YacToTol (3agaeTcs ¢
nomoulpblo web-nHTepcpeiica poyTtepa).

B HWXHeil yacTu pasgena oTobpaxaeTca MHdopMaLys 0 NOAKMUYEHHbIX YCTPOCTBaxX B BuAe Tab/uLbl.

Haxas Ha KHOMKY 000 «KOMOHKM» MOXHO C NOMOLLbIO Nepek/itoyaTeneii ynpasnsitb BUAMMOCTbIO
KOJIOHOK B 3TOI Tabnuue.

10
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Wpentudukatop  CocTosiHne Onucanue Tern Curnan CeTb Uptime 06HOBNEHO CobbITnsa
RDDE1000512 Critical RL21W UPS RL21W | [ Client HopmanbHblit 36 04 55Mm Tonbko 4To o 4 C 18

RDDE1005231 « Pending OkTA6pbCckas, MeTannypr R50-A2.WAn | [ NEW Y[0BNETBOPUTENbHDI 4G 14eHb 24 23:30 [ EDE( RE]

VPN 7) (86
RDDG1006082 Warning MeyeHrckas. MOHUTOPUHT Reserve R50-A4.WAn HopmanbHbiit 4G 2 pHAa Buepa o 1 21
RDDG1006144 Online Bappeiicknii npocnekT, 45 RL 21W Megafon OTNNUYHBIIA 4G 18 pHen 1 Hepensa 23 0 b
RDDG1006367 Online MuoHepckas, 7 RL21LW HopmanbHblit 3G 22 pua 3 Hepenun 12

RDDG1006149 Online YaoBneTBopUTeNbHbIA 26 30 pHeit JasHo 6 o 17

Puvc. 3. BHelWwHWi1 BuA, Tabnmubl yCTPORCTB

BbI6Op 04HOrO MM HECKOSIbKMX YCTPOWCTB B CMIMCKE aKTUBUPYET KHOMKM CNEAYIOLMX TPYMNMNOBbIX
onepauuii Hag, Tabnuueii:

o «[leiicTBMSI» — 3Ta KHOMKa NO3BONSIET 3a4aTb HOBOE feliCTBIE A/151 BCEX BbIGPaHHbIX YCTPOACTB.
Mpun HaXaTU Ha Hee cucTeMa NnepesefeT Bac B pasfen «JeiicTBus» Ana JasibHeillei HacTPoKu.

* «PefakTpoBaHye» — 3Ta KHOMKa npeaHasHadYeHa A1 04HOBPeMeHHOro (MaccoBOro) M3MeHeHs!
napaMeTpoB Bbl6pPaHHbIX YCTPoiicTB. C ee MOMOLLbIO Bbl MOXETE OTPeAaKTUPOBaTh KX OnucaHue,
TEr WM YCTAHOBUTL/CHATL G/I0KMPOBKY.

B cnyyae nosiyyeHuns yBeloM/IEHNS O COCTOSIHUM YCTPOCTBA — B KO/TIOHKE «CO6bITVS» NOSIBMSETCA
COOTBETCTBYHOLLIAS VKOHKA.

HaxaB Ha kHomKy =— «CkauaTb» MOXHO ckadyaTb haiin ¢ pacwmpeHnem CSV, B KOTOpoOM cobpaHa
MHopMaLmMs No BCEM YCTPONCTBaM B JOMEHE.

JononHuTensHo 3arpyxaetca nHgopmanus B popmare JSON ¢ onmcaHMeM ycTpoicTea 1 ero
nHTepdpeiicoB. Popmar chaitna CoBMECTUM C 60/TbLUIMHCTBOM Tab/IMyHbIX pegakTopoB (Microsoft Excel,
LibreOffice Calc n gp.), 4TO NO3BONSET UCNOBL30BaTb €0 A/18 aHa/M3a faHHbIX.

m BbIrpy)eHHblli chaiin npegHasHaueH UCKIUUTENBHO AJ151 aHAJIMTUKN Y HE NOAXOAUT A1 MHOXECTBEHHOTO
[06aBneHns yCTPOICTB B cuctemy!

11



@ ANIEKTPOHUKA

4.1.1. Mpodhnnb ycTpoiicTBa

Mpun HaXaTUK Ha MOEHTUIMKATOP poyTepa 0TOGpaKaeTcsl MHGDOPMALIMSt O COCTOSIHUK YCTPOICTBA.

Bpems B none «O6HOB/IEHO» — 3TO BpeMs, Korga cuctemMa iRZ Link nonyunna nHgopmaumio ot poytepa.

 Hukens, TBappeiickoii npocniekT, 45, kopnye 1a, 1 aTax,
B CMIEUAIBHOM MOMELLIEHiM AN CEPBEPHOTO OBOPYAOBAHMS

YeepomneHue o npolmeke o
MepeiT K 06HOBNEHUIO
BbIlNO HoBOE 0BHOBNEHMe Bepcuy: 20.11.2

62/125 62/125 Tonbko uto RL21w) (NEW) (Client) (VPN) (Gvardeyskaya 45 (Nickel
CoctosHue  Co6biTs  [leiicTBAA  [lononHUTenbHbie MeTPUKN  MUHIY
State Module Mode Main/Backup siM Operator P Band signal
Mogem 1 Online MEIG SLM828 0OCHOBHOI SIM1 MTSRUSMTSRUS ~ 192.168.1.1/24 D LTE BAND 3 -51
864303050119950 89701012417859028879 250011787700016 0.0B/342.0B 4d 14h 04m -10 77 -104 8 -24
Mogem 2 Online MEIG SLM828 @ pe3epBHblit SIM 1 MTS RUS MTS RUS 192.168.1.1/24 D LTEBAND 3 -51
864303050119950 89701012417859028879 250011787700016 0.0B/34208B 4d 14h 04m -20
Mopgem 3 Offline MEIG SLM829 @ pesepBHbIit - - - - -
Mogem 4 - - - - - - - - -

Puc. 4. BHewwHWi BUA okHa Npodonnas ycTpoicTea

B pasgene cogepxutcsa nHgopmaumns:

* Has3BaHVe MOZENN poyTepa;

e Bepcusi ycTaHoB/eHHoW npowwmBky (firmware);

¢ hostname poyTepa;

e Teru, 3agaHHble 4N YyCTPOWCTBa,;

¢ COCTOsIHME LeHTpasibHOro npoteccopa (CPU);

¢ uHTepgelickl (interface), maplwpyTtusayus (routes).
e KO/IMYECTBO CBOGOAHOWM 1 06wWwen namatn (RAM).

Hannume noneii gaHHbIX U napameTpos B iIRZ Link HanpsiMyto 3aBUCKT OT BEPCMU NPOLUMBKK, YCTAHOB/IEHHOM
Ha Kaxxaom poyTepe. HekoTopble Noss MOryT OTCYTCTBOBATb WM OTO6paxaTbCs nHade A1 ycTpoicTs,
paboTtatomx Ha Bepcusix npowwmsku 20.X un irzOS.

WAN
MapameTpbl NOAKOUYEHNS] MOAeMa:

o TeKyLuii cTaTyc NoAKMNIOYEHNS MOAEMA,;

12
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* poOnb MOAEMA B CUCTEME;

¢ TEXHOJI0TUSI COTOBOW CETU, NCNOMb3yeMas B AaHHbIA MOMEHT;

e Homep akTuBHOro SIM-cnorta,;

e HasBaHve oneparopa COTOBOW CBSA3M, K CETY KOTOPOro NOAK/OYEH MOAEM;

* |P-agpec, KOTOpLI onepartop CBA3W NPUCBOWU YCTPONCTBY A/151 BbIXOA4A B MHTEPHET.
VHdopmauusa 06 o6opynoBaHUM U cUrHane:

e MOfJenb U Bepcust BCTPOEHHOTO MOAEMHOro MOAYNS;

* YacTOTHbI AnanasoH (63HA), B KOTOPOM paboTaeT MOAEM;

¢ YpOBeEHb cuUrHana coToBoii cetn. OBbIYHO OTOBpaXKaeTCs B BMAE LKasIbl, MPOLEHTOB UM 3HAYEHWS B
Abm (dBm);

¢ YHUKaNbHbIA MeXayHapoaHbIi naeHTnudukaTtop Mogema (camoro 060pynoBaHus);

* YHUKaNbHbIA CepUitHbIii Homep SIM-kapThl;

¢ YHUKa/IbHbI MeXAyHapoAHbIi naeHTudmkatop aboHeHTa, NPMBSA3aHHbIA K SIM-kapTe.
Cratuctuka pabotbl:

e 00beM NpuHATLIX (RX) U nepegaHHbIx (TX) AaHHbIX Yepe3 MOAEM 3a TEKYLLY CECCUIO;
e Bpems, Npoluejllee C MOMeHTa Noc/siefHero YCneLwHoro noak/ItyYeHuss mogema K ceTu.
Interface

VHdhopmauus o HaCTpOEeHHbIX CeTEBbLIX MHTepdelicax:

* VMeHa nHTepgoeiicoB cepucos (Hanpumep: lan, loopback, wan);

e cTaTyc uHTepcpeiica;

e TWN NOOKOYEHUS;

* |IP-agpec nHTepdeiica.

Routes

VHdopmauus o mapLupyTax, KOTopble UCMOSb3YeT poyTep:

e CcTaTyc MapLupyTa;

e ajpec CeTu Ha3Ha4vyeHus unn IP-agpec xocTa;

e CeTeBOW MHTepdelic, Yepes KOTOPbIN OCYLLECTBASETCA MapLIpyTM3auus;

¢ |P-agpec wno3a cneyoLwero nepexoaa;

e npuopuTeT (METpUKa) MapLUpyTa;

e uaeHTUdukKaTop Tabnnubl MapLLpyTU3auum;

e |P-aipec NCTOYHMKA MapLIpyTM3aLum.
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Cnncok nHTepdeiicoB 3aBUCUT OT BK/TKOYEHHDBIX UM OTK/THOYEHHBIX CEPBUCOB Ha poyTepe, MO3TOMY pasaen
TaKke MOXET cogepXaTtb ApYryto AONONHUTENbHYH MHGopmaumto (6/10Kku onucanns gpyrux nHtepdericos,
TOHHENen n 1.4.).

Takke B pazfene A0CTYNHO pefaKkTpPoBaHNe BbIGPaHHOIo YCTPOICTBA 1 3aaH1e HOBOTO AelicTBUS Anis
Hero.

4.1.2. MNouck u hunbTpbl B pasgene YCTpoucTea
B pasgene YcrpoiicTBa B Tabnvue Nonb3oBaTeso A0CTYNHbI COPTMPOBKA MO NH060MY 13 CTONOLLOB 1

ynpas/ieHne oTo6pakeHnem fJaHHbIX:

o CopTupoBKa: YTo6bl OTCOPTUPOBATL CMNCOK, HAXKMMUTE Ha 3aro/l0BOK N060ro cTon6La. BbibpaHHble
CTONGLIbI MOMEeUaTCA UdpamMmu, yKkasbiBatoLWyMU NPUOPUTET COPTUPOBKN.

¢ BbICTpbI Nonck: YTo6bI HalTK YCTPOIACTBO BBEAMTE TEKCT B M0J1E Noucka. MNMonck BbINO/HSAETCA Mo
coBnageHunsM B ctonbuax «aeHtngmkarop», «Mogenb», «OnmcaHme», «Term» n «iccid».

o ®unbTpbI: VicnonbayiiTe BbiNagatolwme Cnucku U naHesb uisTpoB, YToBbl 0TO6PaTh 3anuncu no
HY>XXHbIM Teram Uav Tunam coGbITUA.

MOXHO KOMBVHUPOBATbL BCE 3TV MHCTPYMEHTbI. HanprMep, HaliT Bce ycTpoiicTBa ¢ Terom «Cknag», B
OMMCaHNM KOTOPbIX €CTb C/IOBO «TEPMUHA», U OTCOPTMPOBATL UX N0 AaTe noc/niefdHero coobITus.

CUTHAN PE3EPBHASA KOMNus CUCTEMHbIN XXYPHAN

821 575 89 4 57 7

OTAMYHBIN YA0BNETBOPUTENbHbIN 3aBepeHo O 3aBeplueHo Owubka
108 86
HopmanbHblit Mnoxon
Tarn CobbiTus 000 Konowku & Ckauatb

OTdunbTpoBaHo no: | Ctatyc = Warning @ Pending @ Tern = NEW @ Client @ CurHan | Mnoxoit ® PesepeHas konus | Ownbka @ OuncTutb

Wpentudukarop CocTosHue Onucanue Tern Cwrnan Cetb Uptime 06HoBNEHO CobbiTus

RDDE1000512 Critical RL21W UPS RL21TW HopmanbHbiit 3G 0y 55m Tonbko uto o 4 O 18

RDDE1005231 « Pending OkTABpbCKas, MeTannypr R50-A2.WAn | ( NEW YA0BNETBOPUTENbHbII 4G 1peHb 24 23:30 0O @O 3

VPN 7 Qe

RDDG1006082 ‘i Warmng?: MeyeHrckas. MOHUTOPUHT Reserve | | R50-A4.WAn HopmanbHbiit 4G 2 pnst Buepa o 1 21

Puc. 5. Mpumep counsTpauum no napametrpam

PUNLTPLI BANAIOT Ha OTO6pa)KEHVIe AaHHbIX TO/TbKO BHYTPU pa3esioB, B KOTOPbIX OHU NPUMEHEHbI.

14



@ ANIEKTPOHUKA

4.1.3. HacTpoiiku ycTpoucTBa

Mepexop B HACTPOIKM ONpPeaeneHHOro YCTPOWCTBA OCYLLECTB/ISETCA C NMOMOLLbH0 UKOHKU —

HacTtpoliku ycTpolicTBa
RDDG1006762 RL21w

QA dep

Terw ycTpoicTsa

public test

LocTynHble Teru
public irzos | [ client )( vpn | ( ups | [ no-access
uprs RL21L )i test R24 || modbus

3anpeTuTb JocTyn

Puc. 6. BHelLHWi1 BUA, OKHa HACTPOIKM yCTpoicTBa

OnucaHue BKNagok B OkHe «HacTpoliku yCTpoiicTBa» NpeacTaB/ieHo B TabnuLe HUXe.

Tabnuua 1. Nonsa B okHe HacTpolikn ycTpoiicTea

Monsa OnucaHue

MaeHTudmnkarop CepuiiHblin HOMep yCTpoicTBa

Mogenb HasBaHne mogenu ycTpoiicTea

OnwucaHune KommeHTapuii gns yctpoiictea

Kntou AES256 256-6UTHbIN KoY

Tern MeTKn ans 6bICTPOI COPTUPOBKKU 1 NonCKa. Tern

[OMKHBI copepxarb oT 3 10 25 CUMBO/IOB.
JlonyckaeTcsl ucrnosnb3oBaHve 6yKB (NaTVHALbI U
KNpUNAULBI), LMAdpP UIn 3HaKOB: _, -.

3anpetuTb AOCTYN BbIGPAHHBLIM YCTPOCTBAM MOXHO C MOMOLLBI0 YekGOKca «3anpeTuTs 4ocTyn». Mpu
6/10KMPOBKe YCTPOIicTBa ero cocTosiHne MmeHsetcsa Ha Critical uepes Bpems «warning - critical»

15



@ ANIEKTPOHUKA

yCTaHOB/IEHHOE B pa3gerne AgMuHUcTpupoBaHue — HacTpoiiku. 3a610kupoBaHHOE YCTPONCTBO

nomevaetcs B Tabnmue NKOHKOA
Mocne 3anosiHeHUs Noneli HeobxoaMMo HaxaTb CoXpaHUTb.

Onsi yaaneHns ycTpoiicTBa HE06X0AMMO HaXKaTb Ha KHOMKY «YAaIUTb», [OXAATLCS, KOrAa KHOMKa
«YaanuTb» CTAHET KPaCHOTO LiBETA, U HAaXaTb elle pas. Mpu yaaneHum ycTpoiicTBO NCKoUaeTcst 13
CUCTEMBI 1 HE MOXET Aasiee 06MEHNBATLCS AaHHBIMMW C NMPOrpaMMOoii.

4.1.4. PepakTupoBaHue HECKO/IbKUX YCTPOACTB

YTo6bl OTpeaakTMpoBaTh NapaMeTpbl cpasy HECKONbKMX YCTPOICTB, CHavana BblAennTe Ux B CrnCKe C
NMOMOLLbI 4eKOOKCOB. Kak ToMbKO Bbl BbibepeTe X0Ts 6bl OAHO YCTPOICTBO, HaA Tabnuuein nosasmTcs

u
KHOMKa . HaxxmuTe Ha Hee, 4TOGbI NepeiiTh K oopMe peaakTpPoBaHUs.

PepakTupoBaHue HECKONIbKUX YCTPOUCTB

LOOCTYMHbIE TEMM
vpn client irzos demo public eol-device vpn-net vpn-gw

no-access ups new--build modbus

O6wme Tern Ynanute y BCex

3anpeTuTb focTyn

—_——
CoxpaHuTb Yaanuts
\ J

YcTpoiicTea (BCero: 2) OnucaHue Tern
RDDG1021081 RR2Z iRZOS RL21w irzos
RJAAT000001 demo.radiofid.ru public demo eol-device

Puc. 7. BHELLHWIA BUA OKHA peaakTMpOBaHusi HECKOIbKMX YCTPOCTB
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Ta6nuua 2. MNonsi B okHe «PefaKkTpoBaHe HECKOMbKUX YCTPOCTB»

MNons OnucaHue

OnuncaHve Mone pns KOMMEHTapus, obneryarLLero
naeHTUdMKaumio ycTpoiictea (Hanpumep,
pacnosioxeHne ycTpoiicTea)

Tern Mone g1 Ha3HavYeHWs Teros, KOTopble
NCMOMb3YyTCA 415 6bICTPOI hunsTpauum u
rpynnupoBKn. Tern JoMmKHbI cogepatb oT 3 40
25 cmBonoB. [lonyckaeTcs NCMnob3oBaHe 6YKB
(naTtmMHUUpB! 1 KNPUAAULbI), LMAP NN 3HAKOB: _, -.

YcTpoiicTBa CepwiiHble HOMepa BbIGPaHHbIX YCTPOWCTB U X
KONM4ecTBo

3anpeTutb AOCTYN BbIGPAHHBLIM YCTPOMNCTBAM MOXHO C NMOMOLLbHO YeKboKca «3anpeTuTb gocTyn». MNpu
6/10KMPOBKe YCTPOICTBa ero cocTosiHne MeHsetca Ha Critical uepes Bpems «warning — critical»
yCTaHOB/IEHHOE B pa3gesne AGMUHUCTPUpoBaHue — HacTpoiiku. 3a6/10KnpoBaHHOE YCTPOCTBO

rnomeyaeTcs B Tab/mue MKOHKOW

Mpn pefakTMPOBaHNN HECKO/bKMX YCTPOCTB OAHOBPEMEHHO — YEKOOKC «3anpeTuTb AOCTYN» BCerga no
YMONYaHWIO NYCTON.

Mocne 3anonHeHns nonem HeO6XO,EI,I/IMO HaxxaTb COXpaHUTb.

[Nst yaaneHns ycTpoicTB HEOGX0AUMO HaXaTb Ha KHOMKY «YAAMUTb», AOXKAATHCS, KOrga KHOMKa
«YaanuTb» CTAHET KPaCHOTO LBETA, U HaXaTb elle pas. Mpu yaaseHun ycTpoiicTBa UCK/oUatoTcst 13
CUCTEMBI 1 HE MOTYT Aasiee 06MEHMBATLCS AaHHbIMMW C NMPOrPaMMOii.

4.1.5. lo6aBNneHne HOBOro yCTpoucTBa

[Jo6aBneHne HOBOTO YCTPOWCTBA AOCTYMHO TO/ILKO NOMb30BATE/NAM C PO/bo AAMUHUCTPATOP.

[nsi fo6aBNeHNs HOBOTO YCTPOCTBA HEO6GXOAMMO B BepXHeli yacTu pasaena YCTpoiicTBa HaxaTb Ha

+ [o6aBuTb ycTPOWCTBO
WNKOHKY
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HoBoe ycTpoicTBo(-a)

OpuHapHoe aofaBneHue MuoecTEEHHOe AofaBneHune

Puc. 8. BHellHWIT BUA, OkHa [,06aB/1eHNA HOBOTO YCTPOMCTBa

OpavHapHoe goGaBneHue

[Ansi fo6aeneHns yCTPoicTB No OAHOMY B NOSIBUBLLEMCS OKHE HEO6XOAMMO 3amno/IHUTL crieaytolme
nonsi:

¢ VaeHTndmkaTop — cepuiiHblii HOMep ycTpoiicTBa (MOXHO HaliTU Ha 06paTHOl CTOPOHE YCTPOICTBA).
O6sa3aTenbHblil napameTp.

» OnucaHne — NosicHUTE/bHAasA MHGOPMaUusa 415 naeHTudrkaLmm ycTpoiictea. Heo6s3aTe nbHsblii
napameTp.

o Knou AES256 — 256-6UTHbIN K/1tou.

o Tern — Tery ansa 6bICTPOro NoMcka AaHHOro YCTPOICTBa OTAENbHO UK B rpynne. Tery AoKHbI
coaepxatb OT 3 A0 25 cMMBO/OB. [onyckaeTcs Ucnosib3oBaHne 6yKB (TaTUHULbI U KUPUAANULbI),
LMp UM 3HAKOB: _, -. HeobBs3aTe bHbI NapameTp.

Mocne 3anofiHeHUst Nosein HeobxoaAMMO HaxaTb [,06aBUTD.
MHo)XecTBeHHOe fgo6aBrieHne

B cucteme npenycMOTPeHO MHOXECTBEHHOE [06aB/ieHre YCTPOCTB C MOMOLLLIO dhainia co CMCKOM
naeHTudukaTopos. dopmar halina fgomkeH 6biTb CSV, ¢ kognposkoii UTF-8. BO3MOXHbI criefytoLume
nonsi: IDENT; TAGS;DESCR.

Tabnuua 3. OnucaHne nosnei gainna anst MHOXeCTBEHHOMO A06aBNEHNsT YCTPONCTB

Monsa OnucaHue

IDENT VaeHTMdmnKaTop yCTPONCTBa, €ro CepuiiHbIi HoMep
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Tabnuuya 3. OnucaHue nonei haiina o1sa MHOXECTBEHHOIO A06aB/1eHNs YCTPOICTB
TAGS Cnuncok Teros yepes 3anATyro. Term 4o/HKHbI cogepxarb oT 3 go 25
CMMBO/I0B. [lonyckaeTcs Ucnosb3oBaHne O6ykB (NaTuHULbI 1

KUPWUANLL), LMAIP MK 3HAKOB: _, -. Npo6esibl BHYTPY TETOB He
Jonyckatortcs (npy nmnopTe npobenbl 6yayT yaasieHbl aBTOMaTU4ecku)

DESCR OnucaHune ycTpoiictea. [lonyckaeTcsa NCNOo/b30BaHNE KUPUAMLbI

Mpumep cogepxmmoro dpaiina nmnopra(.csv)

RFAB1000157;zone51, msk; TecTupoBaHue R4
RFGG1000107; ;

RAGH1000100; ; TecTUpoBaHue R2
RAGH1000100

Mocne 3arpy3ku ghalina HeobxoAMMOo HaxaTb Ha J,o6aBUTb U3 haina.
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4.1.6. MoakntoueHne poyrtepa K iRZ Link uepe3 HacTpoiiku Ha caMoMm poyTepe

MoakntoveHne Ha poyTepax co BCTPoeHHbIM MO irzOS

HacTtpolika npoucxoaut B pasgene Service/Link Client n BkntovaeT B cebsi ykasaHue agpeca Cepsepa, K
KoTopoMmy ByaeT nogknodarscs poytep. PaboTocnocobHOCTbL COeANHEHUS NOALAEPKUBAETCS C MOMOLLBH
nepuognyeckux Keepalive-coo6LLEHWI, a areHT perynspHo OTNpaB/seT Ha CePBEP MOJHYHO
MH)OpMaLIMI0 O CBOEM COCTOSIHMM B COOTBETCTBUM C MHTEPBaUIOM Force Update.

Becb 06MEH AaHHbIMU 3alLMLIAETCS C MOMOLLIO YKa3aHHOTO K/1roua wugbposaHus ans obecnedeHust
Lie/IOCTHOCTM M KOH(DUAEHUMANBHOCTU MHhopMaLIMU.

Tabnuua 4. Nonsa gna HacTpoikn pasgena Link client

Mone HacTpoWiku OnucaHue
Disabled BkoueHne/oTkoueHne
Server Appec cepsepa iRZ Link (irzlink.irz.net). OnumMoHasibHO MOXHO yKa3saTb

n UDP-nopT gnsa coeguHeHus (no ymondaxduio 11000)
Force Update VHTepBan 06HOBNEHMA NHOpMaLUK O poyTepe Ha cepeepe

Keepalive MHTepBan BpeMeHH, Yepes KOTopbIii poyTep 6yaeT oTnpasnaTb
MHCDOPMALIMIO HA CEPBEP, YTO OH Ha CBSI3N

Encryption Key SHA256-kntoy WwngpoBaHns A1 3aliyLLeHHOro coegnHeHns

MoakntoueHne Ha poyTepax co BCTpoeHHbIM MO Bepcuii 20.X

Paspnen poytepa iRZ Link Client Ha Bknagke Tools npegHasHaueH Ansi HACTPONKM NOAK/HOUYEHUS
poyTepa k cucteme ynpasneHus iRZ Link.

Enable iRZ Link client

Server Port
irzlink irz.net 11000

Force Update Information (sec.) Keepalive Interval (sec.)
600 60

[J Use Encryption

Puc. 9. Bknagka Tools, pasgen iRZ Link Client

OTmeTKa B cTpoke Enable no3sonseT BkioyaTb AN OTKNHOYATL AAHHYHO OCHACTKY.
Mone Server Heo6GXx0AMMO A1 YKa3aHUA agpeca Uiy JoMeHHOro umeHu cepsepa Link (irzlink.irz.net).

B none Port ykasbiBaeTcs NopT Uepes KoTopblii paboTaeT cepBep JaHHOMo cepsuca.
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B none Force Update Information (sec.) ykasbiBaeTcs Bpemsi, yepes KoTopoe 6yaet o6HOBNEHA
MHhopMaL sl 0 poyTepe Ha cepBepe.

B none Keepalive Interval (sec.) — Bpems, yepes KOTopoe poyTep GyaeT oTnpaBasTb MHGIOPMaLUI0 Ha
cepBep, YTO OH Ha CBS3W.

MocTtaBuB ranoyky B nosne Use Encryption, MOXHO 3alinppoBath gaHHble NnepegaBaemMbie, Mexay
poyTepom n cepBepoMm. [1a aToro Heobxoammo B nosne Cipher Key (AES256) ykasaTb K/tod
LUMCppOBaHUSI, CreHePUPOBaHHbIi No anroputmy AES 256. Kntou windpoBaHms ykasbiBaeTcs B HEX

thopmare.

[na coxpaHeHns BbINOMIHEHHbIX HACTPOEK UCMO/b3YITe KHOMKY Save. Mpu nepexoge Ha Apyrve CTpaHuupbl
pas3fenoB BCe BbIMOMIHEHHbIE, HO HE COXPaHEHHbIE HACTPOWKKM ByayT copoLleHb!
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4.2. CoobiTUA

Mpu nepexoae Bo BkNaaky CoGbITUA 0TOOpaxarTCs npeaynpexaeHus, chopMnpoBaHHbie B
3aBMCMMOCTU OT MOAK/IIOUEHHBIX K POYTEPY CEPBUCOB, AATYMKOB U APYrMX YCTPOWCTB. Cuctema
3anncbiBaeT KOHTPO/IbHYO MHhopMaLMio 0 BpEMEHW NOJTYHYEHMS NpeaynpexaeHust u o
nosib3oBaTesie,06paboTaBLLEM €rO0.

CobbITuA pasgeneHsl Ha fBa pasgena: HoBble — 3T0 HOBblE COObLITUS, TPEOYIOLWME BHUMAHNS CO
CTOPOHbI Nosb3oBarens; Bce co6bITUA — 3T0 BCe COObITUSA, MPoM30oLLELLINe C NOAKIOYEHHBIMU
ycTpoiicTBamMm.

Beero: 43

Wunumnatop Twun CoobuieHune Bpems MpouutaHo JDeicteua
(2) RDDE1000512 o Ownbka error automatic synchronization time with NTP server 2025-05-10 11:42:55 He npouutaHo
(7) RDDE1005231 A\ Npeaynpexaenve  Default route has been changed 2025-05-09 12:56:15 - 15:09:53 He npouutaHo (7)
RDDG1006082 o Undopmauus PORT1 link down 2025-05-05 11:43:12 - 14:48:47 He npouutato (7)
(5) RDDG1006144 o UHbopmauus PORT3 link up (100Mbps/full duplex) 2025-05-01 10:16:34 - 15:07:01 He npouutaro (7)
(9) RDDG1006367 0 UHbopmauus Default route has been changed 2025-04-29 12:56:15 - 14:03:38 He npouuntaHo (7)

CTpok Ha cTpanuue: 10 1-10 u3 35 12 3 4

Puc. 10. BHeLWHWi BUA, OKHa C COObITUAMN

OTMETUTb CO6bITME KaK MPOYNTAHHOE MOXHO, HaXKaB Ha B cToN6Ue «[eiicTBre». [Ans yaaneHus

[ABaXbl HOKMUTE Ha

OfHOTUNHbIE COBLITUS A151 KOHKPETHBIX YCTPOWCTB CBOpaUMBalOTCS B 6/10KM, YTOObI Pa3BepHyTb CUCOK
HaxkMuTe Ha V psigoM C YCTPOMCTBOM.

HaxaB Ha KHOMKY = , MOXHO cKa4yaTb oaiin, BKIYaoLWwmii B cebsi MHpopMaumio 0 CobbITUAX OT
YCTPOWCTB, Nonb3oBareneii nnm cuctemsl. dopmar cpaiina 6yaet COBMECTUM C GONbLUMHCTBOM
TabnmuHbix pegaktopos (Microsoft Excel, LibreOffice Calc u gp.), 4TO N03BOMSIET NCNONBL30BATh €ro 415
aHann3a fgaHHbIX.

Ka)K,CI,bII‘/’I TMN COBbLITUS OTMEYEH COOTBETCTBYIOLLUM 3HAKOM. BO3MOXHbIE BapuaHThl COb6bITWIA npmBegeHsbl
Ha PUCYHKE HWXeE.

WuuymaTop Tun CoobLeHne
(2) RODE1000512 o e 3$:-i|;2§:;s:ﬁ/|amqecmﬁ CUHXPOHU3aLWUN BPEMEHHU C
(2) RDDE1005231 A MpepynpexaeHue MapLupyT rno yMonyaHuo U3MeHuca
RDDE1005231 A MpepynpexxaeHue MapLupyT rno yMonyaHuo n3meHusncs
RDDE1005231 A Npeaynpexpenve MapLupyT Nno yMon4aHuio N3MeHuCs
RDDG1006082 0 NHdopmaums PORT1 nnHK oTk/toYeH ("port1 link down")

Puc. 11. Mpumepbl TUNOB COBLITUIA
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4.2.1. MNouck n hnnbtpbl B pasgene CoobiTusA

B pasgene Co6bITUA AOCTYMHbI GLICTPbIA NOUCK MO COBNAAEHWIO B CTONBLE «MHULIMATOP», a C

MOMOLLbH KHOTKM MOXHO OT(UNLTPOBaTh Tab/mnLy No BpEMEHHOMY MHTepBasy. Mouck n unsTp
MOXHO UCMO/Ib30BaTh OAHOBPEMEHHO.

Kpome Toro, npu HaxkaTu Ha KOHKPEeTHoe 3HaueHue B cTonbue «VHuypuatop» unn «Tun» Taénuua byget
OT(PUNLTPOBAHA MO 3TOMY 3HAYEHUI0. [lonyckaeTcs ofHOBpPeMeHHast ousbTpaums no o6omMm ctonbuam.

MOXHO KOMBMHMPOBATbL BCE 3TN MHCTPYMEHTHI.

PUNLTPLI BANAIOT Ha OTO6pa)KEHVIe AaHHbIX TONbKO BHYTPU pa3gesioB, B KOTOPbIX OHU NPUMEHEHDI.
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4.3.1. Paspen [eiicTBua

ANIEKTPOHUKA

Co3sfjaHne HOBbIX AeiCTBWIA NPOUCX0AUT B pa3aesne YCTPOCTBa noc/ie Bbibopa OfHOI0 MM HECKOMBKIX 13

HUX.

B pasgene [leicTBUA XpaHUTCSA UCTOPUS BCEX OMnepalmii, BbINOMHEHHbIX Ha ycTpolicTBax. Cioga

OTHOCATCA KaK U3MEHEHUA KOHdJI/IpraLI.I/II/I, TakK 1 CepPBUCHbIE KOMaHAbl, HAaNpumep, co3gaHne pe3epBHbIX

KOMWUIA nn nosty4eHne CUCTEMHbIX XXYPHaJs10B.

HaxaB Ha KHOMKYy = , MOXHO ckauaTb doaiisi, BKovalLwuii B cebs MHopMaLmio 0 COBEPLLEHHbIX
[JeNcTBUSX B TO MW MHOE BPEMS HaZ, O4HVMM UK rPpynnoi ycTpoiicTe. ®opmar dhaiina 6yLeT CoBMECTUM
¢ 60nbLWMHCTBOM TabmyHbIX pegakTopos (Microsoft Excel, LibreOffice Calc n gp.), 4To no3sonser
MCMoMb30BaTh €ro A1 aHa/IM3a AaHHbIX.

OTdunbTpoBaHo no: Bce faHHble

Beero: 163

[JeiictBue

Monb3oBaTenbckas KoMaHaa

Mo3szaTb pesepBHyto KOMuio

3arpyauTb dain

CkayaTb CUCTEMHbIN XypHan

Mepesarpyska

Cratyc

Owméka (1)

OTmeHeHO

Owmwbka (1)

3aBeplueHo

3aBepLueHo

MoaTBepXxaeHo

petrovsky

aliev

ivanov

derzhko

ivanov

CTpoK Ha cTpaHuue: 10

AsTop

Petrovsky

Aliev

Aliev

Petrovsky

Petrovsky

161-170 3 10

Puc. 12. BHellHWIA BUA, OKHa AeCTBUIA

Tabnuua 5. Mona pasgena AeiicTBus

Mons
[Oelictene
Craryc

MoaTrBepxneHo

ABTOp

CosgaHo

OonucaHue

CospaHo

2025-05-10 11:42:55

2025-05-09 12:56:15

2025-05-08 12:54:14

2025-05-08 10:36:15

2025-05-07 14:22:23

16 17 18

Tun gelicTBuiA B COOTBETCTBUM C pasaenom Hosoe aelicTBrie

CraTyc KoMaHApbl B A@HHbIi MOMEHT

Mma nonb3osartens, NOATBEPLVBLLETO BbINOIHEHNE AGVICTBMH. Ecnn

4 Ckavatb

[eiicTBUe ABNISIETCA pernaMeHTHbIM, TO B Nose 6yAeT ykaszaHo «Cuctemas

Ima nonb3oBaTtensi, MHMLMMPOBaBLIEero aelicTeue. Ecnuv aeiicTere
ABNSIETCS pernaMeHTHbIM, TO B nosie 6yaeT ykazaHo «Cuctema»

[ata v Bpems [06aB/eHNs KOMaH bl B ouepeb Ha UCMOMHEHNe
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4.3.2. Mounck n hunbTpbl B pasgene fencreusa

B pasgenax feiicTeuA B Tabnunuax nosib30BaTesiio 4OCTyNHbI COPTMPOBKA No 1l060My U3 CTONGLOB U
ynpas/ieHne oTo6pakeHeM JaHHbIX:

o CopTupoBKa: YTo6bl OTCOPTUPOBATL CMNCOK, HAXXMUTE Ha 3aro/l0BOK N1060ro cTon6La. BbibpaHHble
CTO/GLbI MOMeUalTCa uudpamMu, ykasbiBatoLWyMU NPUOPUTET COPTUPOBKN.

» BbICTpbIi nouck: YTo6bl HATK YCTPOKCTBO BBEAWTE TEKCT B MoJie nomcka. Mouck BbINOMHAETCSA No
COBMafeHNAM B cTonbLax «[elicTere», «MoATBEPKAEHO», «ABTOP».

C NOMOLLbIO KHOMKK MOXHO OTCOMLTPOBATL Tab/ULLYy N0 BPEMEHHOMY UHTEPBaTY, a MO KHOTKe
MOXHO OTCOU/LTPOBATL PerynspHble AeicTBus.

Kpome Toro, npu HaxaTum Ha KOHKpPETHOe 3HaueHune B cTonbue «Cratyc», «[oaTBepXaeHo» nnu
«ABTOp» Tabnuua 6yneT oTduasTpoBaHa No 3TOMY 3HaYeHM0. [JonyckaeTcsl Of4HOBPEMEHHas
dunbTpaums no Tpém ctonbuam.

MoxHo KOM6VIHVIpOBaTb BC€ 3TN MHCTPYMEHTHI.

®UbLTPLI BAKSOT HA 0TOBPAXEHUE AAHHbIX TO/IbKO BHYTPU pas3aesioB, B KOTOPbIX OHW MPUMEHEHBI.

4.3.3. PepgakTupoBaHue nencTBus

[ns coBepLueHusi onepauuii ¢ AeiCTBMEM HEOOXOAMMO KMKHYTb MbILLKOV MO KOHKPETHOMY AECTBUIO.
B okHe «[lelicTBME» NPeayCMOTPEHbI Takme (YHKLMM, Kak:
¢ [loBTOpUTL — NO3BOSSET A06ABUTL JaHHOE AeliCTBME B 04epeab Ha NCNOJSTHEHUNE eLUé pas.

e Ypanutb — AN yaaneHust AelicTBMS HEOOXOANUMO HaXaTb Ha KHOMKY «YAanuTb», A0XAATHCS, Koraa
KHOMKa «YanTb» CTAHET KPACHOTO LIBETA, U HaXaTb eLle pas.

¢ OpobpuTh AeiicTBUE — NO3BOMASET 0406PUTL AENCTBUE NHULMMPOBAHHOE NO/b30BaTENEM C POJibIO
MOMOLLHMK,4TOObI NOATBEPANTL AENCTBME HAXMUTE KHONKY «Of006pnTb».

Tabnuua 6. Nons B okHe [elicTBue

Monsa OonucaHue

Tun KaTeropusi BbINOSIHEHHOW KOMaHAbl B COOTBETCTBUM € Tabnuueii OnvcaHve
OOCTYNHbIX AEACTBWIA

ABTOp IMsa nonb3oBaTtensi, KOTOPblil MHULMMPOBAS AelicTBre

MoaTBepxaeHo IMsi nonb3oBatensl, KOTOPbI 0406PVN BLINOSIHEHWE AECTBIS
KomaHga CUHTaKCUC Mo/1b30BaTe/IbCKOn KOMaH/bl, OTNPaB/IeHHO Ha YCTPOIACTBO
BbInonHuTes ¢ Ecnu peiicTBre 6bln0 3an1aHMpoBaHo Ha Gyayliee, 34eCh YKasbiBAETCS

BpeMsi Hauana
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Tabnuua 6. Nons B okHe AeicTBre

BbinonHuTca go

dainnbl

Pesynerar

Oxupatot

Ecnu geiicTBre 6bIM10 3an1aHMpoBaHo Ha Gyayliee, 30eChb yKa3biBAETCS
BPEeMsi OKOHYaHUs Cpoka AeicTBUA KoMaH bl

MpriKkpenneHHble gaisbl, CBA3aHHbIE C AeACTBUEM

NTOroBeIi cTaTyc BbIMOMHEHWS KOMaHAbl Ha yCTpoicTBax. UTobbl yBUAET
I'IO,CI,p06HbII7I OTYEeT O BbINOJIHEHUN, LLIE/TKHUTE MbILLIbBIO MO HYXXHOMY
YCTpONCTBY

Cn1CcoK YyCTPOICTB, K KOTOPbIM NPVMEHSIETCS AeiicTBMe
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4.3.4. HoBoe paeiicTBue

Toru CobbITus 2 Pepaktuposatb 000 Konowkm 4 Cxauatb

[Monb3oBaTenbckas KOMaHaa

Mepesarpyska
Tern Curnan CeTb Uy CobbITus
C6poc HacTpoek
RL21W HopManbHbiii 36 o 4) ()18
P 3arpysuTb daiin 0 =
R50-A2.WAn @ Y[0BNETBOPUTENBHDII 4G 14 YcraHoBuTb nakeT 0 1 0 13
K\
VPN O6HOBUTb NPOLUNBKY 7) &6
Reserve | | R50-A4.WAn HopmanbHblit 4G 2, CkayaTb CUCTEMHbIN XypHan o 1 21
CospaTb pe3epBHYHO KOMUIo
RL 21W | | Megafon OTANYHbBIA 4G 1¢ AATE PESEpBHY 23

Puc. 13. JobaBneHne HOBOrO AelCTBUS

[ns nobaeneHnst HOBOTO AENCTBUSA B o4epeb He06XxoauMOo B pasaerne «YcTpoiicTBa» BbiopaTbh

@ DeiAcTeua Vv
poyTepbl C NOMOLLbIO YekboKca 1 HaXaTb KHOMKY

. Ecnu peiictBrne Heobxoanmo 3aaatb
[ONs1 OQHOrO0 YCTPOMCTBA, MOXHO HaXaTb KHOMKY PSAOM C HUM.
B0O3MOXHOCTb CO3aaBaTb HOBbIE AENCTBUS 3aBMCUT OT PO/IM YUETHOIR 3anuncu:

o AAMUHUMCTpaTop: MNonb3oBaTeny ¢ 3Tol Posibio MOTYT CO3A4aBaTh W 3anyckaTb AeiCTBUS Hanpsimyio.
Takne feicTBMA BbINOSHATCA HEMELIEHHO (UK B 3aniaHMPOBaHHOE BpeMsl) 6e3 [oN0oNHNTENbHO
NPOBEPKN.

¢ [omoLHKK: Monb3oBaTenu ¢ 3Tl POsbio Takke MOryT co3fasaTtb AelCTBYS, HO OHM He 3anycKatTcs
aBTomaruyecku. [1na nux BbiNoNHeHUs TpebyeTcs oba3aTenbHOe noaTeepxaeHue (ogobpeHne) ot
AamuHucTparopa.
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Mepesarpyska

MHTepean BeINONHEHWA

YcTpoiicTea (Bcero 1) JoNnonNHUTENbHO

L. 3

RDDG1006762

(=]
el

Puc. 14. BHeLWHWA BUA OKHA C HOBbIM AeNCTBUEM

Tabnuua 7. MNonsa B okHe «HoBOe geiicTBME»

Monsa OnucaHue

[Jelictene B sTOM BbiNagaroLLeM cnucke BoiGepuTe TUN KOMaHAbl, KOTOPYH Bbl XOTUTE
BbINO/THUTb

BbibepuTe hain 3T0 none NosBNSAETCS, eCNn A5 BbIOPAHHOTO AeNCTBUSA TpebyeTtcs dhaiin

(Hanpvmep, haiin NpoLnBKL)

WHTepBan BbINO/IHEHNSA  [10 yMOYaHWIO gelicTBUe BYAET BbINOSIHEHO Cpasy Nnoc/e ero cosgaHus (1
(4ekboKc) noaTeepxaeHns). Ecnu Bbl XoTuUTe 3ansaHnpoBaTh €ro Ha onpeaeneHHoe
BPEMS1, YCTAHOBUTE 3Ty rasiouky. [ocsie 3Toro CTaHyT AOCTYNHbI ABa Noss:

o OT/IOXUTb A0: YKaXuTe Bpems, He paHblue KOTOPOoro AelicTBre AOMKHO
HauaTbCs;

¢ BbINOMHUTL A0: YKaxute Bpemsi, A0 KOTOPOro YCTPOMNCTBO AO/TKHO
YCNETb BbINO/IHATbL KOMaHAy. 3TO NO/IE3HO A4J/18 YCTPOIACTB, KOTOpble
MOTYT 6bITb BPEMEHHO HE B CETU

YcTpoiicTtBa WHdhopmaumoHHoe none, rae oTobpaxaeTcs KONNMYEeCTBO U CepuiiHble
HOMepa BCeX YCTPOWCTB, Ha KOTopble ByaeT oTnpasneHo aeicTeune. Takke
oTobpaxaeTcs AONOMHUTENbHASA UHAOPMaLMs O BblIOpaHHbLIX YCTPONCTBAX,
Hanpumep, cepusa poytepa u tun OC.

@ [insi 3arpysku ¢haiinos Ha poyTepbl, yCTAHOBKM NAKETOB M 0GHOB/IEHNS NMPOLUMBKA HEOGXOAVMMO
npefBapuTeNbHO 3arpy3nTb haiisisl B cucTemy B pasgene «®aiinbi».
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lNocne 3anonHeHus HeO6XO,EI,I/IMbIX noneii HaxmnTe OTnpaBuUTb.

Crm1coK OTMpaB/eHHbIX Ha YCTPOCTBA AeiCTBII MOXHO BUAETL B pasaesne «AeiicTBus».

Tabnuua 8. OnucaHne JOCTYMHbIX AENCTBUIA

AeiictBne

Monb3oBaTenbLcKas
KomaHaa

Mepesarpyska
Cbpoc HacTpoek

3arpysutb paiin

YCTaHOBUTb NaKeT

OGHOBUTL MPOLLNBKY

CKayaTb CUCTEMHbIN
XypHan

Co3partb pesepBHyIO
KOnuro

OnucaHue

CobeTBeHHasn shell-komaHza nonb3oBarens 415 NPorpamMmmMHON 060/104KM
poyTepa. [None BBoAa A4/19 N0Nb30BATE/IbCKON KOMaHAbl OrpaHnyeHo 250
CMMBO1AMM

Mepe3arpy3ka BblIGpaHHbIX YCTPOCTB MO MUTAHUIO
C6poc ycTpoiicTBa K 3aBOACKMM HacTpoikam

3arpyska Ha yCTpONCTBO N06bIX haiinoB He SABNSIOLWMXCS NPOLLUMBKOA Nan
NnakeTom

YcTaHOBKa NakeTa NpuioxKeHni

OG6HOBNEHME NPOLLMBKM BblGpaHHbIX YCTPONCTB (HEOO6X0AMMO BblOpaTb Cam
chaiin npoLnBKM)

CchopmupoBaTh 1 cKkayaTb CUCTEMHBIN XypHaUsT YCTpoicTBa

CdhbopmMmpoBaTh 1 cKauaTb pe3epBHyio KOMuio yCTpoiicTea

C NOMOLLIbIO KHOMKM A MOXHO CO3[aTb ropsiuyio KfaBuLLy 13 NoMb30BaTeNbCKoit shell-komaHap!, ans
3TOro Heo6xoAyMO B NOSIBUBLLEMCS NOME BBECTW Ha3BaHVe KNaBULLK. YAaNUTb KOMaHay MOXHO B
pasgene AGMUHUCTpUpoBaHue — HacTpoiiku — Cnucok nosb3oBaTe/IbCKUX KOMaHA,.

[06aB1Tb CO3AaHHYI0 rOpPAYYIo KNaBuLLY B BbiNaAaroLimii cnmcok AeiicTBue MoXHO B
Mo/b30BaTe/IbCKMX HACTPOIKaX PacnofioXeHHbIX B BEPXHEM NpaBoM yriy Be6-uHTepdelica.

O6paT|/|Te BHMMaHWKeE, YTO B BbiMagakwLwemM Crnncke AeﬁCTBMe MOXET 0T06pa)KaTbCF| He 6onee gecsatm

OENCTBUIA.
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4.4. daiinbl

B paspgene Paiinbl npeacrasneHa nHhopmaLus o XpaHsaLwmxcs B cucteme hainnax u ckpuntax
(Hanpumep, cepTudmkaTbl).

Beero: 31

WUmsa @aiina Tun ®aiina LononHuTenbHo Paamep Co3apaHo

aggregation_configuration_user_manual_main.pdf file 105KB 2026-01-14 12:34:09
R0-v20.13(2025-12-15).bin firmware OpenWrt | ( RO ) (2013 9 MB 2025-12-23 11:52:37
irz-link-main.zip file 3MbB 2025-11-26 22:11:31
RDDE1000512_2025-11-13_backup.bin firmware 20 Kb 2025-11-13 20:36:43
R0-v20.12.1(2025-07-01).bin firmware Openwrt | ( RO ) ( 20.12.1 9 MB 2025-11-13 14:43:41
R2-v20.12.1(2025-07-01).bin firmware Openwrt | ( R2 ) ( 20.12.1 9 MB 2025-11-13 14:43:34
R10-v20.12.1(2025-07-01).bin firmware Openwrt | [ R10 ) (20.12.1 9 MB 2025-11-13 14:43:28
R50-v20.12.1(2025-07-01).bin firmware OpenWrt | [ RS0 ) ( 20.12.1 11 Mb 2025-11-13 14:43:01
tair-pro.v1.md file 6 Kb 2025-11-12 19:41:27
A2.bin firmware Openwrt | [ R2 | ( 20.8 9 MB 2025-11-10 15:02:29

OTo6paxars no: 10 11-20 nz 31 2

Puc. 15. BHelwHWiA BUA okHa ¢ haitnamm

Tabnuua 9. Nons B okHe daiinbl

Mons OnucaHve

Nms doalina Nms dhaiina

Tun dhaina Tvn dpainna, Hanpumep, NPoLINBKa

JononHutensHo JononHuTenbHasa nHdopMauus naeHTMduLmMpyoLas kateropumio thaina.

Hanpumep: Tun onepauyoHHOi CUCTEMbI, BEPCUSI NMPOrPaMMHOro
obecneuyeHns nav nnatgopma, Ansa KOTopoit npeaHasHaueH aiin

Pasmep Paswmep dhaiina

CosgaHo [ata v Bpems co3aaHus

VIkoHKOW oTMeuYeHbl dhaiinbl odhmumanbHbIX Bepcuii MO.

4 o
C nomMouibto KHOMoK — | MOXHO COOTBETCTBEHHO CKauaTb WM yaanTb (oain. Ans yaaneHus

ABaKabl HAOKMUTE Ha

daliinbl odmumansHbix Bepcuii MO yaanuTb Henb3s.
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4.4.1. NMouck n counbTpbl B pasgene dannbl

B pasgene ®aiinbl B TabnuLE Nosb30BaTeso J4OCTYNHbI COPTUPOBKA Mo N1l060MY 13 CTONBL0B 1
ynpas/ieHne oTo6pakeHeM JaHHbIX:

o CopTupoBKa: YTo6bl OTCOPTUPOBATL CMNCOK, HAXXMUTE Ha 3aro/l0BOK N1060ro cTon6La. BbibpaHHble
CTO/GLbI MOMeUalTCa uudpamMu, ykasbiBatoLWyMU NPUOPUTET COPTUPOBKN.

» BbICTpbIi nouck: YTo6bl HAWTN YCTPOKCTBO BBEAWTE TEKCT B Mosie nomcka. Mouck BbINOMHAETCSA No
coBnafieHnam B ctonbuax «ms daiina», «Tun daina».

C NOMOLLbIO KHOMKK MOXHO 0TO6pa3nTb B TabnuLe ToNbKo ohulmansHble Bepcumn MO.

Kpome Toro, mpy HaxkaTum Ha KOHKpEeTHoe 3HaueHue B cTonbue «Tun ®ainna» unm «JononHuTenbHo»
Tabnuua 6yaet oThuIbTPOBaHa No 3TOMY 3HaUYeHuo. [onyckaeTcs oqHOBpeMeHHast (huibTpaums no
3TVM 3HAYEHUSIM.

MoXHO KOM6I/IHI/Ip08aTb BC€ 3TN MHCTPYMEHTHI.
4.4.2. MpocmoTp nHcpopmaumm o caiinax

[na npocmoTpa nHhopmaLum 0 3arpyxeHHoM doaiisie He0OXoAMMO LLLENKHYTb MbILLKOM MO KOHKPETHOMY
chainny.

firmware
RO-v20.13(2025-12-15).bin
9 MB
system
2025-12-23 11:52:37

OpenWrt RO 20.13

Puc. 16. BHeluHNiA BUg, okHa ¢ nHdopmaumeri o thaiine

Ta6nuua 10. MNonga B okHe daiin

Mons OnucaHwve

Tun Twn chaiina

Nms Vms chaiina
Pa3smep Pa3wmep B 6aiiTax

Monb3oBatenb  Mosib3oBaTtenb fo6aBuBLLNI daiin

JononHutensHo JononHuTebHas Hgopmaums naeHTUuuMpyloLLan kateroputo daiina.
Hanpumep: TMn onepauyoHHOi CUCTEMBI, BEPCUA NPOrpamMMHOro 06ecrneyeHuns nnm
nnargoopma, A4/1s KOTopoii NpefHa3HauyeH gaiin
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Ta6nuua 10. Monsa B okHe Paiin

3arpyxeH Jata n Bpemsa co3gaHus

C NOMOLLbIO KHOMKK «3arpy3ntb» MOXHO ckavatb daiis.

Ans ynaneHus oaiina Heo6Xo4MMO HAXaTb Ha KHOMKY «Y4aNUTb», A0XAATbCS, KOrAa KHOMKa
«YaanuTb» CTaHET KPACHOTO LBETA, U HAaXaTb elle pas.

daiinbl odmymansHbix Bepcuii MO yaanuTe HeMb3s.

4.4.3. Jo6aBneHne HoBOro haiina

JlobaBneHne HOBOro (haiifia 4OCTYNHO TOMbKO NO/Ib30BATENSAM C POJIbI0 AQMUHUCTPATOP.
[nsa nob6aeneHus HOBOro paiina HeobxoAnMo B pasfene Paiinibl HaxaTb B BEpXHEW YacTu aKpaHa Ha

+ [lo6aBuTb o .
VKOHKY 1 B MPOBOAHMKE BbIGPaTh haiifl, KOTOPbIV HYXXHO 3arpy3uTh.

MakcrManbHbIii pasmep 3arpyxaemoro gaina 25 MbB.
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4.5. ApMUHUCTpUpOBaHue
4.5.1. Nonb3oBaTenu

Pazfen AocTyneH Nosib30oBaTesNsaM ¢ Posibio AAMUHUCTPATOP U MOMOLLHUK.

B pasgene «Monb3oBaTenn» CoAepXnTcs MHdopMaLys 0 Nosib30BaTeNsix cMcTeMbl. B pasaene MoxHO
[106aBNATb HOBbIX MO/Ib30BATESNEN, PelakTMPOBaTb 1 AeaKTVBMPOBATb NPOINN MEHOLLIMXCS.

Cnncok nonb3sosatenen
Bcero: 35

JornH MonHoe umsa Ponb OneKTpoHHas noyta Mpodunb ™ n i BXOA BabnokuposaH

petrovsky MeTposckuit Hukonait Hukonaesny AnmuHucTpatop petrovsky@rad.ru banking 2025-05-05 11:42:55 HeT
putilov MNyTtunos AnekcaHap lOpbesuy Onepatop putilov@rad.ru default 2025-05-05 10:02:32 HeT
pechkin Meukun Anekcanap MeTposuy Onepatop pechkin@mail.ru default 2025-05-04 16:11:23 na

plastizin MnacTuumH Anekceit AnekceeBuy Onepatop plastizin@rad.ru default 2025-05-03 11:44:17 HeT

CTpok Ha cTpanuue: 10 21-30u3 10 2 3 4

Puc. 17. BHeLWHWiA BU OKHa C No/sib30BaTeisiMu

Tabnuua 11. Monsa B pasgene «Nonb3oBaTesin»

Monsa OnucaHue

NoruH BbiGpaHHbIli Npy perncTpaumm orvH

MonHoe nms Vmsa n doamunnns nonb3osatens

Ponb YpoBseHb gocTtyna. Cm. pasgen Ponu nonb3osartesneli 4aHHOro pykoBoACTBa
DMeKTPOHHas novta MouTa Ans cBSA3W, yKkasaHHasi Npy perncrpauum

Mpodunnb BbiGpaHHbIi 4519 nonb3oBatens npoduab 6e3onacHoCcTU

6e3onacHoCTH

MocnenHwii BXog, [aTa v Bpems nocnegHero Bxo4a nosb3oBaresis

3abnoknposaH Craryc nosnb3oBarens (ga/Her)

4.5.2. NMNouck u hunetpbl B pasgene NMonb3oBatenu

B pasgene Monb3oBatenu B TabnMLE No/Ib30BATE/NHO AOCTYMNHbI COPTUPOBKA MO /I060MY U3 CTONGLOB U
ynpae/ieHne oTo6pakeHeM JaHHbIX:

¢ CopTtupoBka: UTob6bl OTCOPTUPOBATbL CMNCOK, HAXXMUTE Ha 3aro/1I0BOK NH060ro ctosndua. BeibpaHHble
cTon6ubl NoMeyaTes undpamu, ykasbliBaroLMMK NPUOPUTET COPTUPOBKM.

¢ BbICTpbIil nonck: YTobbl HAliTK NoNb30BaTeNs BBeANTE TEKCT B Nosie noucka. Monck BbINO/HAETCS No
COBMaZeHnaM B cTonbuax «JlornH», «MonHoe Nms», «Ponby», «3nekTpoHHas MNoutax, «Mpodunb
BesonacHoCcT» 1 «3ab6n10KMPOBaH».
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4.5.3. PepgakTpoBaHue nonb3oBaresiei

Mpu BbIGOPE K/TMKOM MbILLKM ONPeAenEHHOT0 NOMb30BaTE A U3 CMNCKA OTKPbIBAETCS CTPaHMLA
pefakTUpoBaHus MHOPMALMM O HEM.

Tabnvua 12. MNongd, AOCTynHble /19 pefakTUpOoBaHUA B OkHe «PefakTupoBaHue nosb3oBaresisa»

Monsa OonucaHue

JlorvH (He pgoctyneH BbiGpaHHbIli Npy perucTpaumm orvH. JIorvH nonb3oBartenst 4O/MKEH ObITb

ONs pefakTpoBaHNs) YHUK&/1EH B pamMKax CUCTEMbI, 1 B Ja/lbHelilueM pefakTupoBaTh ero
3anpeLyeHo

MNonHoe nmsa VM8 n chamunua nonb3osarens

DNeKTPOoHHasi nouTa DNeKTPoHHasA noyTa Ans ceasn

KOHTaKTHbIl TenedoH Howmep TenedhoHa g1a cBA3n

Mpodonsb PaspelleHusi Ha BbINOSIHEHME onpeAeneHHbIX aelicTBuii. Mo npodnnem

6e3onacHocTu 6e30nNacHOCTM AOCTYNHA UHOpPMAaLMSA O NOCNEAHEM MCMONb30BaHUN iIRZ
Link

Pornb YpoBeHb goctyna. Cm. pa3gen Ponv nonb3oBaTeneli gaHHOrO pykoBoACTBa

Maponb * Maposnb, BBEAEHHbI Npy perncrpaumm

* MuHuManbHoe uncio cumBosioB 10. Maposib A0/MKEH COCTOSATh U3 NaTUHCKMX 6ykB (A-Z, a-z), umdp (0-9) n
cneumanbHbIX CMMBONOB: % ,*,) ,? ,@ ,# ,$ ,~ . He gonyckaetcs BBOAWUTL 60/bLUE [BYX O4UHAKOBbIX
CMMBOJ10B NOApPsA,.

3anpeTuTb JOCTYN BbIGPAHHOMY M0/1b30BATESII0 MOXHO C MOMOLLbI0 YEKGOKCA «3a6/10KMpPOBaH>».

B cniyuae M3meHeHusi Npodgnia 6e30NacHOCTM UM POU NoMb30BaTess cUcTemMa aBToMaTUYecku
aKTVBUPYET 1 BPEMEHHO GIOKMPYET onuyio CMeHUTb Npu Bxoae. 510oKMpoBKa ¢ onuuy CHUMaeTcst
aBTOMATWYECKM, KaK TOMbKO NosIb30BaTe/lb CMEHWUT Napo/ib.

Mocne Toro, Kak afgMUHUCTPATOP U3MEHUT A/1s1 MOSb30BaTesNs NpoguIb 6e30MacHOCT UM POsb, CUCTEMA
nepeHanpaBuT NoJsib30BaTE/Is HAa CTPaHULY BXOAa C NocneayowmmM n3mMeHeHnem naposns!

Mocne pefakTMpoBaHWs noseli Heo6XoANMO HaxkaTb COXPaHUTD.

[ns yaaneHus nosib3oBatesnisi HE06X0AMMO HaXaTb Ha KHOMKY «YAanuUTb», JOXAATbCSs, KOrga KHoMKa
«YaanuTb» CTaHET KPpacHOro LBeTa, 1 HaxaTb elle pas.
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4.5.4. lo6GaBneHne HOBOIro nonb3oBarens

IL||O6GIB!'I6HI/I(§! HOBOTO NOJIb30BaTeN1A AOCTYMHO TOMLKO NOJSb30BaTEeNO C PO/ibl0 AAMUHUCTPATOP.

[nsi fo6aBNeHnst HOBOTO MoJib30BaTessi Heo6XxoANUMO B pasaene «Ionb3oBaTeNn» HaxaTb B BepXHel

4aCTun 3KpaHa Ha NKOHKY .

Hoebin Nonb3oBaTenb

~domain-default Monb3oBaTenk

Puc. 18. BHelUHWIA BUA, OKHa A1 CO3[aHnNsi HOBOTO Nosib3oBaTtens

Ana ,Cl,06aB.I'IeHVIFI HOBOIO NoJsib3oBaresid B NOABMBLLEMCA OKHE HEO6X0,EI,VIMO 3arnoJIHUTb
COOTBETCTBYOLME NoA.

Ta6nuua 13. MNonsa B okHe HoBbIii Monb3oBartenb

Monsa OonucaHue

JlorvH (He goctyneH BbiGpaHHbIi Npy perucTpaumm orvH. JIorvH nonb3oBartenst 4O/MKEH ObITb

ONA pefakTupoBaHus) YHVKaJIEH B paMKax CUCTEMbI, 1 B Aa/IbHELLEM peakTUpoBaTh ero
3anpeLeHo

MNonHoe nms Vmsa n chamunua nonb3osarens
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Tabnuua 13. MNMona B okHe HoBbliA Monb3oBaTenb

ONeKTpoHHasa noyta DNeKTpoHHasA noyta 4/1s CBA3N

KoHTaKTHbIli TenedoH Howmep TenedhoHa a1a cBA3n

Mpodunnob PaspelueHuns Ha BbINOSTHEHNE OnpeAeneHHbIX AencTeuid. MNMog npodunem

6e3onacHocTn 6e30nacHOCTU JOCTYMHa UHhopMaumsa o nocneaHem NCnoib3oBaHnn iRZ
Link

Ponb YpoBeHb gocTtyna. Cm. pasaen Ponv nonb3oBarteneil 4aHHOro pykoBoacTea

Maponb * Maponb ana nons3osarens

* MuHuMasnbHoe uncio cuMBosioB 10. Maposib A0/MKEH COCTOSATh U3 NaTUHCKMX 6yKB (A-Z, a-z), umdp (0-9) 1
cneynasibHbIX CUMBONOB: %, * ,),?,@,#,%,~. He gonyckaeTtca BBOAWUTb 60/bLUE ABYX OAMHAKOBbLIX CMBOJIOB

noapsa.

Mocne 3anonHeHus nonei H906X0,EI,VIMO HaxKaTb COXpaHVITb.
4.5.5. Nonb3oBaTesibCKMe HaCTPOUMKN

Pa3aen nonb3oBaTenbCKnx HACTPOEK PACMONIOKEH B BEpPXHEM NpaBoMm yrny Beb-uHTepdpeiica. Ans

nepexoga B pasaen HaxmuTe Ha MKoHKy T Y.

[na pegaktnpoBaHns AaHHbIX CBOEro Npoduss nosb3oBaTesis BolbepuTe nogpasaern NnyHble
AaHHble.

[na pegaktmpoBaHnsa AOCTYNHbI CNedyolwme AaHHble:

¢ [lonHoe nms4.

e ONeKTpPoHHadA noyTa.

¢ KOHTaKTHbIA TenedoH.

¢ HoBblin Naposb. Maponb MOXHO MEHATL He Jallle, YeM pas3 B 5 MUHYT.

B paHHOM pasfene Takke AOCTYMHO yaasieHne COGCTBEHHON YUETHOI 3anuncu.

Mocne pefakTMpoBaHMs Noein HeobxoaMMO HaxxaTb COXpPaHUTD.
B nogpaspnene HacTpoiiku MOXHO onpefenutb Kakne feincTems byayT oTobpaxaTbes B
BbiNnagaloLLem cnucke «[eincTena» B pasgene YCTPOMCTBA, B TOM YMC/lie COXPAHEHHbIE

nosb30oBaTes/IbCKMe KoMaHAbl.

O6paTtute BHMMaHue, YTo B HacTpolikax CNMCOK AeNCcTBUIA 4718 0TOOBpaxXeHUs1 MOXHO BblGpaTb He 6ornee
[ecsATN AeicTBuiA.

C NOMOLLbO KHOMKM MOXHO CMeHUTb TeMy Beb-UHTepdeiica, a KHomnka N3MEHSIET SI3bIK.
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4.5.6. Copoc napons

Mo HaxaTuo KHoMkM He NOMHIO Naposib Ha CTpaHULLE aBTopM3aLmMmn OTKpoeTcs hopMa BBOAA J/IOTMHA U
3M1EKTPOHHON NoYTbl (email). Mpy npaBWIbHOM 3ano/IHEHUN (POPMbI Ha yKa3aHHbI email 6yaet
OTNpaB/IeHO CO0OLLEHNE C HOBbIM BPEMEHHLIM NaposieM. Bce afgMUHMUCTPaTOpPL! 4OMEHA AaHHOIO0
nonb3oBatens oyayT yBefomaeHbl 06 3TOM COBbITUN.

Mocne ayTeHTMhMKaLum ¢ BpEMEHHbLIM NMaposieM Nosb30BaTe b NepeHanpaBseTcs Ha CTpaHuLy, rae
eMy Heob6x0AMMO 3a4aTb HOBbI, MOCTOSIHHbIV Naposb ANs AasbHelwen paboTbl B CUCTEME.

BpeMeHHbIi naposb 6yAeT AocTyrneH B TedeHne 10 MUHYT, NOC/ie Yero BOCMo/Ib30BaThCs UM /1S BXOAA
6yAeT HeBO3MOXHO. 15 c6poca naponsi noTpebyeTcs BHOBb 3ano/HATL DOpPMY, MPY 3TOM
BOCTO/1b30BaThCS CTapbIiM NaposieM Ass Bxoaa 6yaeT Bce elle MOXHO.

Ecnu Heo6XxoauMo COPOCUTL Naposib eANHCTBEHHOMO aMUHUCTPATOPA U HET BO3MOXHOCTY yKasaTb
nouTy, To C6POC NPOUCXOAUT Yepes obpalleHne B TEXHUUYECKYIO NOAAEPKKY HA NOUTY, YKa3aHHYIo B
pasgene KOHTaKTbl JaHHOMO pyKOBOACTBA.
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4.5.7. HacTtpoiiku

B pasgene «HacTpoiiku» MOXHO onpeaenuTb BpeMs 06HOBMEHUS] MHZDOPMALMK O COCTOSIHN POYTEPOB,
HaCTPOWTb NapameTpbl PE3EPBHOTO KONMPOBAHWS U /TOTMPOBaHUS.

CraTtyc ycTpoicTB KonnyecTBO XpaHUMbIX KOMWA
15 30
15 30

Puc. 19. BHelwHWi BUA OKHa C HacTpoikamm

B 6noke «CtaTyc yCTPOMCTB» MOXHO 3aaTb BPEMEHHbIE UHTEPBaUTbI («online — warning» u

«warning - critical»), KoTopble onpeaenstoT, kak AoNro yCTPoicTBo cuntaetca Online n korga ero cratyc
cTaHoBuTcA Critical. 3T HACTPOIKM NCNO/L3YHOTCA ANS pacyeTa AaHHbIX B MHOPMaLOHHOM 6/10Ke
«OBLLEE COCTOAHWME> B pa3aene «YcTpoiicTear.

PekomeHayeTcs He ycTaHaBMBaTb BPEMEHHbIE MHTEPBa/IbI «Online — warning» 1 «warning - critical» meHee
15 MUHYT, TakK KaKk BpeMsi 06HOBEHMA nHGopmaumm mexay Link n poytepom no ymonyaHumio coctasnsiet 10
MUHYT (3a4aeTcsa B HacTpolikax poytepa B pasgene Link Client).

B10K «KONMMUYECTBO XpPaHUMbIX KOMUii» OnpeiensieT, CKOMbKO pe3epBHbIX KOMuii 1 CUCTEMHbIX
XXYPHaUI0B GYAET COXPaHATLCS Ha YCTPOICTBE. VI3MeHeHNs B MEHbLUYIO CTOPOHY NMPUMEHSTCS nocsie
COXpaHeHnsi HOBOI pe3epBHO Konuu.

PesepBHas konus ycTpoiicTBa

B 6n10Ke «Pe3epBHasi KONusl YCTPONCTBa» MOXHO NOCMOTPETb U OTPEAAKTUPOBATbL YXE CO3MaHHble
npaswna hOpPMMPOBaHUS PE3EPBHbLIX KOMUIA U CO3A4aTh HOBbIE NpaBua.

UTo6bI OTPeAaKTMpPOBaTb YXe co3faHHble NpaBuia opMUPOBaHNS PE3EPBHBIX KOMUIA HaXXMIUTE Ha
Ha3BaHue npasuna B Tabnuue.

N5t HACTPOViKM HOBOTO NpaBwna POPMMPOBAHUS PE3EPBHBIX KOMUIA HAXKMKUTE KHOMKY «[J06aBUTb» 1
3anosiHUTe COOTBETCTBYOLLME NOSS.
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AKTMBHO

Becex ycTpoicTB

ups

OTdunbTPOBaHO NO: Bee fJaHHbIE

Yetpoiictea -l 1 Mopenb OnucaHue Tern
RDDC1000403 RL2TL UPS UPS | [ RL21L
RDDE1000512 RL2TIw ATP20 ups | vpn | client | | modbus

Puc. 20. BHeLUHWiA BUZ, OKHa HACTPOIiKM NpaBusia hopMUpPOBaHIs PE3ePBHbIX KOMWiA

Tabnuua 14. Monsa ansa HacTPoky npasuna hopMMpPoBaHUS Pe3epBHbIX KON

Mons OnucaHwve

AKTUBHO YekboKc onsa akTnBaumm npasuna

HasBaHue YHUKasibHOe Ha3BaHue npasuna

PerynsipHocTb Kak yacTo cuctema gosmpkHa BbINOMHATL pe3epBHOE KONUPOBaHMeE.
BbibepuTe noaxoaswmii uHtepean (ExxeaHeBHO/EXeHeAebHO) 1 BpeMs
Havana

BbINonHATb AN [N kKaknx yCTPOWCTB BbINOMHATL pe3epBHOE KoNMpoBaHue. MoXHO

NPYUMEHUTbL €ro KO BCEM YCTPOICTBaM B CUCTEME, K ONpeaesieHHol rpynne
UM BbIGPATb YCTPOACTBA NO HA3HAYEHHbLIM UM Teram

BbIGoOp rpynnbl YCTPOACTB A/15 PE3ePBHOTO KOMMPOBAHWSI OCYLLIECTB/ISIETCS C MOMOLLbIO MOMCKOBOIA
CTPOKM ¥ hUnbTPA, KOTopble OTCMUILTPOBLIBAKOT HEOBXOAMMbIE YCTPOWCTBA MO Nt0GLIM BBEAEHHbLIM
napameTpam, Hanpumep, Teram UM Moaensim.

Mocne 3anonHeHust noneli Heo6xoaMMo HaxxaTb CoXpaHUThb.

Ha 04HO YyCTPONCTBO MOXET pacnpoCTpaHATLCA HECKO/IbKO OAHOTUMHbIX 3aaHunii. 115 KOPPeKTHOW paboThl
Ha3HavaliTe Ha OfHO YCTPOINCTBO He 6osee OAHOIO 3aAaHns Kaxaoro Tuna. HasHaveHve HecKoMbKuX
OHOTUMHbIX 3aaHNIA MOXET BbI3BaTb KOH(/IMKT KOHOUIypaLmil U MPUBECTH K M3GbITOYHOMY BbINOSTHEHNIO
onepaumi.
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CkauaTb pe3epBHYI0 KONNI0 MOXHO B pasaene «YCTPoicTBa», HaxXaB Ha MAEHTUNKATOP KOHKPETHOrO
ycTpoicTBa (BKNaakn «enctens» n «ononHUTENBHO») U B pasgene «AeicTtBus».
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CuUCTEMHbIV XXypHan ycTpoicTea

B 6/10ke «CUCTEMHbIIi XypHas yCTPONCTBA» MOXHO NOCMOTPETL YXKe Co3faHHble npasuna
hopMMpPOBaHUA XYPHAIOB U CO34aTb HOBbIE MpaBusa.

[Ons co3panvisi npaBun hOPMUPOBaHKS N0T-(haiiioB YCTPOCTB HAXKMUTE KHOMKY «[106aBUTb» U
3arnosiHUTe COOTBETCTBYHOLLME MOSISI.

AKTUBHO

Bcex ycTponcTte

OTdunsTpoBaHo no: | Tery client@ OUMCTUTD
YcTpoiicTBa 1 Mogenb OnucaHue Terun
RDDE1000512 RL27Iw ATP20 client | modbus  ups  vpn
RHBB1003401 RLOTw ATP21 client ) vpn | wifi-ap

Puc. 21. BHeLLHWiA BU, OKHa HAcTpOliku NpaBuia hopMUpPOBaHNs 3anincy CUCTEMHOIO XypHasia yCTpoiicTBa

Tabnuua 15. MNona gna HacTpoiky npasunia hopMmMpoBaHns 3anncu CUCTEMHOTO XypHasia yCcTpolicTea

Mons OnucaHue
Ha3saHve YHuKasibHOe Ha3BaHne npasuna
PerynspHocTb Kak yacto chopmumpoBaTth XypHasl. Beibepute noaxogsawmii ntHTepsan

BbinonHATL ana

(ExxepHeBHO/EXXeHeieNnbHO) 1 BpeMs Havana

[nsa kakux yCTPONCTB DOPMUPOBATH XYpHaUsT. MOXHO MPUMEHNTL KO BCEM
YCTpOICTBaM B CUCTEME, K ONPEeAENEHHON rpynne unn Bblbpatb yCcTpolicTea
MO Ha3HAYeHHbIM M Teram

BbIGoOp rpynnbl YCTPOACTB A/15 CO34aHUsi CUCTEMHOIO XXYpPHasia OCYLLECTB/ISIETCS C MOMOLLbIO MOMCKOBOIA

CTPOKM U hUnbTPA, KOTopble OTCUILTPOBLIBAKOT HEOBXOAMMbIE YCTPOWCTBA MO Nt0GLIM BBEEHHbIM
napameTpam, Hanpumep, Teram UM Moaensim.

Mocne 3anonHeHust nonei HGO6XO,U,VIMO HaxxaTb COXpaHUTb.
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Ha 0fHO yCTPOIACTBO MOXET pacnpoCTPaHATbLCSA HECKO/IbKO OAHOTUMHLIX 3a4aHuiA. [ns KOPPEKTHON paboTbl
Ha3HavaiTe Ha OfHO YCTPOICTBO He 6osiee OQHOIo 3a4aHuns KaxX4oro Tuna. HasHauyeHne Heckonbknx
OOHOTUMHbIX 3a4aHWi MOXET BbI3BaTb KOHQIMKT KOHQIUIYpaLmii 1 MPUBECTMU K N3ObITOYHOMY BbINOTHEHWIO
onepawmii.

CkayaTb CUCTEMHbI XXypHaU1 MOXHO B pasgene «YCTPoOMCTBa», HaXXaB Ha NAEHTUMKATOP KOHKPETHOIO
yCTpoicTBa (BKNaakn «encTBusi» n «ononHUTENbHO») U B pasaene «4elicTBus».

Cnu1coK No/b30BaTe/IbCKUX AeACTBUIA

B 6n10ke «Cn1cok Nosib3oBaTe/IbCKMX AeACTBUIA» MOXHO YNPaB/IATb CO34aHHbIMU U COXPaHEHHbIMM
shell-komaHgamu ans gencTenin Hag yCTpocTBaMu.

UT06bI CO3/aTh HOBYIO KOMaHY HaXKMUTE KHOMKY «[06aBUTb» 1 3arN0SIHUTE COOTBETCTBYIOLLME MO,

Tabnuua 16. MNonga ans HacTPOKM NOMb30BaTENbLCKOrO TUMNa AecTBUiA

Mons OnucaHve

Tun Ha3ssaHuve unun kareropus s KomaHapl

KomaHga CKpUNT UNN TEXHUYECKas KOMaHAa, koTopas OyAeT BbINO/HATLCA Ha
ycTpoicTBe

Mocne 3anonHeHns nonem H606X0,D,I/IMO HaxaTtb CoOXpaHUTb.

CN1COK aHaNIM3npyeMbIX COGbITU

B 6110ke «CnycoK aHa/IM3MpyeMbIX COBbITU» MOXHO YNPaB/saTb TeM, Kakue co6bITUs, NoCTynatoLme oT
poyTepoB, cUcTeMa [O/DKHA aHa/IM3npoBaTh 1 (PUKCUPOBATb.

Wcnonb3ayiiTe nepektoyatesnb, YTOObI BKOYNTL WM OTK/IOUUTL aHa/IM3 /18 KaXKA0ro Tuna CoObITUA.
AHann3 paboTaeT TOMbKO A1 HOBbIX COBbITWIA. Koraa Bbl BK/IHOUAETE OTC/EXMBAHME A1 KAKOro-Nn6o

co6bITUSA, CUCTEMA HAUMHAET (OUKCMPOBATh €r0 TOMIbKO C 3TOro MOMeHTa. MNpoLusible cobbiTUsi He
aHaM3npytoTCs.
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4.5.8. YBegomneHus

B pasgene «YBeAoM/IeHUs» HAaX0ANTCS CMMCOK MHULMMPOBAHHbIX NOMb30BaTENISIMU NpaBua Ans
OTNpaBkM yBeAOM/IEHUIH OT YCTPOICTB.

MNepeknoyarens pagoMm c HasBaHWEM npasuia Nno3sonaeT BK/THOUNTL/BLIK/THOYUTL aKTUBHOCTb
yBEAOMJIEHUA. UT06bI akKTUBMPOBaTb HYXXHOE NpaBun10, NnepeseanTe NoJI0KEeHNE nepekyvaresnisa

BMNpaso.

CnUCOoK NpaBun AN yBEAOMIEHUA

Bcero: 2, AKTWBHO: 0

HaszBaHue MoHuTop Cnoco6 AoCTaBKW YBEAOMNEHNA
Figure-s Bbixog ycTpoAcTBa Ha CBA3b TG
eventto TG [Monb3oBaTenbcKoe feAcTBUE Haf YCTPONCTEBOM TG

Puc. 22. OkHO yBegoMneHui

v
ﬂ,ﬂﬂ co3gaHuna npasun yeegoM/1€HUN HAOXKMUTE Ha NKOHKY 1 3ano/1HNTEe COOTBETCTBYOLWNE
nons.

Tabnuua 17. MNonga gna HaCTPOWMKM NpaBus OTNPaBKN YBEAOM/IEHWIA

Mons OnucaHwue
Ha3saHue HassaHue ana npasuna
MoHuTOop Tun cobbITns, KOTOpoe ByaeT oTcnexmsaTbecs. BolbepuTte oguH 13

AOCTYMNHbIX BapnaHTOB:

» [epBblii BbIXOA, YCTPOCTBA HA CBS3b: YBEAOM/IEHME NPV NEPBOM
BbIXOAE HOBOTO YCTPOICTBA Ha CBSA3b. [103BO/ISET OTCEXMBATD
flo6aBneHre HOBOro 060pyA0BaHUS.

¢ HoBoe cobbITve Ha yCTpolicTBE: YBefoM/IEHNE Npu perucTpauum
HOBOr0O COBbLITUA Ha YCTPOWCTBE (Hanpumep, AeincTBre nnm
cobbITue).

* OG6HOB/EHVE CTaTyca yCTPOCTBA: YBeAOMEHE NPY N3MEHEHNM
cTatyca yctpoictea (Hanpumep, Warning nnw Critical).

* TMonb3oBaTenbCKoe AeicTBUe Haf YyCTPOWCTBOM: YBeAOMIeHNE Npu
BbINO/IHEHWW ONPEENEHHOIO N0/Ib30BATe/IbCKOT0 AelAiCTBUS.

» [locTyrnHo 0GHOB/IEHWE: YBEAOM/EHVE NPY NOSIB/IEHUI HOBOIA
BEPCUM NPOLLUMBKU A5 YCTpoIicTBa.
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Tabnuua 17. MNons Ans HacTpolikn Npasua OTNPaBKK YBEAOMSIEHW

YBeAoMIEHNE MO COOLITUIO  BblGOp COGLITUS, N0 KOTOPOMY 6yAEeT OTNPaB/EHO yBeAoM/IeHNe. IToT
napameTp YTOYHSIET BbIGpaHHbIli «MOHUTOP»:

» HoBoe cobbITue Ha ycTpoiicTBe: command — NoATBEPXKAEHME
BbIMO/IHEHWS OTNPAB/IEHHOW KOMaHAbl, event — nboe
MHpOpPMaLUMNOHHOE COBbITHE;

 [lonb3oBaTenbckoe AeCTBME Haf YCTPOMCTBOM: put — fobasneHne
HOBOrO YCTPOICTBa; update — pefakTupoBaHue yCcTpoicTBa
(o6HOBNEHME OnNucaHus, aobasneHvelyganeHme Teros, CMeHa kawda
wndpoBaHus), delete — yaaneHue ycTpoiictea

YBefoM/ieHne no Tainvepy  Bbibop Talimepa, No KOTOpoMy GyAET OTNpaBAeHO yBeAoMIeHne. ITOT
napamMmeTp yTOYHSET BbliOpaHHbIi «MOHUTOP>»

WHbopmMmupyembiii cTaTyc BbiGop cTatyca, npy KOTOpoM ByfeT OTNPABASATLCS YBeAOMIEHNE. DTOT
napameTp YTOUHSIET BbIGPaHHbI «MoHUTOP»:

» OG6HOB/EHNE CTaTyca YCTPONCTBa: critical — BO3HWKHOBEHMWE
cepbe3Horo c6os, warning — BO3HUKHOBEHUE HEKpUTUYHON

npo6nemsl
Cnocob oocTaBku Bbi6op cnocoba AoCTaBku yBeAOMeHUS. Bbibepute U3 MMerLLmMXCcs B
yBELOMNEHUS BbiNaJaloLLeM CMUCKE UK COo34aiiTe HOBbIl

MpaBuna ans yseaomeHuii obLpe n 4oCTyMHbI 418 CO3LaHNs U PefakTUpoBaHWst A1t BCex nosb3oBaresnel
[lOMeHa.
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Cnoco6 gocTaBKU yBeOM/IEHUIA

UT06bI cosanatb HOBBbI CNOCO6 [OOCTaBKM, HOXXKMUTE Ha + B NeBoii yacTu nons. Y 3anonHuTe
COOTBETCTBYOLLME NonA.

Tabnuua 18. Monsa gnsa cosgaHns npasus OTNPaBKX YBEAOMIEHWIA

Monsa OnucaHue
HassaHue Ha3BaHuve cnocoba ysefomneHus
LLa6noH Bbi6op wabnoHa A1a oTnpaskv yBegoM/1eHWn. BO3MOXHbIE BapyaHTbI:

e smtp: OTnpaBka yBeAOM/IEHNI MO 3M1EKTPOHHOI noyTe yepe3 SMTP-
cepsep. TpebyeT HacTpolikn napameTpoB SMTP-cepBepa (aapec,
MopT, YY4ETHbIE AAHHbIE).

o telegram: OTnpaBka yBeOMIEHUA B MmecceHmkep Telegram.

TpebyeT HacTpolikn nHTerpaumm ¢ Telegram-60Tom (TOKeH 60Ta).

A3bIK A3bIK, Ha KOTOPOM 6yayT hOPMUPOBATLCA YBEAOM/IEHUS: ru/en

3Be3gouka (*) pagom ¢ HasBaHMeM Nonsi 0603Ha4aeT 0b6si3aTenibHoe nose A4S 3anosHeHus. bes 3anonHeHns
06s13aTeNbHbIX NOJe HacCTpoiika He ByaeT paboTaTb.

Omnpaska ysedomsieHuUli No 3/IeKMPOHHOU nouyme Yyepe3 SMTP-cepsep

N5t HACTPOViKM OTNPAaBKW YBEAOM/IEHWIA MO 3NEKTPOHHO nouTe yepes SMTP-cepBep BbiGepuTe
WaGOH SMEP 1 3anosHUTE COOTBETCTBYHOLLME NOSIA.

Tabnuua 19. Mona gnsa cosgaHusa oTnpaBky yBefomMeHuin yepes SMTP

Monsa OnucaHue
Ha3BaHve Vims onsa aToi HacTpoiikv
LLla6noH YKasblBaerT, 4To 3Ta HacTpoiika NnpefHasHaveHa o1s oTnpasku

yBeAoMieHnin yepes SMTP
A3bIK A3bIK, HA KOTOPOM ByAyT hOpMMPOBATLCH YBEAOMAEHUS

Xoct O6s3artencHoe none. Agpec SMTP-cepsepa. Hanpumep,
smtp.gmail.com nnn smtp.yandex.ru

Mopt O6sa3atensbHoe none. Mopt SMTP-cepeepa. O6bI4HO 4NN
He3allWLLIEHHOTO COeMHEeHNS UCNO/b3yeTcA nopT 25, AnA
3alimLLeHHoro coegmHeHus (SSL/TLS) — nopt 465 wniu 587

Vima nons3osarens Vims nonb3oBartens ansa ayteHtudpmkaymm Ha SMTP-cepepe. MoxXeT
6bITb aPECOM 3/1IeKTPOHHO NOYTLI UAW APYTUM MMEHEM NoMb30BaTens,
B 3aBMCUMOCTM OT HaCTpPOEK cepsepa

Maponb Maponb ansa ayteHTudmkaumm Ha SMTP-cepBepe
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Tabnuua 19. MNong ans cosgaHns oTnpasku yBegoMIeHnin Yepe3d SMTP

MouTa oTnpaBuTens O6si3aTesnibHoe nose. AfPec 3/IEKTPOHHOI NOYTbI, C KOTOPOro GyayT
OTNPaBAATLCS YBEAOMMIEHNS

Tema coobLieHns Tema nucbma c yBefoMeHNEM

Mouta nonyvarens O6s3aTenpHoe nose. Agpec(a) aNeKTPOHHO NoYTbl nonyyatens(ei)
yBeAOM/IEHNA. MOXHO yKa3aTb HECKO/IbKO aipecoB, pasfe/ninB ux
3ansTol UK TOYKOW € 3ansTol

Konusa nucbma Appec(a) 3NeKTPOHHOW NoYTbl A4/18 OTNPaBKX KONuu NucbMa. MOoXHO
yKasaTb HeCKO/1IbKO afpecoB, pa3fesvB X 3ansiToi Un TOUKOW C
3anaToun

CkpbITasi Konusl NUcbMa Appec(a) 3NeKTPOHHOWN NoYTbl 4715 OTNPaBKM CKPbITOM KONUM NUCbMa.

MOXHO yKa3zaTb HECKO/IbKO aipeCcOoB, Pa3fenB Ux 3ansiToi Uy ToUKoi
C 3anAToii. MonyyaTenu B CKPbITOI KONUK HE BUAHbI APYTVM
nosiyyarensim

s KoppekTHOI paboThbl yBeaoMeHuit yepe3 SMTP-cepBepbl HEKOTOPbIX MOYTOBbLIX CEPBUCOB, HaNpuvep,
«SHAekc MouTa» MOXeT NoTpe6oBaTbCA HacTpolika NapaMeTpoB 6e30MacHOCTU yYeTHOI 3anucy (Hanpumep,
co3faHvie Naposs NPUIOKEeHUs UM paspeLleHne JoCTyna [/l CTOPOHHUX K/IUEHTOB).

C nomoLbo KHoNkM MpoBepUTbL MOXHO Y6eanTLCA B KOPPEKTHOCTY BBEAEHHbIX AaHHbIX, HANpumep,
poctynHocTn SMTP-cepBepa. Ecnm HacTpolikn paboTatoT NpaBu/IbHO, TO Ha YKa3aHHYH nodTy npuaet
TeCcToBOe yBe[OM/IEHNE.

Mocne ycnewHoro 3ano/iHeHns nonein Haxxmmute CoxXxpaHUTb.

Omnpaska ysedomsieHuli 8 mecceHoxep Telegram

st HACTpOVikM OTNpaBKu yBegomieHuii B Telegram BoiGepuTe WAG/IOH telegram v 3anosiHnTe
COOTBETCTBYHOLLME MOJISI.

Tabnuua 20. Mona gna co3ganHusa oTnpaBky yBegomneHuii B Telegram

Monsa OnucaHue
Ha3saHve Vims onsa aToi HacTpoiikv
LLla6noH YKa3blBaerT, 4UTo 3Ta HacTpoiika NnpefHasHaveHa o1s oTnpasku

yBefomieHunin yepes Telegram
A3bIK A3bIK, Ha KOTOPOM BYAYT hOPMMPOBATLCS YBEAOMIEHNS

TokeH 60Ta O6s3aTtenbpHoe none. YHukasibHbIA KNy focTyna K Bawemy Telegram-
60Ty. UTO6bLI NOMYUnNTbL €ro, co3naiite HOBOro 60Ta UM BolibepuTe
cylecTBytoLLEero Yepes ochumuymanbHoro 6ota @BotFather B Telegram.
CkonuvpyiiTe NoslyYeHHbI TOKEH 1 BCTaBbTE €ro B 3TO None
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Tabnuua 20. MNons Ans co3gaHvs oTnpaskn yBegomieHnii B Telegram

ID yata

ID uenoykM coobLLEeHNIA

OTnpasnaTb 6e3 3Byka

3anpeTuTb Nepecbinatb u
COXPaHATb COOBLLEHUS

Ob6sa3aTenbHoe none. YHUKasibHbIi naeHTUdmKaTop Yata a5 oTnpasku
yBeOOMJIEHWIA.
Uto6bl nonyuunts ID vata:

1. OtnpaBbTe N060€e coobLieHne Bawemy 60Ty B Telegram.
2. Y6eantech, 4To nosne «TokeH 60Ta» yXe 3anosiHeHo.

3. MNepeiiguTe No ccbisike-noackaske Hxe (TOKeH NoOACTaBUTCS
aBTOMaTUYeCcKu).

4. B oTKpbIBLLUEMCS TEKCTE HaanTe 610K "chat" n ckonupyiite undpsl,
yKasaHHble psgom c "id".

Mo3BonseT oTNPaBATb YBEAOM/IEHUS B ONPELENIEHHYHO LLenoyKy
coobuleHnii (thread) BHyTpKM yaTta. ECnin He ykasaHo, TO CO0OLEHMS
6GyayT OTNPaBATLCA B OCHOBHOI YaT. [one3Ho A4s1s rpynnmMpoBKu
yBEeAOM/IEHWIA N0 TEMAM

Ecnn BK/IIOYEHO, TO NO/b30BaTenn GyayT NosyyaTh yBeoMIeHus 6e3
3BYKOBOIO CUrHasia

Ecnu BK/IHOUEHO, TO BXOAsLIME CO0OLLeHNs ByayT 3allMLLeHbl OT
COXpaHeHusi 1 NepecbIsik1 B Apyrve yatbl. MoBbilaeT
KOH(PUAEHLNANIBHOCTb YBEAOMIEHNI

C nomouibto KHOMKKM MpoBepUTb MOXHO YOeanTbLCS B KOPPEKTHOCTN BBEAEHHbIX AaHHbIX, HANpumMep,
Ba/IMAHOCTb TOKeHa 60Ta 1 |D yaTta. Ec/im HAacTpolikiu paboTaloT NPaBU/IbLHO, TO B YKa3aHHbIA YaT npuaet

TECTOBOE yBEAOMJIEHNE.

lNocne ycnewHoro 3anosiHeHns nosnen HaxmuTe CoXpaHuUTb.

4.5.9. XXypHanbl

B pasgene XypHasnbl BEAETCS CNMUCOK NO/b30BaTeNIbCKOW aKTUBHOCTU. 34ECh 0TOGPAXAOTCS AelicTBUS
COBepLUEHHbIe N0/Mb30BaTe/IAMN CUCTEMBI JOMEHA.

Tabnuua 21. IHopmaunoHHble nonsa pasgena XXypHanbl

WHuumaTop

AKTUBHOCTb

Craryc

Bpemsa co3pgaHns

IP nHnymatopa

Monb3oBarteslb, KOTOPbIN BbINOMHWU AeiCTBNE
KpaTkoe onucaHue cyTu aeicTeus

Pe3ynkTar BbINO/IHEHUSA AeliCTBUS

[ata v Bpems, Koraa aeiicteue 6bi10 3ahUKCPOBAHO

IP-agpec, ¢ KOTOPOro Nosib3oBaTte b BbINOMHUA AelicTBre
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Tabnuua 21. HhopmaumnoHHble nons pasgena XXypHasbl

JononHntensHas TexHuyeckme getanu geincTens. 34ecb MOryT COAEPXATbCSA Kak NpocTble
NHhopmaums KomaHApbl (Hanpumep, reboot), Tak 1 NosHble NapamMeTpbl KOHUrypauun

B Tabnuue gocTynHa copTMpOBKa No 1t60oMy M3 CTOMOL0B 1 CTPOKa Noucka Ansi 6bICTPOro HaxoXAeHNs
HY>XHbIX COObITWI MO K/OUYEBLIM C/I0BaM.

C NoMoLLbo KHOMKK MOXHO OTCOPTUPOBATb COBLITUA No AaTe. BbiGepuTe MHTepecytowwuii Bac
BPEeMeHHO MHTepBaJl, 4To6bl 0TO6Pa3UTb AECTBUSI TO/ILKO 3a 3TOT Nepuo,.

HaxaB Ha KHOMKy — «CKauaTb», MOXHO CKauyaTb XypHan B Buge dhaiina c paclmpeHmem CSV.
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4.5.10. Be3sonacHoOCTb

B paspgene «be3onacHOCTb» HaXOAUTCSA CMMCOK AOCTYMNHbIX A1 MpocMoTpa AAMUHUCTpaTopy
npocbmneii 6e3onacHocTL.

WNHdpopmauysi, npeAcTaBneHHas B pasgesne, He AoCTynHa As peaakTupoBaHus. 015 peaakTMpoBaHus
npocpuns 6e30MacHOCTV 06paTUTECH K CO3AATEN0 AOMEHA WU B TEXHUYECKYIO MOAAEPXKKY Ha NouTY,
yKazaHHyto B pasfesie KoHTaKTbl 4aHHOTO pyKOBOACTBA.
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KOHTaKTbI

HoBble Bepcum NPOLUMBOK, [OKYMEHTaLMW U CONYTCTBYHOLLENO NMPOrpaMMHOro 06ecneyeHnst MoOXHO
noslyYnTb, 06PATMBLLUMCH MO CeAYyOWMUM KOHTaKTam:

CaHkKT-lMeTepoypr

Caiit komnaHum B VIHTepHETe www.radiofid.ru
Ten. B CaHkT-lNeTepbypre +7 (812) 318 18 19
e-mail support@radiofid.ru
Telegram @irzhelpbot

Haluu cneumanncTbl Bcerga roToBbl OTBETUTL Ha BCe Ballu BOMpPOCHI, NOMOYb B YCTaHOBKE, HAaCTPOIKe U
yCTpaHeHU Npo6/IEMHbIX CUTyaLuit Npu aKkcnyaTauun 060pyaoBaHus.

B cnyyae BO3HMKHOBEHWSI MPOG/IEMHOM CUTyaL Npyu 06paLLEHNN B TEXHUUECKYIO NMOAAEPXKKY CleayeT
yKasblBaTb BEPCUI0 NPOrpamMMHOro o6ecneyeHnsi, Ucnosib3yemMoro B poyTepe. Takxe pekomeHayeTcs K
MUCbMY MPVKPENUTL XYpPHasIbl 3amycka Npo6/eMHbIX CEPBUCOB, CHUMKM 3KPaHOB HACTPOEK 1 Nobyio
[pYTyto nosie3Hyto nHchopmaumio. Yem 6osblie MHopmaummn 6yaeT NpegocTaBieHo COTPYAHUKY
TEXHUYECKO NoAAepXKM, TEM BbICTPEE OH CMOXET Pa306paThCs B C/IOKMBLUECS CUTyauun.

Mepep o6palLeHNEM B TEXHUUECKYHO NOAAEPKKY HACTOSATENIbHO PEKOMEHAYETCS 0GHOBUTbL NMPOrpamMMHoe
o6ecneyeHre poyTepa Ao akTyaslbHoi Bepcuu.

HapyLlueHune ycnoewuii akcnyataummn (HeHag/iexallee UCnosib30BaHne poyTepa) NUWaeT Bagenbla
YCTPOICTBa NpaBa Ha rapaHTUinHOe 06C/TyXnBaHue.
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