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1. BBegeHue

1.1. OnucaHue AOKyMeHTa

[aHHbIN OOKYMEHT ABNAETCA 4acCTbi NakeTa I/IHCprKLI,l/II7I no npMMeHeHnK poyTepa iRZ n coaepxnT

npYMepbl KOPPEKTHON KOHMUrypaumn ceTeBoit cryxobl VRRP B pelleHusiX, MOCTPOEHHbIX Ha Gase poyTepoB

iRZ. [JaHHbIA JOKYMEHT HE COOEPXUT BCEW MHpopMaLuum No paboTe C poyTepomMm.

Bepcusi AOKyMeHTa Oarta ny6nukauum

1.0

2013-08-15

1.2. O630p nakeTa MHCTPYKLUN

Bca OOKYMEHTaunAa Ha PYCCKOM A3blke No npoaykumn iRZ OOCTynHa Ha OCbI/ILI,I/Ia.I'IbHOM cante rpynnbl

koMnanun «Pagunodug» (www.radiofid.ru) B pasgene «lloggepxkas.

CognepxaHue «NakeTa MHCTPYKLMIA Mo 0BCnyXmMBaHUO poyTepa iRZ»:

PykoBoacTBO no skcnnyaTtauum poyTtepa iRZ;

OnvcaHue cpencTB ynpaBrneHns U MOHUTOPUHra poyTepa iRZ;

[unarHocTvka u MeTodbl YCTpaHeHUsl HemcnpaBHoCTel poyTepa iRZ;

PykoBoacTBo no HacTpolike poyTepa iRZ ¢ nomolbo USB-Hakonutens;

Mpumepbl pabounx KoHurypaumii poytepa iRZ:

CospgaHue BUpTyanbHbIX ceTen n TyHHenen cpeacteamu OpenVPN;

YnaanénHein goctyn k COM-nopTy poyTepa;

3awuTta nepegaBaeMbix gaHHbIX cpeacTBamm IPSec;

DynDNS 1 o6xoa orpaHv4eHnin BHELLHero aMHammyeckoro IP-agpeca;
O6benunHeHne ceten ¢ nomowbto GRE-TyHHenew;

OTKa30yCcTOM4YNBOCTL YPOBHSA ceTn cpeactBamu VRRP;

ObecneveHne goctyna K BHyTpuceTeBbIM crnyxbam cpeactsamu PortForwarding;

3awwuTta nokanbHOM CETU U CEPBUCOB CPeACTBaMM BCTPOeHHOro Firewall;

# TexHuyeckue ycnosus (TY);

@ [poTokon TemnepaTypHbIX UCTIbITAHWIA;

W [eknapauus o COOTBETCTBUM.


http://www.radiofid.ru/ru/
http://www.radiofid.ru/ru/support.html
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1.3. MpepynpexpeHue

OTKNoHeHNe oT peKoMeHOOBaHHbIX NnapamMeTpoB U HACTPOEK MOXET MNpuBeCTU K HenpenckalyembiM
nocnencTtBuAM M 3Ha4YUTENIbHbIM U3OEpPXKKaM, KaK B Mnpouecce Mnycko-Hanagakm BbIYUCITUTESNTBHOINO KOMIJIEKCa,

TakK 1 BO BPpeEMA IKCnyaTaynm prOdUCtiOﬂ-BepCMI/I BbIYUCITUTENBHOIO KOMMNMeKca B «00eBbIX» ycnoBusx.

BHuMaHue! Mpexage yem BHOCUTL MoGble M3MEHEHUS B HACTPOMKM 06OpY10BaHUS, YyCTaHaBNBAEMOro
Ha OObeKTbl, HACTOATENbHO peKoMeHOyeTcs NpPoBepuTb PaboToCNOCOGHOCTL BCEX NapaMeTpoB HOBOM
KOHCUIypaLMn Ha TeCTOBOM cTeHAe. Takke, He criegyeT OorpaHuuMBaTbCsi CMHTETUYECKMMU TecTamu, a
MakcyMarnbHO peanMCTUYHO  BOCMPOWM3BECTM YCMOBWUSl, B KOTOpbIX OydeT  aKCrnnyaTMpoBaTbCs

obopynoBaHue.
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2. 0630p cnyx6bl VRRP

VRRP (Virtual Router Redundancy Protocol) — npoTokon wu30bITOMHOrO BMPTYanbHOrO poyTtepa.
TexHonorus, peanusyemas cnyxoon VRRP, npu3BaHa noBbICUTb OTKA30yCTOMYMBOCTb pa3BepTbiBAEMON CETU
nytem  U3NYECKOTO  Pe3epBMPOBaHWS  OCHOBHOIMO  LUMO3a, SABMSIOWErocs  KPUTUYECKON  TOYKOWM
BbIYMCIUTENBLHOIO KOMMIEKCa.

B cnyyae Bbixoga 3 cTposi poyTepa, SBNSALWEerocsi OCHOBHbIM, CETb, Kak MpaBuIio, TepsieT BO3MOXHOCTb
HOpManbHOro  (PyHKUMOHMPOBaHWS A0 paspelleHnss npobnemMHonm cuTyaumm Ccunmamm  TEXHUYECKUX
cneunanuctos. MNpu ncnonssoBaHun TexHonorum VRRP pesepBHbIN poyTep NOAMEHSET Bbileallee U3 CTpos
OCHOBHOE YCTPOWCTBO MPO3payvyHO AMs BCEX OCTarbHbIX y4acTHWKOB ceTu. CriegyeT NMOMHUTb, YTO echnv Ha
poyTepe 3anylleHbl JOMOMNHUTENbHbIE CepPBUCHI (MPOBPOC NnocrnegoBaTenbHOro NopTa Mnu TyHHeNu), To npu
BbIXO[E U3 CTPOS OCHOBHOrO poyTepa BCe 3anpocbl K AaHHbIM Cryx6am M3 nokanbHOW ceTu Takke OyayT

nepeHanpaBneHbl Ha pe3epBHbIN poyTep.

2.1. Kondmrypaums
«RXX + RXX. NpocTtasn. PesepBMpoBaHne OCHOBHOIO LUMKO3a CETU»

[aHHaa koHdUrypaumsi Mo3BONseT YBENUYUTb OOCTYMHOCTb CETEeBOro LUM03a, BbIMOSHSAOWENO Posb
MapLupyTU3aTopa fno yMonyaHuio.
Ha puc. 1 npuBegeHa cxema (OyHKLMOHMPOBAHUSI AaHHOW KoHdwurypauuu. Janee npefactaBneH npumep

KoHcpurypauum cnyx6sl VRRP ¢ onucaHvem eé napameTpoB U UX 3HAYEHUN.

ﬂ

LAN/Ethernet

Internet poyTep

II]]]I;I]]]]II]]]]

li

Puc. 1. Cxema «poyTep + poyTep» C pe3epBUPOBaHNEM OCHOBHOIO LUSIH03a CETH
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2.1.1. NoaroToBKa K HAaCTPOMKe
I'Ipou,ecc NPOEKTNPOBaHUA N pa3BepPTbiIBaHUA OpenVPN-ceTM COCTOUT M3 cneayrlmnx atanos:

onpeneneHne agpecHoro NPocTpaHcTBa 0B6CMNyXMBaeMon ceTu;

¢opmuposaHue cnmucka VRRP-yCcTponcTs;

onpefeneHue MmacTep-ycTponucTea;

co3faHue KapTbl NPUOPUTETOB MeEXY pe3epBUpYoLLNMN YCTPONCTBaMN;
HacTpowka cry0bl VRRP Ha OCHOBHOM 1 pe3epBUpYIOLLMX poyTepax;

HacTponka MHTepHEeT-CoeaUHEHMs Ha BCeX LumMto3ax (rnpu Heobxodumocmu);

npoBepka paboTocnocobHOCTM NPUMEHEHHON KOHbUIypaunm.

OnuncaHne npouecca NpoeKkTMpoBaHUS pa3BEPTHIBAEMON CETU, a Takke HACTPOMKN UHTEPHET-MOAKII0YEHUS
Ha poyTepax BbIXOAWUT 3a paMkuM JAHHOro AOKyMeHTa. [nsg nonyveHus pekoMeHgauui no npoeKTUPOBaHUIo
crnegyeT obpaTUTLCS K OOKYMeHTY «PykoBoACTBO No pa3BEPTbIBaHMIO pelleHUi Ha 6ase poyTtepa iRZ».
OnucaHue HacCTpOVKN MHTEPHET-NMOAKMIOYEHUsT Ha poyTepax NpefcTaBeHo B AOKyMeHTe «PykoBoacTBO no
aKcnnyarauum poytepoB iRZ» (cMm. pasgen «MHTepHeT-coegmHeHne no GSM-kaHany»)

Hwke npegcrtaBneH npouecc HacTponkn cnyxbbl VRRP. K Hactpovike cnyx6bl VRRP cneagyet
npucTynaTtb, Korga KoOMNMeKkT NoAroToBUTENbHON MHAOPMaLMK yxKe chopMUPOBAH TEXHUYECKUM MEepCoHaroM

KOMNaHnn-3aka34unka.

2.1.2. ®opmupoBaHue cnucka VRRP-ycTponcTs

Mpexae Yem NpUCTynaTb K ONpedeneHnto YyCTponucTea, kKoTopoe OyaeT BhIMOMNHATL ONS Y3M0B JOKanbHOM
ceTn (PyHKUMIO poyTepa Mo YMOMYaHuo, HeobxoaumMo copMMpPOoBaTh OOLLMIA CMIMCOK YCTPOWCTB, KOTOpble

MOryT ObITb Ha3Ha4eHbI Ha POIb WI103a.

2.1.3. OnpepgeneHue mactep-yCcTpomMcTBa

Mocne Toro, kak cnucok VRRP-ycTpolicTB GyaeT chopmmpoBaH, HEOBXOAMMO OMNpeaeniTb OOHO U3 HUX,
koTopoe GyaeT BbIMOMHATbL (PYHKLMIO poyTepa Mo yMOYaHuio B LITaToM pexumMe paboTbl ceTu. B npouecce

Bbl60pa cnegyeT NCXxoanTb U3 crieayrwmnx XapakTepuCcTuk y3roB:

[ npon3BoaANTENTIbHOCTb ceTeBOM NoACUCTEMbI yCTpOVICTBa;
# BbluMCNUTENBHASA MOLLIHOCTb yCTpOIZCTBa (B Cny4ae, Kkorga npeanonaraetcd AONOJIHUTENIbHOE

pe3epBupoBaHue cnyx6 poytepa);
# nponyckHasi cnocoBGHOCTb KaHana, K KOTOPOMY MOAKMOYEHO AaHHOE YCTPOWCTBO;

[ reorpacbvlquKoe MeCTOnonoxeHne (BJ'II/IFleT Ha NpPOnycCKHyLO CMocoBbHOCTL U BpeMA OTKITUKA,

aKTyalnbHO ONA BUPTYallbHbIX pa3HeCéHHbIX B NMPOCTpPaHCTBE CeTeVI).
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2.1.4. Co3aaHue KapTbl NPUOPUTETOB MeXAY pe3epBUPYIOLLMMU YCTPOUCTBAMMU

Mocne Toro, Kak CNMcoK CEPBUCOB, ANA KOTOPbIX HEOBGX0AUMO pe3epBupoBaHne, chopMupoBaH, TpebyeTcs
onpedennTb MPUOPUTETbI AN KaKOOro W3 yY3roB, BbIMOMHAOWMWX pe3epBUMpoOBaHME, COCTaBUB KapTy
npuopuTeToB. pn 3TOM CcrneayeT UCXOOWUTb U3 KPUTEPUEB M XapaKTEpWUCTUK, OMnpedenéHHbiX B pasgene
«OnpeneneHne mMacTep-yCTPOWCTBax», MOCKOMbKY 3TV KpUTepUm SBNSIOTCA onpeaensiowyMMmn B Xode npouecca
dopmupoBaHMs KapTbl. KpoMe Toro criegyeT yyuTbiBaTb KPUTUYHOCTb Pe3epBUPYEMbIX CEPBUCOB MO
HanpaBreHNIo OT CaMblX BaXKHbIX 4O HE3HAYUTESbHBIX.

Mcnonb3oBaHne gaHHOro mMeTtoda MO3BOMMT MUHMMU3MPOBATb PUCKM OTKa3a CeTVM B LIENIOM U CTeneHb
notepu eé paboToCnoCOBHOCTU, B Crly4yae BO3HUMKHOBEHMS HECKOIbKUX MOcrenoBaTerbHbIX (hopC-MaXXopHbIX

cuUTyauun.

NMpumeyaHune: Mpu pacrnpegeneHnn NPUOPUTETOB PEKOMEHAYETCA WCMONb30BaTh OOPaTHbIA OTCHET,
ncxogsa v3 npasuna: 255 — Bbicwmnin npuoputeT, 0 — MUHUMAanbHbLIN NPUOPUTET. ITO MO3BONUT YNPOCTUTL
KOHUrypauuio YCTPOMUCTB B AarnbHeNLIeM.

2.1.5. HacTtponka cnyx6bl VRRP Ha OCHOBHOM U pe3epBUpYHOLKUX poyTepax

MpuHuMn paboTbl cnyx6bl VRRP ocHoBaH Ha criefylolleM npaBuie: ceTb OBGCNyXXMBaeTCs OOHUM U3
PU3NYECKMX POYTEPOB, yYacTBYOLWMX B VRRP-OKpYXeHUM U HACTPOEHHbIX TakuM oBpasom, YToGbl oTBeYaTb
Ha 3anpocbl K BMPTyarlbHOMY poyTepy, OGCnyXuBarlollemMy rokanbHyl ceTb. [lepBoHayanbHO OTBEThI Ha
3anpochl K BUPTyarnbHOro poyTepa BbIMOSHAET OCHOBHOE YCTPOMCTBO. B cryyae Bbixoga M3 CTPOsi OCHOBHOMO
yCTpOiCTBa (MMeloLLEero MakcMmarnbHbI NPUopUTET) ero ponb Gep€T Ha cebs maplipyTusatop, NpuoputeT
KOTOPOro MeHee MeHbLLe, YeM Y OCHOBHOIO poyTepa, HO Bbille, YeM Y APYrMX pe3epBUpYIOLLNX YCTPOWCTB.

[aHHoe npaBuno 6yaeT BLINOMHATLCSA A0 TeX Nop, Nnoka B ceTu GyayT NpucyTcTBoBaTb paboToCnocoGHbIe

yCTpOIZCTBa, nMerLmne BO3MOXHOCTb NepexBaTtnTb posfib OCHOBHOIO LLJ1HO3a.

MpumeyaHune: Cnyxb6a VRRP npegycmatpyBaeT BO3MOXHOCTb (DYHKLUMOHMPOBaHUS He Gonee 254
YCTPOMNCTB.

[anee onuncaHbl napamMeTpbl, N03BONAKOLLNE onpeaennTtb noseaeHne CJ'Iy)K6bI VRRP B xoge 3KcCnnyartaumm

poyTepa.

MapameTp Instance name
Onpepgensier nMma co34aBaemMoro BMPTyanbHOrO poytepa. 3HadeHue 3agaétcs CBOOOAHO M OT HEero He
3aBMCUT paboTa cnyx0Obl. 3HaYeHMEe MOXET COCTOATb TONLKO U3 NMAaTUHCKMX CMMBOSOB. [1poGenbl onycTumbl.

3HayveHue B gaHHoM kKoHurypaumm — VR,
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MapameTp Instance IP

OnpegensieT IP-agpec BupTyanbHoro poyTtepa. [HaHHbiM IP-agpecom MOXeT BbICTynatb peanbHbii |P-
afjpec OCHOBHOMO poyTepa, UCMOfb3yeMOro B KadecTBe LUM03a MO YMOMYaHWMIO B LUTATOM pexume paboThbl
cetn, nNMbo BuUpTyanbHbIN |IP-agpec, Ha KOTOPbIN HacTpoeHa paboTa ocTanbHbIX YCTPOWCTB, MPUCBOEHHLIN
aAMUHUCTPATOPOM CEeTU KOMMaHuM-3akasymMka B KadecTBe. 3HauYeHMeM MapamMeTpa MOXeT ObiTb TOnbko IP-
afpec, HaxodsLWMIACH B afpeCcHOM NPOCTPaHCTBE CETU C APYrMMU pe3epBUpYOLLUMU YCTPOUCTBaMN.

3HaveHune B JaHHOW KoHpurypauum — 192.168.1.2.

MapameTp Instance router 1D

OnpenensieT yHWKanbHbIA MOeHTUdMUKATOP BUPTyanbHOrO poyTepa. 3HayeHWe [nOaHHOro napameTpa
[OIMKHO ObITb MAEHTUYHO Ha BCEX YCTPOWCTBAX, BXOASALMX B CMINCOK OBCMYXNBAOLWMUX BUPTYarbHbIA poyTep.

3HaveHune B gaHHONM KoHpurypauum — 1.

MapameTp Instance priority

OnpepensieT NpyopuTET Pe3epBUPYIOLLLErO YCTPOWCTBA OTHOCUTENBHO APYrMX YCTPONCTB, 06CMYXKMBAKOLLMX
OfVH 06 MIn BUPTYyarbHbIA poyTep.

3HayveHne Ans OCHOBHOTO poyTepa B AaHHOW KOHdMrypaumm — 255

3HaveHne Ans pe3epBMpyOLLNX POYTEPOB B AaHHOW KOHGUrypaumu (nepeducneHue): 250, 200, 150, ... .

MapameTp Instance authentication

OnpenensieT MeTod ayTeHTUMKAUMM Mexay YCTPOWCTBaMM, OOCMNYXMBAIOWMMW OOMH  OGLLMiA
BUPTYyanbHbI poyTep.

3HayeHue B AaHHON KOHGUrypauum — [oTcyTcTByeT).

MapameTp Instance password

OnpenensieT naponb, WCMONb3yemMbld ANs ayTeHTU(MKaALMM pPOyTEepOoB, PEe3epBUPYIOLLUMX OOMH O6LLMiA
BUPTYyarnbHbIA poyTep.

3HayeHue B AaHHON KOHGUrypauum — [oTcyTcTByeT).

MapameTp SMTP server
OnpegensieT nma SMTP-cepBepa, NCMOMb3yoLWErocs s oTnpaBkv e-mail ¢ yBegomneHmem o codbITUsX
CMEHbI pOrien pe3epBUPYIOLLIMX U OCHOBHOIO POYTEPOB.

3HayeHue B AaHHON KOHGUrypauum — [oTcyTcTByeT).

MapameTtp From mail:
OnpegensieT nceBgovMst OTnpaBuTens e-mail ¢ yBeAoMIeHMeM 0 COObITUAX CMEHbI pONei poyTepoB.

3HayeHue B AaHHON KOHGUrypauum — [oTcyTcTByeT).
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MapameTtp To mail:
OnpegensieT nms agpecara, nonydatowero e-mail ypegoMneHusi 0 cobbITUAX CMEHbI POen pOyTEPOB.

3HayeHue B AaHHON KOHGUrypauum — [oTcyTcTByeT).

2.1.6. MNpoBepka paboTOCNOCOGHOCTU UCNONb3YyeMON KOHdUrypaumm

Ons npoBepkn paboTocnocoGHOCTH, MOCHE TOro Kak KOH(WUrypauus npuMeHeHa Ha, Kak MUHUMYM, OBYX
poyTepax BbINOMHUTE CrieayoLiMe eACTBUS:

1. OTkpouTe Ha koMnbloTepe KoMaHaHyto ctpoky OC Windows
(NO4KMIOYEHHOTO K NTOKaNbHON CETU, B KOTOPOM CYLLECTBYOT MUHUMYM OOWUH OCHOBHOW Y
OJWH pe3epBUPYIOLLNIA poyTep);
(«TMyck» — «BbINONHWUTL» — BBECTU «cmd» — [Enter])

2. BeguTe kOMaHay NPOBEPKM CBA3M CO LUMHO30M, 0O6CNYXMBAIOLLNM OAHHYO CETb;
(komaHga «ping 192.168.1.2x», [Enter])

3. Yb6egurtecb B AOCTYMHOCTM 3TOrO LUMO33;

(B TEYEHME HECKOMNBKMX CEKYHA AOIDKHbI NMOSIBUTLCS CTPOKU, NOA0OHbIE TEM, YTO NPUBEAEHbI B NIUCTUHIE
Nel)

NMuctunr 1. NMpumep KoHbUrypaumoHHoro camna «server.ovpn»

ObmeH nakeTamm C 192.168.1.2 no 32 6auT:

OTBeT OT 192.168.1.2: uncno 6ant=32 Bpema=5mMc TTL=48
OTBeT OT 192.168.1.2: uncno 6ant=32 Bpema=4mc TTL=48
OTBeT OT 192.168.1.2: uncno 6ant=32 Bpema=5mMc TTL=48
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4. OTkno4uuTe poyTep, BbIMOMNHAKOLW NI POJiIb OCHOBHOIO LUJ1K0O3a, OT CETU (*)I/ISVI‘-IeCKVI;

5. Cpasy nocre oTKMYeHNs OCHOBHOIO poyTepa, BO3MOXHO, MOSABUTLCS COOBLLEHNS O ero
HEeOOCTYMNHOCTK;

(cTpoka «[peBbIlEH MHTEPBAN OXMUAAHWS ONs 3anpoca)

6. [Nocne HeycneLwHOM NPOBEPKN pe3epBUPYIOLLMMN POYyTEPAMUN OTKIMKA OT OCHOBHOTO,
TOT U3 HMX, KOTOPbIA UMEET HaMBbICLUMIA NPUOPUTET, OOIKEH OyaeT B3siTb Ha cebsi ponb
OCHOBHOro. Y6eanTbcs B 3TOM NO3BONAT COOOLLEHNS, Nog0OHO NpuBEAEHHBIM B
nuctuHre 1. OHM OOMKHbI NMOSABUTBLCS NOCIE HECKOMNMbKNX COOBLLEHMI O HEAOCTYNHOCTH

OCHOBHOIO LWII03a.

MpepynpexaeHue: MuHumanbHoe Bpemsi nepexsaTa PO OCHOBHOMO LUSHO3a PEe3epBUPYOLLMM
ycTpocTBaMn — 1 Cex.

MpumeyaHune: B criyqae ecnv TpebyeTcs 3MEHUTbL MHTEPBal, B TeYeHWe KOToporo byaeT nepexsadeHa
pOrib OCHOBHOIO MapLUpyTM3aTopa, TEXHUYECKUIA NEePCOHarn KoOMMNaHnm-3akasynka MoXeT oTpeaakTMpoBaTh
Yyepe3 yaanéHHyr KoHcomnb ynpaeneHuss poytepom (Telnet/SSH) dann /mnt/rwfs/etc/vrrp.conf. Ons
N3MEeHeHNs MHTepBana HeobxoAMMO OTKOPPEeKTMpOBaTb 3HauyeHue napameTpa advert_int, 3ameHuB Ha
HeobxoanMoe (B cekyHaax).

10
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3. KoHTaKTbl 1 nogaepxka

HoBble Bepcnn npownBOK, AOOKyMeHTaununm w1 CconyTtCcTBylOWwero nporpaMmmMmHOro obecrneyeHns MOXHO

NoNny4unTb, O6paTI/|BLLII/ICb no cnegyrwmm KOHTaKTaM:

CanT KoMnaHum B MIHTepHeTe: www.radiofid.ru
Ten. B CankT-lNeTepbypre: +7(812) 318 18 19
e-mail: support@radiofid.ru

Hawwn cneumanucTtbl Bcerga rotoBbl OTBETUTL Ha Bce Balun BOMpPOChI, NOMOYb B YCTaHOBKeE, HaCTDOVIKe n

yCTpaHEeHUn ﬂpO6J'IeMHbIX CI/ITyaLI,VIﬁ npu akcnnyarayum O60py,D,OBaHI/IF|.

B cny4yae BO3HUKHOBEHUsI NPOBNEMHON cUTyauuu, Npy obpalleHn B TEXHWYECKYH MoadepkKy, cregyeT
ykasblBaTb BEPCUIO NporpaMMHoro obecneyeHusi, MCNonb3yeMoro B poytepe. Takke pekoMeHayeTcsl K NMUCbMY
NPUKPENUTb XKypHarbl 3anycka npoGneMHbIX CEPBMCOB, CHUMKN 3KPaHOB HACTPOEK U NGy ApYryto NMonesHyo
nHcpopmMaumio. Yem Gonblue nHdbopmaumn 6yaeT npeaocTaBneHo COTPYAHUKY TEXHUYECKON MoadepKKu, TeM

ObICTpee OH CMOXET pa3obpaTbCs B CITOXKMBLLENCA CUTyaLuK.

Mpume4yaHune: MMepen obGpalleHMEM B TEXHUYECKYIO MOAAEPXKKY HACTOATENbHO PEeKOMEeHayeTcs
06HOBUTL NporpaMMHoe obecneyeHne poyTepa A0 akTyarnbHON BEpCUM.
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