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ANIEKTPOHUKA

Uctopusa usmeHenunii MO gna poytepos:

®

iRZ RO (RLO1, RLO1w, RUO1, RUO1w)

¢ iRZ R2 (RU21, RL21, RU21w, RL21w, RU22w, RL22w, RL21l, RL21lw, RL24w, RL25w, RL26w,
RL27, RL27w)

+ iRZ R50 (R50-L4.WAnN, R50-L2.WAn, R50-A4.WAn, R50-A2.WAN)
+ iRZ R10 (R10, R11)

O6pallaeM Balle BH/MaHWe, 4To HaunHas ¢ Bepcuy v20.12 nNpoLwvBKM pOyTEPOB NOAAEPKMBAIOT TONBKO
0GHOB/IEHHYI0 BEPCUIO C1CTEMbI ynpasieHus Link!

O6pallaem Balle BHUMaHWe, 4To Bepcus npowwmskm v20.10.1 nocnenHas npoLumnBKa, Kotopas nogaepxusaet
paboTy coToBbIx 3G-Mmogyneit! B ganbHenwmnx npowrBkax Mbl He rapaHTupyem paboTocnoco6HOCTb
poyTepoB iRZ ¢ ycTaHOBNEHHbIMU 3G-MOAYNAMU.

MocnegHne Bepcun MO AocTynHbI Ha caiTax irz.net u radiofid.ru
Bepcusa ot 29.05.2025

N3meHeHuns ans Bepcuii:

¢ RO — R0-v20.12(2025-05-29).bin

¢ R2 — R2-v20.12(2025-05-29).bin

¢ R50 — R50-v20.12(2025-05-29).bin

¢ R10 — R10-v20.12(2025-05-29).bin

N3meHeHO:

¢ CORE: O6HOB/EHME CUCTEMbI YIPABNEHNUA 1 MOHUTOPUHIa poyTepamu iRZ. MO Tenepb paboTtaet
TO/IbKO C 0GHOBNIEHHO Bepcueli Link!

* CORE: : PeaninsoBaHa noggepxka mogynei cotoBoi cesasn SIMCOM A7908E (Cat.6)

NcnpaBneHo:

+ CORE: CokpalleHo BpeMs BbIXxoga B ceTb 15 moagynein Quectel cepun EC200

Bepcusa ot 26.12.2024
N3meHeHns pnsa Bepcuii:

e RO — R0-v20.11.1(2024-12-26).bin

¢ R2 — R2-v20.11.1(2024-12-26).bin

e R50 — R50-v20.11.1(2024-12-26).bin
e R10 — R10-v20.11.1(2024-12-26).bin

NcnpaBneHo:


https://irz.net/
http://www.radiofid.ru/
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¢ Firewall: [na HOBbIX cO34aBaeMbIx NpaBw/ N0 YMOIYaHMIO BblbpaH NpoTokon "tcp”
* Tools/Send SMS: [lo6aBneH nepeHoc CTPOKN B coobLeHnn 06 otnpaske CMC

+ Service/Network Time Protocol: icnpaBneHa ownbka, NpMBoasAL,as K AO/ITON CUHXPOHMU3ALNN
BPEMEHN YCTpOIiCTBa

+ CORE: VicnpaBsneHa owmbka B paborte init-ckpunta gns mogyna Quectel EC200A, n3-3a KOTOpOii
nponagana uHgopmaumsa o6 IMEI mogyns

* Mobile Interfaces: [nsa Failover management ncnpasneHa ownbka, kotopas npmMsognnia K
HenpaBUNbHOMY OTOGpaXXeHNto Heckonbkmx Ping Address

e GPIO: [1ns poyTepoB c 0GHOB/IEHHOIH annapaTHOi YacTbio UCNPaBEHO yNpaB/ieHWe anmnapaTHoli
3awmToi noptoB GPIO

¢ GPIO: [1ns poyTepoB ¢ 0GHOBMEHHO annapaTHO YacTbH NcnpasneHa paboTa pasgena GPIO B
yacTu 06paboTKM COObITHIA

N3meHeHO:
 CORE: Y mogyneit Quectel EC25 nsameHEH Nnopsiaok noncka cetein ana noakaoyeHns

¢ CORE: [Jo6aBneHbl GSM-63Habl ansa moaynein Quectel EC25-EU n EC200T

Bepcusa ot 22.11.2024

N3meHeHus ans Bepcuii:

¢ RO — R0-v20.11(2024-11-22).bin

¢ R2 — R2-v20.11(2024-11-22).bin

* R50 — R50-v20.11(2024-11-22).bin

¢ R10 — R10-v20.11(2024-11-22).bin
Jo6aBneHo:

* CORE: PeanusoBaHa nogaepxka mogyneit cotoBoii cBsism LynQ L508 (Cat.4)
* CORE: Peanu3oBaHa nogaepxka cotosoro mogyns MEIGLink SLM828 (Cat.6)
NcnpaBneHo:

 CORE: Ansa mogynei Quectel EC200T n EC200A ncnpasneHo npumeHeHne 2G n 3G 63HA40B ecrin
He BblbpaHa TexHonorns nepegadn (Network Access = Auto)

* CORE: [ns poyTepoB co BCTpoeHHbIM MBI ncnpaeneHa paboTta yBegomaeHunin B cepsuce iRZ Link

* CORE: B pa3gene Mobile APN Profiles ncnpasnexa npobnema, npuBogmsLIas K cTapTy COTOBbIX
Mogayneli B pexume Auto 1 ITHOPMPOBAHMWIO HACTPOEK, BbICTaBNEHHbIX B pasaene Mobile Interfaces

¢ CORE: NcnpaBneHbl aBTOMATMYECKN CO3aBaeMble HEKOPPEKTHbIe NpaBuna daepsona ans
TyHHene L2TPv3. [1nda 3T0ro B KayecTBe Source 30Hbl N0 yMO4YaHuio BbibpaHo "wan”, ans
Encapsulation = ip ncnone3yetcs npotokon 115 (12tp), ana Encapsulation = udp ncnonb3yetca
npoTtokon 17 (udp) 1 ykasblBatoTCA NOPTbl UICTOUYHMKA U HA3HAYEHUS.
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N3meHeHo:

* CORE, WEBIF: B Services — Firewall B okHe pefakTnpoBaHu1sa npaBun 3ab/10KMpoOBaH BBOA,
HOoMmepa nopTa B c/y4vae, ecnim BblbpaH npoTtokon "all”

Bepcusa ot 24.09.2024

N3meHeHus ans Bepcuii:

¢ RO — R0-v20.10.1(2024-09-24).bin

¢ R2 — R2-v20.10.1(2024-09-24).bin

¢ R50 — R50-v20.10.1(2024-09-24).bin
e R10 — R10-v20.10.1(2024-09-24).bin
UcnpaBneHo:

¢ CORE: B IPSec ncnpaeneHa ownbka 06HOBMEHMS NakeTa B YaCTU KOHAUIypaUMoHHOro gaina
/etclipsec.conf

+ CORE: VcnpaBneHa owunbka B paboTte nHnymanmsaumm 3G-Mo4eMOoB, KOTopas NpnBoguna K
npobnemam ¢ perucrpaumein B CeTu

Bepcusa ot 10.09.2024

N3meHeHna ana Bepcuii:

¢ RO — R0-v20.10(2024-09-10).bin

¢ R2 — R2-v20.10(2024-09-10).bin

¢ R50 — R50-v20.10(2024-09-10).bin
* R10 — R10-v20.10(2024-09-10).bin
Jo6aBneHo:

¢ CORE: ina SNMP po6asneHbl OID Ans MOHATOPWHIa NapaMeTpoB NuTaHus poytepa. 3t OID
Takxe gobasneHsl B MIB

¢ CORE: Ana SNMP go6asneHbl OID gns MOHUTOPUHIa NapameTpoB MNOAK/IHYEHHbIX K poyTepy
TemnepartypHbIx gatunkos. 3Tu OID Takke gobasneHsl B MIB

e CORE: Ana SNMP pgo6asneHbl OID gna MOHUTOPUHIa NapameTpoB XpaHuamwa g4oCTynHOro
nons3oBatenaMm. 3tn OID Takke gobaeneHs B MIB

« CORE, WEBIF: jo6aBneHa gupektopus /opt/files ans 3arpy3ku nosib3oBaTe/IbCKUX CKPUMTOB Y
peann3oBaHa BO3MOXHOCTb 3arpy3ku CKpUNTOB C NOMOLLbIO BE6-UHTepdieiica B HOBOM pasjerie
Storage Ha Bknazke Tools. Y nonb3oBartens eCTb BO3MOXHOCTb OYMLLATE XpaHW/WLLE NaKeToB B
anpektopun /opt/packages

« WEBIF: lo6aeneH pa3nen Read SMS Ha Bknagke Tools

 WEBIF: B pasgene Mobile Interfaces Ha Bknagke Network no6asneH 4ek60KC BK/IOUAOLNIA
debug-pexvm gns Bcex coToBbIX Moaynein n SIM-kapT poyTepa
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WEBIF: B Be6-uHTEpgheiice Ha cTpaHuLe cTaTyca B Routing Table HegoCTynHble MapLUpPYThI
oTmeyvatoTca cnosom "linkdown”

NcnpaBneHo:

CORE: Ans poytepos cepuit RO, R2, R50 n R10 ncnpasneHo npyMeHeHne oyepenei n3-seb
uHTepdeiica, paHee MOI/10 NPUMEHATLCS NPeablayLlee 3HaYeHne Tuna ovepeam

CORE: VicnpasneHo npMMeHeHve oyepean Tuna prio ans poytepos cepum R10

CORE: VcnpasneHa pabota mexaHu3ama keepalive gna GRE-TyHHenei ypoBHs L3, BHECEHbI
N3MeHeHNs1, TpebytoLme UrHOPMPOBAaTb MapLLPYThl, MOMeYEeHHble Kak HegocTynHble (linkdown)

CORE: UcnpaBneHa paboTta yHkumoHana MAC filter gnsa poytepos ¢ gsyxamanasoHHbIM Wi-Fi Ha
2.4 n 5.2 Ghz, nnbTpbl NPUMEHSIUCL TONBKO ANs MHTepdeiica 2.4 Ghz

CORE: Ansa mogynein SIMCOM A7602, A7608 n3meHEH Nopagok ayTeHTdMkaumm B CETU nepejaun
JaHHbIX. B cnyyae, korga He ykasaHbl username 1 password oHa Nnpou3BoauTbLCA He ByaeT

CORE: Ana mogyna SIMCOM A7602E-H ncnpasneHo npumeHeHne APN

CORE: Ansa mogyna SIMCOM A7602E-H B cnnCoK AOCTYMHbIX YacTOT COTOBOM CeTn gobaeneH LTE
Band 8

CORE: UcnpaBneHa ownbka B paboTte cepsuca Serial Ports ansa pexuvma Client ¢ npotokonom
RFC2217, npuBoamBLuas K oy6/MpoBaHnio HaCTPOEeK Noc/1eA0BaTesIbHOro nopra A5 TIOKabHOM
CTOPOHbI 1 YAA/IEHHOW CTOPOHbI

CORE: UcnpasneHa owimnbka B pabote cepsuca Serial Ports, npusoamsLLas K 0Tkasy ctapta
cepsuca, ecsim cton-6utos 6bis10 He 1, a 2

CORE: VcnpaBneHa oLwinbka B paboTte cepsuca Serial Ports a0 pexuma Server ¢ npoTOKO10M
RFC2217, n3-3a KoTOpoIi NnpepbiBasiack nepegada faHHbIX Npu Bbibope KombrHaumy parity = odd n
stopbits = 1

CORE: YcTpaHeHa owwmnbka B pabote Bootloader, npuBogsiias kK HectabuibHON paboTe poyTepos
cepumn RO

CORE: VcnpaBneHa ownbka, 6nokunpytowias Beog, Hactpoek Failover Managment npu
KoHthurypauun Wired Internet no PPPoE

CORE: finsa poyTepos cepun R50 ncnpasneHa paboTa MHAMKaLUN YPOBHA cUrHana (He BbIK/Irovancs
WHAMKaTOP, B C/lyYae OTK/II0YEeHWS COTOBOIO MOZY/1A)

CORE: Ansa mogemoB Quectel EC25 ucnpasneHa owmbka, npy KOTOPOi He NpUMeHANach
TEXHONOrMA nepegayn garHeix 2G nnu 3G B ciyyasix, korga BolopaHbl 63HAbI NPOTUBOMNOMOXHO
TexHonornu. Hanpumep, Network Access = 2G only n Specific Bands = WCDMA2100

CORE: Onsa mogynsa Quectel EC200A otkntoveH VOLTE

CORE: VicnpaeneHa owwnbka, Npy KOTOPOI B C/ly4ae HEBEPHOI KOHbUrypaumm nam oTcyTcTBUM
NMHTepgoeica, ykasaHHoro B Local Address TyHHEeNbHbIN MHTePMEC MOr 0CTaBaTbCA B COCTOSHMM
ownbKM A0 nepesanycka ceteBoil nogcuctemsl (ana L2TPv2, L2TPv3, EolP, GRE, MGRE,
Loopback)

CORE: /cnpaeneHa fiorvka paboThl cepeuca IPsec, Tak 4To6bl Npy BKIHOUYEHUM YCTPOIACTBaA Apyrue
cepBuchbl He MOrM 6110KMpPoBaTh AoGaBneHVe nNpasu daliepeona
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CORE, WEBIF: B cucteme ncnpasneHo 0TobpaxeHne uMmeHn cotosoro moayns SIMCOM A7608E-H

WEBIF: VicnpaeneHa ownbka B padbote VRRP, KoTopas BO3HMKasa NPy HasiMunmn HecKobknx bridge-
NHTepdheiicoB 1 NpMBoAW/a K CO0 Ha Be6-CTpaHuLe pasgena

N3meHeHo:

CORE: YnyuweHa pabota cepsuca Serial Ports B pexumax Client 1 NTRIP Client gnsa cnyyaes
Korga mapLupyT no yMo/i4aHvio MEHSIET CBOI CETEBOI afpec

CORE: M3meHeHa noruka pabotsl pasgena Mobile Interfaces npu ykazaHun Force MCCMCN.
PoyTep Bcerga 6yaeT nbiTaTbCs BbIXOAUTb B CETh C YKa3aHHbIM B 3TOM M0J1e KOAOM CETU

CORE: ONTUMU3NPOBaHO KOMMYECTBO NpeABapuTe/ibHbIX NMPOBEPOK YCTaHAB/IMBAEMOro NakeTa v
YCKOPEH NPoLecc YCTaHOBKM NaKeToB

CORE: YnyuweH npougecc 3anycka gemoHa IPSec, no3sonswwumii n3bexarb nepesanycka yxe
pab6oTatoLLein kKoHdmrypaumm

CORE: VicnpaBneHa oLnbkKa, n3-3a KOTOpo COXpaHsanoch IPSec-coeMHeHre faxe npu yaaneHum
KoHdourypauv DMVPN

CORE: YMeHbLUEHO BNUsSHNE AEACTBUIA NO/b30BaTeNS HA OCHOBHO CTpaHuLe HacTpoek IPSec-
TYHHenei Ha KoHdUrypauuo 1 apyrne TyHHenu ¢ BblbpaHHbIM IPSec Encryption

CORE: BHeceHbl N3MeHEeHWs 4715 pOyTepoB C 06HOB/IEHHOW annapaTtHoli YacTbio
CORE: insa poyTepos cepun R10 gobasneHa nogaepxka ytunutel Isusb
CORE: Onsa knneHTa iRZ Link ycTaHOBNEH NPOTOKON MO YMOSYaHNIO V2

WEBIF: JopaboTtaHo meHio Tools — Managment, go6asneH 4yek6okc Force reinstall gns
NPUHYAUTENBHON NepeycTaHOBKU NakeToB

Bepcusa ot 27.05.2024

N3ameHeHus gns Bepcuii:

R10 — R10-v20.9.1(2024-05-27).bin

AcnpaBneHo:

CORE: YcTpaHeHbl OLWn6KN 1 yay4lleHa cTabunbHoCTb B paboTe poytepoB cepumn R10

Bepcusa ot 22.03.2024

N3meHeHna ana Bepcuii:

RO — R0-v20.9(2024-03-22).bin
R2 — R2-v20.9(2024-03-22).bin
R50 — R50-v20.9(2024-03-22).bin

R10 — R10-v20.9(2024-03-22).bin

Jo6aBneHo:

CORE, WEBIF: lobaBneHa nogaepxka poytepos R11 (cepus R10)
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CORE: O6HoB/EeHbI WabnoHbl Zabbix. obaBneHsbl entrypoint gns rx/tx

CORE: Ona SNMP go6asneHbl OID ans rx/tx. 3tn OID Takke gobasneHsl B MIB
CORE: [ns coTtoBbix mogyneit SIMCOM SIM7600, A7602 BkntoyeH BbIbop 63HA0B
CORE: PeanunsoBaHa nogaepxka mogyneii cotosoii cesasn SIMCOM SIM7906E

CORE: fins Serial Ports go6aBneHa BO3MOXHOCTb B PEXUME K/IMEHTA 06MeHMBaTbCA JaHHLIMU
cpasy ¢ 4 yfaneHHbIMW TouKamu

UcnpaBneHo:

CORE: VicnpaBneHa oLwimbka 06HoBNeHMs cepuca Serial Ports, npuBoasALLas K HEKOPPEKTHOW
cMeHe pexuma Server Modbus TCP to RTU Ha Client, npu 06HoBNeHWM ¢ npownBok Bepcun 20.4.3 1
cTapee

CORE: VicnpaBneHa oLlinbka paspbiBa IPSec-TyHHens, BO3HMKaoLLas no npuymHe HEKOpPEKTHO
paboTatoLLero MapLupyTa B ciydasx, Korga MHUUMaTop U OTBETUUK HAXOAATCHA B O4HOW CeTu 1
MHULMATopy OTBETUMKOM Bblgensetca Virtual IP

CORE: VcnpaBneHa ownbka B Command over SMS, npu KOTOpPO He BbINOHSANACh KOMaHAa,
npuxogsLias co BTOPOro 1 nocneaywmnx HOMepPoB U3 pa3peLleHHoro cnmucka

CORE: B DMVPN wucnpasrneHa owwmnbka Bo3HMKarowas npu seibope B kadectse Local NBMA
Address oTcyTcTBYyHOLLENO MHTEPIElica, kKoTopas NPMBOAMA K HEKOPPEKTHON nepefaye AaHHbIX

CORE: VicnpaBneHa owmnbka, n3-3a KOTOpoi Npu cmeHe MapLupyTa no ymonyaduio DMVPN/NHRP
TYHHe b He BOCCTaHaBNuMBasicA ecnv B kavecTse Local NBMA Address 6b1n Bbi6paH Default

CORE: VcnpaBneHa HeBepHas Banmgaumsa noneii B Failover managment

CORE: B Serial Ports ncnpasneHa owmnbka pexuma Client, Bo3HMKarowasn npy nageHnn kaHana
CBSI31, Yepe3 KOTOpbIi B flaHHbI/i MOMEHT YCTAaHOB/IEHO COEAMHEHUNE C YAAIEHHbBIM XOCTOM. Owmnbka
NposiB/IsiNach B OTCYTCTBMM MOBTOPHOIO NOAK/IHUYEHUS Yepe3 AOCTYMHbIV Pe3ePBHbI KaHau

CORE: WcnpasneHa ownbka, npusogsLlas Kk c6oto 3anycka OpenVPN B pexume TLS Server, ecnu
MpW HacTPOiike Ha Hero nepeknumnncek ¢ pexrma TLS Client n HacTpoeHHbIMK nonsMy Username
n Password

WEBIF: 05 pasgena Wireless Network ncnpaeneHa ownbka B pabote nHtepgoeiica, kotopas
BO3HUKaNa npu oTCyTCTBUM MHApopMaLumn 06 o0b6a3atenibHbIX NnapameTpax OT NOAK/TUEHHbIX
K/IMEHTOB

N3meHeHo:

CORE: lNMpekpalyeHa nogaepxka poytepos cepumn R4

CORE: O6HOBMEH cnucok npegyctaHoBneHHbIX NTP cepeepoB

CORE: BbikntoueH npoTtokon IPv6, Tak Kak npasuia qypaiepBosia Ha HEero He pacnpoCTPaHAKTCA
CORE: YganéH cepsuc ansa obcnyxmsanusa DHCPV6, T.K. oTktoueHa nogaepxka IPv6

CORE: B OpenVPN tunnels go6aBneHa BO3MOXHOCTb He yKa3blBaTb B KOH(MIypauum TOHHENSA TUn
cxatuns gaHHbix (MyHKT None B HacTpolikax LZO Compression)

WEBIF: O6HoBNEeH nHTepdeiic pasgena Serial Ports
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WEBIF: Pa3zgen Dynamic Routes nepevmeHoBaH Dynamic Routing

Bepcus ot 25.10.2023

N3meHeHMs Ans Bepcuii:

RO — R0-v20.8(2023-10-25).bin
R2 — R2-v20.8(2023-10-25).bin
R4 — R4-v20.8(2023-10-25).bin

R50 — R50-v20.8(2023-10-25).bin

Ao6aBneHo:

CORE: insa poytepos cepun R50 gobasneHa HacTpoiika IPSec Protection B L2TPv2 Client
CORE: fob6aBneHa nogaepxka keepalive-naketoB ana GRE TyHHenei yposHs L3
CORE: [jo6aBneHa BO3MOXHOCTb yKa3blBaTb METPUKY NPU CO34aHUM CTATUHECKNX MapLUpyTOB

CORE: [lobaBneHa nogaepxka moayneii cotoBoii cesizan SIMCOM A7602E, SIM7600

NcnpaBneHo:

CORE: VicnpaBneHa olimbka BaMgauum MMEH XOCTOB, CBA3aHHas C UX OJ/INHOA

CORE: VicnpaBneHa owmnbka B npumeHeHun APN nponncaHHOro B OKHe HacTpoek MOBUIbHOro
(coToBoro) nHTepdeiica

CORE: OntnmunsnpoBaHa noruka pabotbl IPsec ans DMVPN. MNpu ncnons3oaHun IPSec Protection
TyHHenb (IPSec) 6yaeT nbiTaTbCa NOAHATLCA Cpasy

CORE: OtkntoueH filover manager gns DMVPN |, Tak kak MHTepdpelic TOHHEeNst He MOXET ObITb
MapLLpyTOM MO YMO/THaHWIO

CORE: VcnpaBneHa olimbka, n3-3a KOTOpoil B HEKOTOPLIX cyyasx Ha GRE uHTepdeiic He
HasHavancsa IP agpec

CORE: VcnpasneHa owmnbka DMVPN / NHRP, nposBasiowascs HeBO3MOXHOCTbH HaCTPOUTb ABa
TYHHENs Ha OAUH YAANEHHbIA XOCT

CORE: O6HoBeHa noruka paboTbl nepekntoveHns SIM-kapT 41a ogHOMOAYbHbIX POyTEpPOB

CORE: Vi3MeHéH MexaH13M MMEHOBaHNSA 1 MMeHa nocriefoBaTes/bHbIX NOPTOB NAaThl pacluMpeHus
Ha poyTtepax RL25w, RL25, RL26w, RL26

CORE: VcnpasneH dyHKLMOHa Bbibopa LZO Compression

CORE: [1ns iRZ Link Client npoTokona Bepcun v1 ncnpasfieHo BbINOMIHEHNE KOMaH/, TpebyoLwmnx
3arpysku ¢ainnos - 06HoBneHne MO 1 ycTaHOBKa NakeToB

WEBIF: VicnpaBneHa ownbka Banmgaummn s3Ha4eHnii nonein pasgena Services - Crontabs

WEBIF: VicnpaBneHo oTobpaxeHune nHTepdielicos B BbinagatoweM cnucke Add to Bridge or Create
New npu HacTpolike L2TP TyHHens

N3meHeHo:
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 WEBIF: Ha cTaTycHoi cTpaHuue yaaneHo yBeaoMeH e 0 BKIoueHHOM STA Relay, koTopoe B
HEKOTOPbIX C/yYasix MOro BBOAMTL B 3abnyxaeHune

Bepcus ot 28.06.2023

N3meHeHMs ansa Bepcuii:

e RO — R0-v20.7.1(2023-06-28).bin

¢ R2 — R2-v20.7.1(2023-06-28).bin

¢ R4 — R4-v20.7.1(2023-06-28).bin

¢ R50 — R50-v20.7.1(2023-06-28).bin
NcnpaBneHo:

¢ CORE: NcnpasneHo npumeHeHre APN nNponnucaHHOro B OKHe HacTPOeK MOBGW/IbHOTO (COTOBOIO)
nHTepdeiica

¢ CORE: NcnpaBneHa owunbka B pabote SNMP, npu KOTOPOi1 He NpeAoCTaBASA/INCEL NpaBa Ha Kakue-
nnéo aencTema

Bepcus ot 07.06.2023

N3meHeHus ansa Bepcuii:

¢ RO — RO0-v20.7(2023-06-07).bin

¢ R2 — R2-v20.7(2023-06-07).bin

¢ R4 — R4-v20.7(2023-06-07).bin

¢ R50 — R50-v20.7(2023-06-07).bin
JAo6aBneHo:

¢ CORE: Noppepxka poytepos RL27 n RL27w
e CORE: Nogaepxka poytepos cepun R50

+ CORE: PacluvpeHbl BO3MOXHOCTU 4151 XPaHEHUSI U MPUMEHEHNS MOJS1Ib30BaTeIbCKMX KOHhUrypaumi
IPSec Tunnels. [lo6aBneH haiin /etcl/ipsec.usersecrets, dhain /etc/ipsec.custom nepenmMmeHoBaH B
letclipsec.userconf.

¢ CORE: flo6aBneH HTmode anist HacTpolikn Wi-Fi B pexumme Touku goctyna.
AcnpaBneHo:

¢ CORE: VcnpasneHa noteps gaHHbIXx Ha RS232, HacTpoeHHOM B KadyecTBe NTRIP-knneHTa,
BO3HMKalOLLAsA Npy CMeHe KaHana CBA3n

e CORE: VcnpaBneHa ycTaHOBKa NakeToB, CoAepXallx npoGes B Ha3BaHUm

¢ CORE: NcnpaBneHo nony4yeHune IP agpeca c LUMPOKOI Mackoli /8 Ha ceTeBOM UHTepcheiice COTOBbIX
moayneii QUECTEL EC200A

¢ CORE: Onsa iRZ Link knueHTa ucnpasneHa oTnpaska Ko/myecTsa nepegaHHoro Tpadmnka
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 WEBIF: cnpaBneHo oTobpaxeHne nHTepgelicos B BbinagatoLlem cnmcke Add to Bridge or Create
New Bo Bkniagke VPN/Tunnels - EOIP Tunnel

+ WEBIF: VcnpaBneHbl BaivgaTopsl noneii B pasgenax Mobile Interfaces, Mobile APN Profiles,
OpenVPN Tunnels, IPSec Tunnels, Port Forwarding, Crontabs, SMS, Serial Ports, GPIO, DynDNS

« WEBIF: NcnpasneHa npobnema cbpoca BbIGpaHHOIo kaHasia Ha "auto” npy NOBTOPHOM nepexoje B
OKHO pefakTupoBaHus HacTpoek Wi-Fi uHtepcpeiica

* WEBIF: VicnpaBneHo HeBepHoe oTob6paxeHune yekbokca "Enable Port via TCP" B Be6 nHtepdeliice
Serial Ports, KoTOpbIli NOCN1e 06HOB/IEHMS CO CTAPOW NPOLLUBKMA MOT BBOAMUTL B 3ab/1yXaeHve n
JIOXKHO CO06LLATb YTO CEPBMUC BK/HOYEH

 WEBIF: cnpasneHa Basingauus nons seoga hostname
* WEBIF: VcnpaBneHa Banivgauus nonst BBoga uMeHn loopback nHtepdeiica

« WEBIF: NcnpasneHa npobnieMa coxpaHeHus HacTpoek meHto Application Layer Gateway npu
06HOBIEHMN NPOLLVBKA

N3meHeHo:
* CORE: N3MeHEH cnncok npeayCcTaHOB/IEHHbIX MOAY/EN ANs nHTepnpeTaTopa micropython

 WEBIF: N3MeHeHbl TEKCTOBbIE YBEAOMIEHMA O/18 NPOLEeCcCOB 0OHOBEHMS NPOLUNBKKN, NPUMEHEHUSA
HacTpoek, nepesarpysku, copoca HaCTPOEK K 3aBOACKAM

Bepcusa ot 14.03.2023

N3meHeHus ANA Bepcuii:

¢ RO — R0-v20.6.1(2023-03-14).bin
¢ R2 — R2-v20.6.1(2023-03-14).bin
¢ R4 — R4-v20.6.1(2023-03-14).bin
WcnpaBneHo v ynyylueHo:

* WEBIF: VicnpaeneHa owwmnbka, npu KoTopoli HacTpoiikn NTRIP-kneHTa He COXpaHAauch B Be6-
nHTepdeiice

¢ CORE: NcnpasneHa npobnema moaynsa Huawei ME9Q9s, nposiBnsoLwasics cMmeHoli IP agpeca
MoAynsa u nepesanyckom coeguHeHus (Mpob6nema: PDP address has been changed)

¢ CORE: NcnpaBneHa npo6nema 3aBucaHus WnHbl 12C, nosasnsawoLwascs Bo BpemMs paboTbl COTOBOIO
MoZaynsa B pexume 2G Ha yacTtote 900 MHz

Bepcusa ot 13.02.2023

N3meHeHUs ans Bepcuii:
« RO — R0-v20.6(2023-02-13).bin
¢ R2 — R2-v20.6(2023-02-13).bin

+ R4 — R4-v20.6(2023-02-13).bin



ANIEKTPOHUKA

Jo6aBneHo:

CORE: fobaBneHa nogaepxka Zabbhix (nossunics pasgen Services - Zabbix Agent)
CORE: flo6aBneHbl WwWabnoHb! Zabbix ana yaaneHHoro MOHUTOPUHIa BHYTPEHHUX METPUK

CORE: fo6aBneHa nogaepxka NTRIP client n BO3MOXHOCTb 3arpy3ki COOTBETCTBYHOLMX NAKETOB C
cepsepa iRZ gna nx yctaHoBKK

CORE: fjo6aBneHo ynpasneHne n MmoHutopuHr GPIO no SNMP
CORE: [o6asneH MIB-thaiin gnsa pabotsl ¢ SNMP

CORE: [lo6aBneHa BO3MOXHOCTb CKauMBaHWs NakeToB A5 paboTbl C AUHaMUYECKol
MapLupyTu3aumeii ¢ cepsepa iRZ

CORE: Onsa poytepos cepun RO n R2 gobasneHa BO3MOXHOCTb paboTbl C AUHAMNYECKOA
MapLupyTu3aumein yepes web-nHtepdelic (nosisuncs pasgen Network - Dynamic Routes)

CORE: YnyuuwleH MexaH1n3M B3anMOAencTBumsl ¢ MmogeMamm
CORE: [jo6aBneHa o4MCcTKa 3arpyXeHHbIX cepTumkaToB nocne yganeHus IPSec TyHHens

WEBIF: B pasgene Network - Mobile Interfaces B HacTpoiikax SIM go6asfieHa BO3MOXHOCTb PYyYHOr0o
BblGOpa pexnma paboTbl Mogema

CORE: lobaBneHo oTobpaxeHne napameTpos paboTbl LTE-kaHana: RSRQ, RSRP, RSSI, SINR Ha
CTaTyCHOI cTpaHuue

CORE: [lo6aBneHa BO3MOXHOCTb MOHUTOPWHIa napameTpoB paboTel LTE-kaHana: RSRQ, RSRP,
RSSI, SINR npu nomowwm SNMP 1 Zabbix

CORE: fo6asneH npotokon RFC2217 ans nepegayn faHHbIX C BO3MOXHOCTBIO YpaBieHns
nocnegosaTesibHbIM MOPTOM (pasgen Services - Serial Ports)

CORE: jobaBneH Bbli6op pexnma paboTbl nopta Server/Client, 4To N03BOMSIET BbIOpaTh, KTO 6yAeT
ycTaHaBnmBaTb ceccuto (pasgen Services - Serial Ports)

CORE: Ona poytepoB R2 go6asneHbl mogynu agpa kmod-ush-storage n kmod-scsi-core

McnpaBneHo n ynyulileHo:

CORE: YnyuwweHa paboTta ¢ SMS: go6aBneHa 6/10KMpoBKa MOAEMOB Ha BpeMsi paboTbl C 3anNpoCcoMm
(ans NpegoTBpaLleHns NCNOo/b30BaHMS TOTO Xe MoAeMa ApYroi yTUANTON, KOTOPOoe NpUBeso bbl K
HEKOPPEKTHO paboTe cepBuca 1y conepHUYatoLLen yTnnnTel), gobasneH id ans SMS, nameHeH
dhopmaT coobLleHnin B fiorax, M3MeHeHa paboTa ¢ ovepegpto SMS, fobasneHa onums
HeorpaHW4yeHHOro Y1csia NonbITOK OTNPaBKM COO6LLEHUSA

WEBIF: VcnpasneHa owwmnbka BCn/biBaloLWen noackasku B pasgene Tools - Management - Restore
settings

CORE: VcnpaBneHa ownbka aBToMaTtuyeckn co3gasaemoro npasuna Firewall gna EOIP

CORE: VcnpaBsneHa oLinbka, cBsi3aHHas C nNosiBneHveM fononHnTenbHblX AP B pasgene Network -
Wireless Network B cnyyae 06HOBEHMSA € NpeablayLmX NPOLINBOK

CORE: VcnpaBneHa oLmnbka, cBsi3aHHas C BbIMOSIHEHWMEM BCEr0 CNucka AOCTYNHbIX SMS-KomaH,
BMECTO 3a/1aHHOIA
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ANIEKTPOHUKA

« WEBIF: B pasgene Tools - Send SMS:
o [onsa Message u Recipient Phone Number cgenaHbl 0653aTe/lbHbIMU;
o [lob6aBneHo yBefomsieHne o nepegadye SMS B 06paboTKy nocsie HaxaTus kHonku Send;
o [lo6aBneH Banugatop nonsa Recipient Phone Number

* CORE: B pa3gene Mobile Interfaces - SIM ncnpasneHa npo6nema ¢ npumeHeHnem MCCMNC koga,
y kotoporo MNC HaunMHaeTcs ¢ Hyns

¢ CORE: NcnpaBneHa ownbka, cBA3aHHasA C NpYMeHeHeM HacTpoek B pasgene Wireless Network

¢ CORE: NcnpaBneHa ownbka 06paboTkn BHYTPEHHMX NepeMeHHbIx B Tools - GPIO ans poytepos
cepumn R4

 WEBIF: cnpaBneHa olmbka oTobpaxeHns anemeHToB B nonsix From / To B Services - Port
Forwarding

« WEBIF: NcnpasneHa owmnbka oTobpaxeHus anemeHTos B nose Firewall Zone ans VPN B MeHto
PPTP n L2TPv2 Client

* WEBIF: VicnpasneHa ownbkKa oTobpaxeHus anemeHToB B nosne Bridge With Interface B pasgene
Wireless Network

¢ CORE: YnyuweHa pabota nporpammsbl ¢ 1-wire gatuvkom TeMmnepaTypsl

o OrtpabaTtbiBaeT 3anycku 6e3 NoAKUYEHHbIX AaTyMKoB/NpeobpasoBartens (He 3aBepLUaeT padorTy,
a npofos/HKaeT onpoc);

o OrtpabartbiBaeT OTK/IOUeHMEe faTumMKoB/npeobpasoBartens (yoanser gaHHble)

¢ CORE: NcnpaBneHa ownbka B pabote DynDNS, cBA3aHHasi C USMEHEHWEM NYTU K CUCTEMHOIA
yTunamTe

¢ CORE: cnpaBnnv nonyyaemoe no ymMoa4aHuio Hys1ieBoe 3HavyeHune noneii Ping Interval n Ping
Attempts npuBogsiiee K owmnbke Banvaaumm Hactpoek Wi-Fi

e CORE: VcnpaeneHa npo6rieMa oTo6paxeHns Be6-nHTepdeiica, BO3HMKatoLLas Npy NOAKUYEHNN K
poyTepy Kak K Touke gocTyna 6onee ogHoro Wi-Fi knveHTa

* WEBIF: VicnpaeneHa npobriema oTobpaxeHns 3HavyeHns nons Gateway B Beb-mHTepdpeiice pasgena
Wireless Internet, Bo3HMKatoLWasa Npy HaCTPOlike cTaTuydeckoro agpeca B pexumme STA Client

* WEBIF: O6HoBneHbl nons B pasgene Wireless Network:
o nosne Region nepenmeHoBaHo B Country;
o ansa pexummoB STA Client n STA Bridge go6asneHsbl nonsa Freq n Country

* WEBINF: lo6aBneHbl Banmaatopsl Ha ctpaHuuly GPIO ans nonein Phone Number, Command,
Notification

N3meHeHo:
¢ CORE: O6HOB/MEHbI CUCTEMHbIE YTUINTBI B3aUMOAENCTBMSA C MOJAEMOM

¢ CORE: O6HoBneHa ytunuTa anasa otnpaskm USSD 3anpocoB (faHHbIA YHKLUMOHAN HeA0CTYNeH Ans
poyTepos ¢ MogeMoMm QUECTEL EC200A)
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CORE: YganeHb! yTunuTsl ntptime n ntpdc

WEBIF: MNMprBeaeHsl K 04HOMY BUAY CPeAcTBa NPOBEPKM COCTOSHMA coeauHeHuns (Failover
Management) ans nHtepdoeiicos B pasgenax Network - Wired Internet (WAN), Wireless Network,
Mobile Interfaces n ans TyHHenein B pasgene VPN/Tunnels - PPTP, L2TPv2, DMVPN

WEBIF: V13meHeH nopsgok nosnei B pasgene GPIO

Bepcusa ot 17.11.2022

WN3ameHeHus ans Bepcuii:

RO — R0-v20.5(2022-11-17).bin
R2 — R2-v20.5(2022-11-17).bin

R4 — R4-v20.5(2022-11-17).bin

Jo6aBneHo:

CORE: fo6aBneHa nogaepxka Quality of Service (QoS):
o nopaepxka mexaHusma Mmapkmposku Tpadumka Type of Service (ToS)
o rnopaepxka mexaHnsma mapkmposku Tpaduka Differentiated Services (DSCP)

o BbI6GOP TMNA ouepeay AN NPUoOPUTM3aLMM NPOXOASLLEro Yepes poyTep Tpadvka npu yCnoBun
HaIMuna METKU

Bepcus ot 07.10.2022

N3meHeHus ansa Bepcuii:

RO — R0-v20.4.3(2022-09-20).bin
R2 — R2-v20.4.3(2022-09-20).bin

R4 — R4-v20.4.3(2022-10-07).bin

Jo6aBneHo:

CORE: nsa GPIO B nHTepgelice B none Trigger go6aeneHo 3HaveHne NONE, koTopoe no3BosnsieT
He OTCNexmBaTb U3MEHEHWNE YPOBHSA HaMNpsXKeHUs Ha NopTy

UcnpaBneHo:

CORE: VicnpaeneHa pa6ota ¢ Wi-Fi agantepamu coupmbl Intel
CORE: VcnpaBneHa ownbka, cBa3aHHas ¢ nepeHocom HacTpoek Wi-Fi npn o6HoBneHun Ha 20.4
CORE: VcnpasneHsbl ownbkn sysupgrade, cBsizaHHble ¢ preupgrade ckpuntamu

CORE: VicnpaBneHa npobnema npv KOTOPOI /I0rM MogemMa BbIBOANINCH Ha HTepdheiic RS485 npu
06HOBNeHUN Ha 20.4 co cTapbIx NpowrBoK Ha 6ase OpenWRT15

CORE: VcnpasneHa npobnema ¢ pasmeTkoii flash namsatu yctpoiictBa npym 06HOBIEHUN NPOLLNBKM

CORE: VcnpaeneHa owmnbka GPIO, npy KOTOpoit He M3MEHANOCh Hanpae/eHue ¢ direction=in Ha
direction=out 6e3 nepesarpysku ycTpoincTea
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¢ CORE: NcnpasneHa owunbka GPIO, npu KOTopoii npu BbicTaBneHHoM Tperrepe FALL Debounce
oTpabaTbiBas HEKOPPEKTHO

* CORE: NcnpaBneHa owunbka Wi-Fi Ha poyTepax ¢ Heckonbkumun Wi-Fi agantepamm npy OTKAKYEHUN
04HOro 13 HUX (aNsA cepum R50)

Bepcusa ot 14.07.2022

N3meHeHns gnsa Bepcuii:

¢ RO — R0-v20.4(2022-07-14).bin

¢ R2 — R2-v20.4(2022-07-14).bin

¢ R4 — R4-v20.4(2022-07-14).bin

Ao6aBneHo:

¢ CORE: Job6aBneHa BO3MOXHOCTb paboThl ¢ ABymsa Wi-Fi agantepamun

¢ CORE: ob6aBneHa BO3MOXHOCTb Bbl6opa YacTOTHbIX nonoc (63HaoB) ans 3G n 4G

* CORE: Jo6aBneHa BO3MOXHOCTb paboThl € yrnpaBnsemMbiM 6510kom po3eTok Power Socket RPS1-2
¢ CORE: B penopt gobasneHa nHgpopmauns 0 TekyLem coctossHum IPSec TyHHens

e CORE: nsa IPSec TyHHens go6asnieH MeTod NOBTOPHOW ayTeHTudmkaummn Make-before-break

« WEBIF: lo6aBneHo oTobpaxeHue onncaHuns (Description) kK HaumeHoBaHM0 OpenVPN TyHHens.

« WEBIF: Ha Bknagke Services B pasgene Port Forwarding no6asneHbl nogckasku npy 3anosiHeHum
nosiei o BO3MOXHOCTU nponucaTk IP Address or Network

+ WEBIF: Ha Bknagke Tools B pasgene System Log fo6asneHa npoBepka COAEPXXMMOro A1 nonei
Remote address n Remote Port

NcnpaBneHo:
* CORE: NcnpasneHa pabota STA bridge
¢ CORE: NcnpaeneHa pa6ota L2TP knveHTa

« CORE: Ha Bknagke Services B pasgene Network time protocol ncnpasneHo oTobpaxeHne TeKyLero
yacooro nosica (Time Zone)

* CORE: NcnpaBneHo oTobpaxeHune nHgopmaummn o GPIO gns poytepos RU23 n RL24

¢ CORE: NcnpasneHo umsa npowmnsku, nonydyaemoe no SNMP

¢ CORE: NcnpaBneHo aBToMaTn4eckn cosgasaemoe npasusno Firewall gna OpenVPN no ymonyaHuio
* CORE: NcnpaBneHo aBToMaTn4yecku cosgasaemoe npasuso Firewall gna EolP no ymonyaHuio

* WEBIF: VicnpasneHo maclutabuposaHue nonsa pegaktuposaHns u nogckaskm User Firewall Rules B
pasgene Firewall

* WEBIF: VicnpasneHa paboTta BannaaTtopos noneui

« WEBIF: NcnpaBneHa owwmnbka, cBa3aHHas ¢ nonem TLS Auth Key
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WEBIF: VicnpaBneHo oTobpaxeHne web-nHtepdeiica nocne 06HOBAEHMS NPOLUNBKU

N3meHeHo:

WEBIF: Ha cTatycHoii cTpaHuue IPSec Local SA nepeumeHoBaH B SA (Local - Remote)
WEBIF: Ha Bknagke Tools pasgen Change Password nepenmeHoBaH B Password
WEBIF: Ha Bknagke Services pasgen Time nepenmeHoBaH B Network time protocol

WEBIF: Ha Bknagke Tools B pasgene Management n3MeEHEH 3/1EKTPOHHbIV agpec o5 obpalleHns B
Texnoanepxkky ¢ support@Radiofid.ru Ha support@irz.net

WEBIF: Ha Bknagke Services pasgen MAC Filter nepenmeroBsaH B Wireless ACL, none Filter Mode
nepenmeHosaHo B Mode

Bepcus ot 26.02.2022

N3meHeHuns ansa Bepcuii:

RO — R0-v20.3.1(2022-02-25).bin
R2 — R2-v20.3.1(2022-02-25).bin

R4 — R4-v20.3.1(2022-02-26).bin

NcnpaBneHo:

CORE: WcnpasneHa pab6ota SNMP

Bepcusa ot 25.01.2022

WN3ameHeHus ons Bepcuii:

RO — R0-v20.3(2022-01-24).bin
R2 — R2-v20.3(2022-01-24).bin

R4 — R4-v20.3(2022-01-25).bin

JAo6aBneHo:

CORE: Mopaepxka moayns Quectel EPO6, ¢ nogaepxkoii arperauun yactoT LTE Advanced
Kareropuu 6

CORE: MoaaepxKa MHOXECTBEHHbIX TyHHenelh OpenVPN
CORE: OpenSSH o6HoBneH go sepcun 8.4pl

CORE: [1ns 06beanHeHnst okasibHOM NPOBOAHOM CeTu ¢ 6eCcnpOBOAHON CETbIO fO6ABNEH PEXUM
paboTbl STA BRIDGE (pasgen Wireless Network B Be6-nHTepheiice)

CORE: [1ns HacTpolikn npobpoca NopToB A06aB/ieH BbIGOP 30HbI (haripBoia npu co3gaHny npasun
B Port Forwarding

CORE: jobaBneHa BO3MOXHOCTb Bblbopa npoTokona B3anmogeinctens c Link/Link2 (none "Protocol”
B pasgene iRZ Link Client B Be6-nHTEpdElice)
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ANIEKTPOHUKA

¢ CORE: do6aBneHa obpaboTka MTU (none "MTU" B oopme Advanced settings pasgena HacTpoek
SIM-kapT B Beb-nHTepdheiice)

+ CORE: [n1a paboTbl MPOTOKO/I0B NPUKIALHOIO M CEAHCOBOIO YPOBHEl fo6aBneHbI
BcnomoraTtesnbHble Mogynn NAT (pasgen Application Layer Gateway B MeHI0 Services B Be6-
NHTEpgeiice)

* WEBIF: [lo6aBneHbl Noackasku Npu 3anosiHeHnn nonei pasgena SNMP
AcnpaBneHo:

¢ CORE: NcnpaBneHa npobnema pa6otel MGRE TyHHens

* CORE: YcTpaHeHO NosiB/ieHMe OLIMOKM NMpU HECTaHAapPTHOM Ha3BaHuKM oneparopa

¢ CORE: YctpaHunu ownbouHyto Bblgady IPv6 agpeca vyepe3 DHCPv6

* CORE: NcnpaBneHa paboTta cMcTeMbl MOHUTOPMHIa poyTepa no npotokony SNMP

* CORE: /cnpaBneHa paboTta cepBuca ynpasieHusi poytepom yepe3 SMS-coobLieHust
« WEBIF: 3anpelieHo yaaneHue ctaHgapTtHbix 30H (LAN,WAN) B pa3gene Firewall

+ WEBIF: cnpaBneHbl HacTpoliku B pasgene Wireless Network (go6asneHo none "Use as default
route” npu Bblbope TUNa coeanHeHus Static)

N3meHeHO:
« WEBIF: Pazgen DHCP Leases 13 Bknagku Tools nepeHeceH B Services — DHCP

+ WEBIF: Ha Bknagke Tools cTpoka Unitname nepeunmeHoBaHa B Hostname (go6asneHa sanngauns
nons Hostname)

Bepcus ot 23.08.2021

N3meHeHus ansa Bepcuii:

¢ RO — RO0-v20.2(2021-08-23).bin

« R2 — R2-v20.2(2021-08-23).bin

¢ R4 — R4-v20.2(2021-08-23).bin
Jo6aBneHo:

e CORE: lNogaepxka poytepa RL26w

* CORE: Nogaepxka moaynst cotoBoi ceAsm Quectel EC200

« WEBIF: Ina nonHon naeHTudunkaumm ycTpocTea, K UMeHn goaitna coxpaHeHHbIX HacTpoek (Backup
Settings) o6aBneH HOMep NPOLLMBKM

+ WEBIF: NpoBepka coBnageHns Bepcuii NPOLLMBKM poyTepa 1 NPUMEHSAEMbIX COXPaHEHHbIX HACTPOEK

* WEBIF: ¥YBegomsieHve 0 HecoBnageHn BepCuii COXpaHEHHbIX HACTPOEK ¥ NPOLLUBKA

Bepcusa ot 18.06.2021
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ANIEKTPOHUKA

N3ameHeHus ons Bepcuii:

RO — R0-v20.1(2021-06-18).bin
R2 — R2-v20.1(2021-06-18).bin

R4 — R4-v20.1(2021-06-18).bin

Ao6GaBneHo:

CORE: MakeT gns uTeHust fJaHHbIX ¢ NpeobpasoBartens nHtepdeiicos 1-Wire/RS232 ansi paboTsl ¢
TPexnpoBoAHbLIMK Aartunkamm temneparypsl DS18B20.

CORE: Bo3MoxHOCTb co3gaHuns HTTPS cepTucmkaroB Ha ycTpoicTee.

CORE: YnpasneHnwue npuoputetom GSM-moaynein ansa otnpaeskn SMS (ans AByXMOAYbHbIX
poyTepos).

CORE: IPSec pgns poytepos cepumn RO.
CORE: Mopaepxka PKCS 7/8/11 ans IPSec (He BK/OYEHO B BEG-UHTEpAIENC)

CORE: Pe3epBupoBaHue IPSec TyHHeneit - HacTpoiika Ast OfHOIO TYHHENs! HECKO/bKUX CEPBEPOB,
Ha KoTopble OH ByAeT nepeknUaTbes (415 ABYXMOAY/bHbLIX POYyTEPOB).

CORE: NMpoBepka COCTOAHUA TYHHENA NOCPeACTBOM NUHra ykasasaHHoro agpeca ansa L2TPv2 Client
n PPTP Client.

CORE: Mopaepxka HOBbIX Bepcuin 6ubnmotek (Hanpyumep, OpenSSL Bepcumn 1.1.1).
WEBIF: HacTpoiikm no ymonyaHuio.

WEBIF: Moackasku npu 3ano/iHeHUW Nonei.

WEBIF: Banngaumsi o UMeHN Npu pefakTMpoBaHnM CMCTEMHOTO MHTepdielica Loopbacks.
WEBIF: fjononHutensHoe none DPD Delay.

WEBIF: Mone Use as default route ans HacTpoiikn Wireless Network B pexume client.

WEBIF: Ana GPIO npu HacTpolike ACTION kak "SMS" Homep TesiedhoHa NULLIETCS B OTAENbHOM
nosne.

AcnpaBneHo:

CORE: MpaBunbHoe npumeHeHne npasun Firewall npu coxpaHeHnn yepes Beb6-nHTepdeiic.

CORE: Onsa poytepos cepum R2 ¢ GPS ncnpasneHa pa6ota NTP B yact 06HOB/IEHNS CUCTEMHbIX U
annaparHbIX 4acos.

CORE: YassumocTu B aape.

CORE: CtabunbHocTb paboTtbl WI-FI Ha poyTepax cepuit RO n R2.
CORE: 3anyck IPSec paHblue ceTn.

WEBIF: CrarycHasa nHdopmanmsa ans IPSec.

WEBIF: OTo6paxeHne He Hy/1IeBOro HanpshKEHNS NPU OTK/TIOYEHMN NUTAHUA Ha poyTepax ¢ MBIT.
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WEBIF: Oto6paxeHune ctatyca NBIM Ha poyTepax 6e3 VBIT.

WEBIF: HazBaHwue yacTtu nonei pasgena Access (CA Certificate — Public Key).

N3meHeHo:

CORE: YganeHa nosTopHas 3arpy3ka mogynein sapa.

CORE: OnTummn3npoBaHo Bpemsi cTapTa CUCTEMbI Moc/e cbpoca HacTPOoeK.
CORE: Agpo o6HoBNeHo A0 Bepcun kernel 4.14.162.

CORE: CuctemMHble gpaiisepa.

WEBIF: Mopsaok, Ha3BaHmne u onucaHue Yyactui noneit (Tunnel IP —» Local Tunnel Address; HUB
Tunnel Mask - Tunnel Mask).

WEBIF: Pepaktuposarue DPD Timeout 1 Aggressive Mode Tosnbko B pexxume IKEv1 ansa Key
Exchange Mode.

Bepcusa ot 31.08.2020

N3ameHeHus s Bepcuii:

RO: v920 (2020-08-31)
R2: v782 (2020-08-31)

R4: v1414 (2020-08-31)

Jo6aBneHo:

WEBIF: owwmn6ka Beb nHTepdeiica npusogsiiasi K He CoOXpaHeHMIo 3agaHns crontab;
CORE: pa6ota IPSec ¢ MHOXeCTBEHHbIMW TYHHENSAMU B pexume IKEv1;

CORE: owwnbka cpeacTsa Nepruognyeckon OLEHKN COCTOSHUS UHTEPdeNCcoB/TyHHe e NocCpeaCcTBOM
YTUAUTLI ping;

CORE: Ha cTpaHuue System Log u haiine koHdurypawlum BO3MOXHOCTb YKa3aTb B Ka4ecTBe agpeca
yaanéxHoro cepsepa FQDN;

CORE: olLn6Ka B peakux ciyvasx npuBogsLLas K Nepek/ItoueHnsaM Ha Apyryio CUM KapTy Mo
HeoueBUAHbLIM NPUUNHAM;

CORE: pa6ota IPSec c o6opygoBaHuem Cisco

Bepcusa ot 02.06.2020

WN3ameHeHus gns Bepcuii:

RO: v919 (2020-06-01)
R2: v779 (2020-06-02)

R4: v1413 (2020-06-01)
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ANIEKTPOHUKA

Jo6aBneHo:

CORE: YnyuweHa paboTa IPSec ¢ Heckonbkumun SA B pexnmve IKEv1

CORE: [jopa6oTtaH nporpamMmmHblIii watchdog coToBbIx MHTepdelicoB. Ecnn Bce COTOBblE MOAY/N HE
[OCTYMHbI - YCTPOCTBO ByAeT nepesarpyxeHo (TobKo /18 pOyTepoB ¢ annapartHoii pesnsuneii HW
Version X.8 1 BblLLE)

CORE: ViMa chusmyeckoro nHTepdelica COTOBOro MoAy/isi COOTBETCTBYET MMEHU B KOHUrypaumm
WEBIF: ¥YnpaBneHue "RS232/RS485 over TCP" 06beanHeHo B 0gHOM MeHto "Serial Ports”
WEBIF: Ana RS232/RS485 yaaneHa HecTaHgapTHas ckopocTb 28800

WEBIF: Vil3meHeHa cekums IPSec Ha cTaTycHol cTpaHuue. Tenepb AONOHUTENbHO OTpaXKaeTcs
craryc SA

NcnpaBneHo:

CORE: WcnpasneHsbl owmnbkn B padote L2TP Client
CORE: YnyuweHa pa6orta IPSec

CORE: VicnpaBneHa pa6orta tty2net

Bepcus ot 03.04.2020

M3meHeHus ansa Bepcuii:

R2: v773 (2020-04-03)

Jo6aBneHo:

CORE: YnyuweHa pabota IPSec ¢ Heckonbkumu SA B pexuvme IKEv1

CORE: fopa6oTtaH nporpaMMHbIii watchdog coToBbIX MHTepdeiicoB. EC/iv Bce COTOBbIE MOAYNN He
[OCTYMHbI - YCTPOCTBO OyAeT NnepesarpyxeHo (TosbKo 4715 poyTepoB ¢ annapatHoi pesnsuneii HW
Version X.8 1 BbliLLE)

CORE: Vima chusmyeckoro nHTepdelica COTOBOro MoAy/isi COOTBETCTBYET MMEHU B KOHUIypaumm
WEBIF: ¥YnpasneHue "RS232/RS485 over TCP" 06beanHeHo B 0g4HOM MeHto "Serial Ports”
WEBIF: Ans RS232/RS485 yganeHa HecTaHgapTHasi ckopocTb 28800

WEBIF: ViI3meHeHa cekums IPSec Ha cTaTycHol cTpaHuue. Tenepb AONOHUTENbHO OTpavKaeTcst
craryc SA

Bepcusa ot 17.01.2020

WN3ameHeHus ons Bepcuii:

RO: v918 (2020-01-17)
R2: V767 (2020-01-17)

R4:v1412 (2020-01-17)
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ANIEKTPOHUKA

Jo6aBneHo:

CORE: O6HoBeH Openss| go Bepcumn 1.0.2s (ncnpaBneHb! ya3BuMocTn, AobasneH SSLv3)
CORE: O6HoBneH Openvpn go sepcun 2.4.7

CORE: O6HoBneH Strongswan go Bepcumn 5.8.0

CORE: B reHepauuto penopt-ghaiina gobasneH Bbiog thaiina append-config ns OpenVPN
CORE: Oo6aBneHa nogaepxka micropython

WEBIF: Jo6aBneHa BO3MOXHOCTb HacTpolikn APN Profiles

WEBIF: ljo6asneH iRZ ZTP Client

WEBIF: [jo6asneH iRZ Atunnel

WEBIF: Jo6aBneHa BO3MOXHOCTb 1cnosb3oBaTh IPSec Protection gns L2TPv2

WEBIF: [Jo6aBneHa BO3MOXHOCTb coxpaHeHus penopTta Ha USB/SD Flash

UcnpaBneHo:

WEBIF: VicnpaBneHa olwimbKa coxpaHeHUs HEKOPPEKTHbIX npasun ans firewall
CORE: VicnpaBneHa paboTta ckpunTa g/1s1 COCTOSHMS NOAK/IIOYEHNS K COTOBOI CETU
CORE: UcnpasneHa paboTa nigukatopa Wi-Fi npu ctapTe (Tonbko ansa cepun R4)
CORE: VcnpaBneHa paboTe nHamkartopa Tuna CoToBOl CeTU (ToNbKo An1a cepun R2)

CORE: VcnpaBneHa paboTa poyTepa B cuTyaLuu, korga ocHoBHoi SIM-kapToit siBnsietcst SIM2, HO
npu ctapTe 3anyckasacb SIM1 (TOMbLKO AN OAHOMOAY/TbHBLIX POYTEPOB)
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ANIEKTPOHUKA

Bepcusa ot 01.04.2019

JAo6aBneHo:

CORE: naket IPsec ToHHeNsA 3aMeHeH ¢ racoon Ha strongswan
CORE: B IPsec go6aBneHa BO3MOXHOCTb paboTarb yepes IKEv2
WEBIF: nameHeH pasgen HacTtpoek SIM kapt

WEBIF: fo6aBneHa BO3MOXHOCTb BK/IHOUYATb U OTK/IKOYaTb BUPTYasibHbI MAC-aapec B HacTpoiikax
VRRP

CORE: o6HoBNeH OpenSSH go sepcun 7.9pl
CORE: o6HoBNeH OpenVPN go sBepcun 2.4.6

WEBIF: B OpenVPN go6aBneHa BO3MOXHOCTb ABOIMHOI aBTOpM3aumm B pexume TLS-client

NcnpaBneHo:

CORE: O6HOBMEH ckpunT gobasneHusa/yganeHnsa npasun firewall

CORE: storngswan - ycTpaHeHa npobsiema ¢ HeHarnpas/ieH/eM Tpaduka B TYHHe b,
npu koHdurypauum host2host n B cutyaunu, korga o6a xocta B O4HON CEeTH

CORE: VcnpasneHa paboTa c tacacs+
CORE: VcnpasneHa pa6oTta pexuma QMI (cnpaBeannso gns cepumn RO)
CORE: UcnpasneHa pabota MPPE B PPTP 1 L2TPv2 ToHHensx

CORE: VcnpasneHa pa6oTta areHta SNMP

Bepcusa ot 23.07.2018

JoGaBneHo:

CORE: gob6aBneHo npuioxeHune cepsuca ynpasnenns iRZ Link (Zelda)
R2/R4: po6asneH TyHHens DMVPN/NHRP

RO/R2/R4: pobaBneHa BO3MOXHOCTb CO34aBaTb NoJib30BaTe/IbCKue LENoYKM npasus B hopmare
iptables n3 web nHtepdeiica poytepa

NcnpaBneHo:

CORE: ucnpasreHa ombka, kotopast MOXET NPUBECTU K HEBO3MOXHOCTW NOAK/HOUEHUSA K CETU
poyTtepos ¢ mogysniem WPD-600

CORE: ucnpasnena pa6ota PPTP npu BkntoueHHo onummn MPPE
CORE: ucnpasneHa ownbka He KoppekTHoro Beisoga MCC MNC kogos
CORE: ucnpasneHa owwmnbka Bbibopa 0CHOBHOW SIM-kapTbl Npu BKOYEHWUN poyTepa

CORE: 3HaueHue TTL ans TyHHenei EolP/GRE ycTaHOBNEHO Kak 64, eCnin He ykasaHo B
HacTpoikax
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ANIEKTPOHUKA

CORE: ncnpaeneHa ownbka, npu kotopoin DNS 3anpoc k cepBepy Mor 6biTb pa3peLleH Yepes
[Opyroii ceTeBoil nHTepdeinc

R4: ucnpasneHo BkoYeHne moayna PoE n dpaiin KoHdomrypaumm

R2: ucnpasneHa nigukaumsa csetoanoaos coctosiHua cetn GSM u cetn WAN (ecnu
CKOHCOUTyprpoBaHo)

WEBIF: ucnpasneHa ownbka oTobpaxeHns cTpaHulbl Tools > Access Ha HEKOTOPbIX Bpay3epax

Bepcus ot 06.03.2018

Jo6aBneHo:

GPS: gobasneHa ytuiuta as ya4o6HOro nosyyeHns KoopamMHaT co CMyTHUKOB - gpspipe (To/bKo A
poyTepos ¢ GPS)

HTTPS: gobaBneHa BO3MOXHOCTb 3arpy3vTb CBOU cepTudukaTbl 1 nonb3oBaTtbes web
NMHTEpdgiencom poyTtepa Yepes 3alnLLEHHbIM NpoTokon https

GPIO: no6asneH hyHKUMOHA OTMNPaBKM COOGLLEHWI MO BXOASALLEMY COBbLITUIO U COXpaHeHVe
COCTOSIHISI MOPTOB MW Nepesarpyskax poyrepa

AcnpaBneHo:

VPN: ncnpasneHa npobnema npy KOTOpoi TOHHENM He MOI/IM NepeycTaHaBNMBaTLCA NOC/Ie paspbiBa
CBA3U

VPN xI2tpd: ncnpasneHa pa6ota npotokonos MPPE n MSCHAP-v2
VPN xI2tpd: pob6aBneHbl HegocTaloLwme MOLYM agpa (cnpaseanvneo 418 poytepos cepun RO MR2)

DynDNS: ucnpasnieHo onpeaeneHne agpeca AMHaMM4ecKoin 3anmcu

Bepcusa ot 23.01.2018

JoGaBneHo:

SSH: coxpaHeHue K/to4eli M3BECTHLIX XOCTOB NpU 06HOBNEHNE BCTPoeHHoro MO

SIM: po6aBneHo nosne Force MCC MNC B HacTpolikax Mo6ubHOro VIHTepHeTa

VPN: po6asneH TyHHenb L2TPv2 (PPPoL2TP/xI2tpd)

VPN: go6asneHbl TyHHenn L2TPv3

VPN: go6asneHbl TyHHenu EolP (Mikrotik coBmecTumbl)

VPN: gobasneHbl anropuTmbl XelwnposaHus sha, sha256, sha384, md5, hmac gns IPsec
VPN: go6aBneHa BO3MOXHOCTb ykaszaHme napametpa key ans GRE TyHHenemn

SERIAL: go6asneHa nogaepxka ModBus TCP (ans poytepoB cepun R2, R4)

RO Series: poyTtepbl cepun RO nogaepxmsato Bce BUAbI TYHHenel, kpome IPSec

R2 Series: poyTepbl cepun R2 nogaepxmsato Bce BUAbl TYHHENe
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ANIEKTPOHUKA

NET: 6anaHcrupoBka Tpadouka Mexay AOCTYNHbIMU BHELLIHUMMW HTepdeiicamMmn B paBHOM
COOTHOLLIEHWM

WEB: gobaBneHa koHurypaums agpecos loopback
WEB: pobasneHo none SRC_IP B “Port Forwarding” gns punstpauun Tpagmka ¢ xocta

WEB: no6aBneHa BO3MOXHOCTb NU3MEHUTb CETEBOE MM ycTpolicTea (hostname)

NcnpaBneHo:

CORE: ucnpassieHa npobnema, Npy KOTOPOI B HEKOTOPbIX C/TyHasix poyTep 3arpyXascs ¢
HacTpOoiKaMmn Mo yMOM4aHuio

DDNS: ucnpasneHa pa6ota cepsuca DynDNS
WEB: ncnpasneHo otobpaxeHne GPIO ansa poytepos cepun R2
WERB: HacTpolika TyHHesnei BbIHeCeHa B OTAe/bHY0 BKNaaKy

SIM: ucnpasneHo aBTo onpegenexdve APN gna onepatopa «Tele 2» n «PocTesniekom»

Bepcus ot 12.04.2017

Jo6aBneHo:

PaclumpeHHas nidpopmaunst no cotoBbiM MoaynsiMm MIB-chaiinbl
YnpasrnieHve nepekiyeHnemMm mexay SIM-kaptamu

Jo6aBneH cepsuc xinetd B ccTemy BbINONIHEHE KOMaHA, No SMS

NcnpaBneHo:

Owwnbka npn otnpaske SMS

Yny4weHo ynpasfieHne COTOBbIMU MOAYNSAMN

Owmwmbka IPCP ¢ cotoBbiM mogynem WeTelecom WPD-600

CoxpaHeHune SSH-koueli npn 06HOBNEHNN BCTPOEHHOro MO

Owunbka cbpoca naponsa cynepnosb3oBaresis Npy 06HOBNAEHUM BCTPOEHHOTO MO
OwwrbKa npu ycTaHOBKE NMPOrpaMMHbIX MaKeToB pacLUMpeHus

VcnpaBneH HEKOPPEKTHbIN BbIBOA, CTaTyCHOW MHpopMaLuuy 418 COTOBbIX MoAaynei

Owunbka nepenogknodeHns TyHHens IPSEC no BHeLWHeMY COObITUIO

Bepcusa ot 27.12.2016

Ao6aBneHo:

BbinonHeHve komaHg no SMS
MeTopg ayTeHTUdmKaumm EAP ans cotoBbIX NHTEpdEicoB

HacTpolika noptoB switch (CKOpoCTb, Aynsekc)
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ANIEKTPOHUKA

e BO03MOXHOCTb SIBHOIO Bblbopa ANNHbI Ktoda AES (128/192/256)

* Mopaynb IMEI B cTaTyc cOTOBOro nHTEpdeiica

UcnpasneHo:

* BoccTaHOB/EHNE HACTPOEK OT CTapbix Bepcuii MO Ha HOBbIX BEPCUSIX

¢ 13meHeH 6aHHep B koHcoNM Olwmnbka JocTyna Yepes akTVBHbI CETEBOI UHTEpdIeiic, He
ABNALWMIACA
OCHOBHbIM /151 MapLupyTU3aumm

¢ TalimayT peructpauuu moayns ysenuyeH go 180 ¢
+ OO6HOBMEHa CTpaHuLLa MeHeKMeHTa Beb uHTepcheica

e VI3MeHeH cnocob 3arpy3kn ceptudmkaToB ansa TyHHenein IPSec n OpenVP
Bepcusa ot 01.09.2016

Jo6GaBneHo:

¢ OpenWRT 15.05

e Linux 3.18.33

e Busybox 1.23.2

» CrtpaHunua Tools — Access A/19 HacTpoiiku AocTyna K poytepy
¢ SSH ncnonb3yet OpenSSH BmecTo Dropbear

o [lopaepxka aBsTopusaymm yepes TACACS+ gna SSH
NcnpaBneHo:

e CrtpaHuua Status

e YnydweH anroputm nepekntodeHns SIM-kapt

e KnneHT NTP BKIKOYEH MO YMOMYaHUIo
Bepcusa ot 18.04.2016

Jo6aBneHo:

e CtpaHuupbl knneHtoB Wi-Fi 1 DHCP leases B Tools

¢ BbIBOA MapLUpPYyTOB U CUCTEMHOI MHhopMaLun B OTHETE

* YnpasneHue GPIO B Tools

* UBus Agent ansl Nonb3oBaTeslbCKNX COObITUIA

* bBbicTpoe nepenogkntoyveHne TyHHenelh IPSec/PPtP npy n3ameHeHun mapLupyTa no yMmoa4aHuio
e B03MOXHOCTb yKasatb UMs KoHUeHTpartopa ana PPPoE

e OuuncTka conntrack 3anuceii npy cMeHe MapLupyTa no yMo/i4aHuio
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¢ Xinetd
NcnpaBneHo:

¢ [loBblWeHa cTabunbHOCTL TyHHeNel IPSec/PPtP

ANIEKTPOHUKA

e Ownbkn B WEB-nHTepdpelice Ha cTpaHuuax Local network nWired internet Owmn6ku npu

nepekntoyeHnn mexay SIM-kaptamu

¢ Ownbka nepeycrtaHoBkKM paHee YCTaHOBJ/IEHHbLIX NMaKeToB Npu C6p0C€ HaCTpoeK n O06GHOB/IEHUN

BCTpoeHHoro MO
Bepcusa ot 24.12.2015

Jo6aBneHo:
¢ HacTtpoiika VLAN
UcnpaBneHo:

¢ OwnbKa NpoBEPKN perncTpalmm
Bepcusa ot 08.12.2015

JoGaBneHo:
¢ [lo6aBneHbl NPOTOKO/bI AUHAMUYECKON MapLUpyTM3aLmm
NcnpaBneHo:

¢ Owwubka npu pabote ¢ SIM-kapTammn Yota
Bepcusa ot 03.12.2015

Jo6aBneHo:

e TyHHenu IPSec

e TyHHenn GRE

¢ KnuenT Dynamic DNS
¢ Hactpoiika Firewall

e Cepsuc VRRP

e Otnpaska SMS

e Ctpoka Unit Name

o BO3MOXHOCTb NEpPEHaNnpPaBsaTb CUCTEMHbIN XypHa Ha yaasieHHbI cepeep

* O®yHKuna aapa Policy Based Routing

¢ Cepsuc snmpd

o CBefeHusl No TabnmuamM mMmapLipyTusalmm B oTUeT (system report)
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NcnpaBneHo:
* OwwnbKa npu coxpaHeHnn napameTtpa Hidewireless network

« OO6HOBNEHa CcTpaHUUa cTaryca
Bepcusa ot 25.08.2015

Ao6aBneHo:

¢ BO0O3MOXHOCTb YCTaHOBKM NakeToB opkg yepes web-uHTepdelic
¢ Crontab

NcnpaBneHo:

¢ YcKkopeHa 06paboTka 0TKa30B MOAYy/ei
Bepcus ot 26.06.2015

Jo6aBneHo:

e CraTtnyeckne mapLupyTbl

o dukcauus Tvna coeguHerns (2G/3G/4G)

¢ Wi-Fi-knneHT gnsa Joctyna B UHTEPHET/BHELLHIOK CeTb
¢ Bbi60p npuoputeToB kaHanoB cBsA3n(SIM/WAN/Wi-Fi)

* HacTtpolika goctyna Kk nocnegoBatesibHbIM noptam (RS232/RS485)

ANIEKTPOHUKA
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